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Loi m& dau - Foreword

Cuén sach nay thudc bo gido trinh luyén thi chuong trinh quéc té€ ciia 8020 English (8020 Education)
— trung tam luyén thi trong diém IELTS - SAT - AP - IB - A-level - IGCSE va sian hoc béng du hoc. Toan
bé ndi dung duoc bién soan bai doi ngli Gido su - Tién si - Thac si t6t nghiép cac truong top dau thé
gidi, bAm sat khung chuong trinh chinh thirc, trinh bay day du ly thuyét, vi du mau, hinh minh hoa
va hé théng bai tap co |&i gidi chi tiét.

This book is part of the 8020 English international exam-prep series: complete English theory with Viet-
namese explanations, worked examples, illustrations and fully-solved practice, aligned to the official frame-
work.

Thanh tich 8020 English
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- TS Nguyén Anh Huy (Carnegie Mellon, cuu ky s Amazon) - TS Nguyén Phuéc Trudng (Toan, DH
Klagenfurt) - cting doi ngl giang vién SAT 1500-1600, IELTS 8.0-8.5.

Két qua hoc vién — diém thi that: IELTS 8.0-9.0 - SAT 1550 / 1570 / 1590 - AP 5/5 (Calculus BC,
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Khanh Bang 1510 - Thado Nguyén 1520 - Tam Anh 1530.

“Cubi cung dd ddu vao trudng top nhu’ mong muén.” — Phan Thi Thanh Hdng, IELTS Overall 8.5.

Cach dung sach hiéu qua: moi Unit gém (1) Ly thuyét trong tam tiéng Anh kém giai thich tiéng Viét;
(2) Vi du mau c6 16 giai; (3) Hé thong bai tap kém 16 giai chi tiét. Hay tu 1am bai trudc khi xem 16
giai dé dat hiéu qua téi da.
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IB DIPLOMA PROGRAMME . Unit 1

System Fundamentals

Muc tiéu Unit: Hé théng cdng nghé théng tin (IT system) va cac bén lién quan; vong doi phat trién hé
thong (SDLC) tir phan tich dén danh gid; phuong phap thu thap yéu ciu va nghién clru kha thi; chién
lwoc kiém thir; thiét ké giao dién ngudi-may (HCI); d6 tin cay, sao luvu & phuc héi thdm hoa; va cac van
dé dao dirc-xa hoi chia cong nghé thong tin.

Course map. Core topics 1-4 (System fundamentals, Computer organization, Networks, Com-
putational thinking) are studied by both SL and HL students. Topics 5-7 (Abstract data struc-
tures, Resource management, Control) are the HL extension only. Every student also studies
one Option in depth; Chapter 8 develops Databases and Object-oriented programming fully,
with compact treatments of Modelling & Simulation and Web Science.

1.1 IT systems, components and stakeholders

An IT system is the combination of hardware, software, data, procedures, and people that work
together to process information for a purpose. This five-part definition is examinable: removing any
single component means what remains is no longer an IT system in the full sense. A computer sitting
unused on a desk, with no data loaded, no procedures for operating it, and nobody using it, is just
hardware — not a system.

Khai niém cét 16i

The five components of an IT system:
e Hardware — the physical devices (CPU, storage, input/output devices, network equipment).

e Software — the programs that instruct the hardware (system software and application soft-
ware).

e Data — raw facts and figures the system stores and processes; once given context/meaning
it becomes information.

e Procedures — the documented steps for operating the system correctly and safely (e.g.
login protocols, backup schedules).

e People — everyone who interacts with or depends on the system.

. GIAI THICH TIENG VIET

Mot hé théng IT khéng chi |a phan clirng va phan mém, ma con gém dit liéu, quy trinh (proce-
dures) va con ngudi. Thi€u mét trong nam thanh phan nay thi khéng con la mét hé théng IT
hoan chinh — day 14 diém hay bi bo sét khi tra 167 cAu héi dinh nghia trong dé thi.

Stakeholders are anyone with an interest in a system’s success or outcome. Different stakeholder
groups typically have competing priorities, and IB exam questions frequently ask you to identify or
reconcile these conflicts.
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Stakeholder Primary interest
End users Ease of use, reliability, minimal disruption to their daily
work

Managers/ownersCost control, return on investment, meeting business
goals on schedule

IT/technical Maintainability, compatibility with existing infrastructure,

staff manageable workload

Systems ana- Accurately capturing requirements and translating them

lysts/designers into a workable design

Customers/clientsData privacy, service availability, value for money

(external)

Vi du m3u - Worked example

A hospital wants a new appointment-booking system. The IT department wants to reuse the
existing database server to save money; the receptionists (end users) want a system that re-
quires minimal retraining; the hospital director wants the project finished before the next fiscal
year. ldentify one potential conflict between these stakeholders.

The IT department’s preference to reuse older infrastructure may conflict with the director’s
deadline if the older server cannot be configured quickly enough, or may conflict with end
users if reusing legacy software means keeping an unfamiliar, outdated interface rather than a
modern one that would need retraining. Resolving such conflicts is a core task of the systems
analyst during the analysis stage.

1.2 The system life cycle: analysis and design

Every IT system passes through a predictable sequence of stages known as the System Development
Life Cycle (SDLC). Although in practice organisations often loop back to earlier stages (an iterative
approach), IB exams expect you to know the stages and what happens within each.

. ] Develop- ] Implemen-
Analysis Design > Testin =
i = ment ]’ s tation
Evaluation [+ Docu‘men-
iterate / refine tation

The System Development Life Cycle (SDLC). Real projects frequently loop back to earlier stages as new requirements
emerge.

Analysis begins with a feasibility study, which determines whether a proposed system is worth
pursuing along four dimensions, followed by detailed requirements gathering.

Thay Twdng 0332747 169 - Cb6 Nancy 0983422 692 IB Diploma Programme Computer Science - Trang 9
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Feasibility study dimensions.

e Technical feasibility — can the required hardware/software actually be built or acquired
with current technology and in-house skills?

e Economic feasibility — do the projected benefits (cost savings, revenue) outweigh the de-
velopment and running costs (cost-benefit analysis)?

¢ Schedule feasibility — can the system realistically be delivered within the required time-
frame?

e Legal feasibility — does the system comply with data protection, copyright, and other ap-
plicable law?

Requirements-gathering methods: interviews (in-depth, but time-consuming and can be bi-
ased by leading questions); questionnaires (reach many people quickly and cheaply, but re-
sponses may be shallow or have low return rates); direct observation (reveals what people
actually do, not just what they say, but people may change behaviour when watched — the
Hawthorne effect); document review (examining existing forms, reports, manuals to under-
stand current data flows).

- GIAI THICH TIENG VIET
Nghién ctru kha thi c6 4 khia canh: ky thuat (Iam duoc khong?), kinh té€ (loi ich c6 16n hon
chi phi khong?), tién do (kip thai han khong?), phap ly (cé tuan tha luat khéng?). Thu thap yéu
cau: phdong van (sdu nhung ton thai gian), khdo sat (nhanh, ré, nhung néng), quan sat truc tiép
(thay hanh vi that nhung ngudi bi quan sat co6 thé thay déi hanh vi — hiéu (rng Hawthorne),
xem tai liéu hién cé.

Design translates requirements into a technical blueprint: data structures and file/database de-
sign, algorithm design (pseudocode/flowcharts), the user interface, and the hardware/software spec-
ification needed to run the system. Design decisions made here are far cheaper to change than de-
fects discovered after development, which is why thorough design reduces overall project risk and
cost.

(') L6i thuwong gap: Students often conflate analysis (what problem are we solving, and is it
worth solving?) with design (how, specifically, will we solve it?). An exam answer describing
a data-flow diagram or a proposed algorithm belongs to design; a discussion of feasibility or
interviewing stakeholders belongs to analysis.

1.3 Development, testing and test data

Development is writing, configuring or customising the software and setting up the specified hard-
ware. Testing then verifies the system behaves as intended before real users depend on it.

Thay Twdng 0332747 169 - Cb6 Nancy 0983422 692 IB Diploma Programme Computer Science - Trang 10
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Levels of testing (smallest to largest scope): unit testing (one module/function in isolation);
integration testing (do modules work correctly together?); system testing (does the whole
system meet its specification?); acceptance testing (do real users/clients agree the system is
ready for release?).

Test data categories — every input field should be tested with all three:

o Normal data — typical, valid values the system should accept and process correctly.

e Boundary data — values exactly at, and just outside, the edge of an accepted range (e.g. for
ages 0-120: test 0, 120, —1, 121).

e Erroneous data — invalid data of the wrong type or format, which the system should reject
gracefully rather than crash on (e.g. entering "abc" into a numeric age field).

Vi du mau - Worked example

A form field accepts integer test scores from O to 100 inclusive. Give one example each of
normal, boundary, and erroneous test data, and state the expected system response for each.
Normal: 75 — accepted and stored as a valid score. Boundary: 0, 100 (should be accepted) and
—1,101 (should be rejected) — these values sit exactly on or just past the limits and are the
values most likely to expose an off-by-one coding error. Erroneous: "ninety" or "70" (letter
O instead of zero) — the system should display a clear error message and refuse to store the
value, rather than crashing.

- GIAI THICH TIENG VIET
Ba loai dir liéu ki€m thir: dir liéu binh thudng (gia tri hop |é dién hinh), dir liéu bién (gia tri ngay
tai va ngay ngoai gi¢i han — dé phat hién 16i “Iéch mét” off-by-one), dir liéu sai (sai kiéu/dinh
dang, hé théng phai tir ch6i mét cach nhe nhang chir khdng dugc crash). Cac cap do kiém thur:
unit — integration — system — acceptance.

Black-box vs white-box testing

Black-box testing checks that outputs are correct for given inputs without looking at the in-
ternal code — the tester treats the program as a sealed box. White-box testing examines the
internal code structure directly, designing test cases to exercise every logical path/branch at
least once.

1.4 Implementation, changeover and documentation

Implementation (changeover) is the process of moving from the old system to the new one. The
choice of changeover method is a classic exam topic because it always involves a risk vs cost trade-
off.

Thay Twdng 0332747 169 - Cb6 Nancy 0983422 692 IB Diploma Programme Computer Science - Trang 11
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Changeover methods.

Method Description Risk / cost

Direct Old system stopped, new one starts Cheapest, highest risk
immediately

Parallel Both systems run side by side for a Safest, most expensive
period (double running costs)

Phased New system introduced module by Moderate risk; slower,
module staggered rollout

Pilot New system trialled at one site/de- Contains risk to a small
partment first area before wider roll-

out

Vi du miu - Worked example

A hospital is replacing its patient-record system. Lives are at stake if the new system fails.
Which changeover method is most appropriate, and why?

Parallel running is best: the old and new systems operate side by side so that if the new system
produces an error, staff can immediately fall back on the reliable old system. The extra cost
of running two systems simultaneously is justified by the extremely high risk of patient harm
from a direct changeover failure.

- GIAI THICH TIENG VIET
B6n phuong phap chuyén déi hé théng: truc ti€p (ré nhung rii ro cao nhat — hé ch dirng, hé
mai chay ngay), song song (an toan nhat nhung ton kém nhat — chay ca hai hé cung lic), theo
giai doan (tirng phan mét, rai ro vira phai), thi diém (thir & mét dia di€ém nho trude khi nhan
rong). Bai thi hay hoéi: hé théng rui ro cao (bénh vién, ngan hang) = chon song song hoic thi
diém.

Documentation comprises technical documentation (system design, code comments, data dic-
tionaries, network diagrams — for future developers/maintainers) and user documentation (manuals,
quick-start guides, tutorials, FAQs — for end users). Evaluation closes the loop: the finished system
is compared against the original requirements specification, assessing whether it is efficient, reliable,
easy to use, appropriate to its purpose, and asking users/clients for structured feedback.

1.5 Project management: Gantt charts and critical path

Large systems projects are planned and tracked using project-management tools that make depen-
dencies and deadlines visible to every stakeholder.

Week — 2 3 4 5 6 7 8 9 10

A simplified Gantt chart: horizontal bars show each task’s start week and duration, making overlaps and the overall
timeline visible at a glance.
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Gantt chart vs critical path

A Gantt chart is a horizontal bar chart showing when each task starts, how long it lasts, and
which tasks overlap — useful for scheduling and progress tracking. A critical path is the longest
sequence of dependent tasks from start to finish; delaying any task on the critical path delays
the entire project, whereas tasks with slack/float (not on the critical path) can be delayed
slightly without affecting the finish date.

GIAI THICH TIENG VIET
Bi€u d6 Gantt thé hién thai diém bat dau/két thac va do dai tirng cong viéc bang cac thanh
ngang. Dudng gang (critical path) 13 chudi cong viéc phu thudc nhau dai nhat — tré bat ky
coéng viéc nao trén dudng gang sé 1am tré toan du an; cong viéc khéng nam trén dudng ging
c6 “thai gian du trit” (slack/float).

1.6 Human--computer interaction and interface design

HCl is the study of how people interact with computer systems, aiming to make interfaces effective,
efficient and satisfying to use.

Usability principles commonly assessed in IB CS:

Learnability — how quickly can a new user become productive?

Efficiency — how quickly can an experienced user complete tasks?

Memorability — can an occasional user return after a break without relearning everything?

Error prevention/recovery — does the interface stop mistakes before they happen, and help
the user recover gracefully when they occur (clear error messages, undo)?

e Satisfaction — is the experience pleasant, not merely functional?

User-centred design involves real target users throughout development (needs analysis, pro-
totyping, usability testing, iteration) rather than designing in isolation and testing only at the
end.

GIAI THICH TIENG VIET
Nguyén tic HCl: dé& hoc (learnability), hiéu qua (efficiency), d& nhé (memorability), ngan
ngtra/khic phuc 16i, s hai long. Thiét ké 1ay ngudi dung l1am trung tam: dua ngudi dung
that vao sudt qua trinh phat trién (phan tich nhu cau, 1am ban mau, kiém thir kha dung), khéng
chi kiém tra & budc cudi.

Vi du mau - Worked example

A banking app redesigns its transfer screen, adding a confirmation dialog ("You are about to
send $500 to John. Confirm?”) before any transfer completes. Which HCI principle does this
primarily address?

This primarily addresses error prevention: catching a mistaken amount or recipient before an
irreversible action (sending money) takes place, rather than only allowing the user to notice
and fix the mistake afterwards.
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1.7 Reliability, robustness, backup and disaster recovery

(1) L6i thueng gap: Reliability and robustness are frequently confused. Reliability means the
system consistently performs correctly under the conditions it was designed for (measured,
e.g., as mean time between failures). Robustness means the system copes gracefully with
unexpected input or conditions outside normal use (invalid input, a failed network connection,
corrupted data) without crashing.

GIAI THICH TIENG VIET

0 tin cay (reliability): hé théng hoat dong ding trong diéu kién thiét ké binh thuong. D6
bén/dd chiu 16i (robustness): hé théng van “séng sét”, khong bi treo/crash khi gip tinh huéng
bat thudng (input sai, mat két ndi mang). Hai khai niém nay khac nhau va hay bi nham Ian trong
deé thi.

Backup strategies protect against data loss: a full backup copies everything (slow to create, fast
to restore); an incremental backup copies only data changed since the last backup of any kind (fast
to create, but restoring requires the last full backup plus every incremental since); a differential
backup copies all data changed since the last full backup (a middle ground — faster to restore than
incremental, slower to create than incremental). The 3-2-1 rule is a common guideline: keep at least
3 copies of data, on 2 different media types, with 1 copy stored off-site.

A disaster recovery plan (DRP) documents how an organisation restores IT services after a
major incident (fire, flood, cyberattack, hardware failure). Two key metrics: Recovery Point
Obijective (RPO) — the maximum tolerable amount of data loss, measured in time (e.g. an RPO
of 1 hour means backups must run at least hourly); Recovery Time Objective (RTO) — the
maximum tolerable downtime before the system must be back online.

Vi du miu - Worked example

A company backs up its database every night at midnight only (full backups). A server crash
occurs at 3 p.m. What is the maximum possible data loss, and how could the backup strategy
be improved?

Since the last backup was at midnight and the crash occurred at 3 p.m., up to 15 hours of data
(all transactions between midnight and 3 p.m.) could be lost — this is the company’s effective
RPO under the current strategy. Adding frequent incremental backups throughout the day
(e.g. every hour) would shrink the RPO to about one hour, at the cost of slightly more complex
restoration (apply the full backup, then each incremental in order).

1.8 IT in a social context

Computer science does not exist in a vacuum: systems raise recurring ethical and societal issues that
IB CS expects you to discuss with specific, system-linked examples rather than generic statements.
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Issue Description

Privacy Collection, storage and use of personal data without con-
sent or beyond stated purpose

Security Protecting data/systems from unauthorised access, theft,
or damage

Digital divide Unequal access to technology/connectivity based on in-
come, geography, age, or disability

Intellectual Software piracy, copyright infringement, patenting of al-

property gorithms

Algorithmic Systematically unfair outcomes caused by unrepresenta-

bias tive training data or flawed rules

Environmental  E-waste, energy/water consumption of data centres, de-

impact vice manufacturing footprint

Employment Automation displacing certain jobs while creating demand

impact for new technical skills

GIAI THICH TIENG VIET

ac van dé dao dirc-xa hoi thuong gap: quyén riéng tw, bdo mat, khoang cach sé (digital
divide — chénh léch ti€ép can cong nghé), s& hiru tri tué (vi pham ban quyén phan mém), thién
vi thuat toan (algorithmic bias — két qua khéng céng bang do dir liéu huan luyén thiéu dai
dién), tac dong moi truong (rac thai dién tlr, tiéu thu nang lwong cla trung tam dir liéu). Khi
tra 161, ludn gan van dé véi vi du hé théng cu thé trong dé bai, khéng tra 1&i chung chung.

Vi du mau - Worked example

A facial-recognition system trained mostly on one demographic performs poorly and unfairly
for other groups. Which social/ethical issue does this best illustrate, and which SDLC stage
could have mitigated it?

This illustrates algorithmic bias — the system produces systematically unfair outcomes because
its training data was not representative. It could have been mitigated during analysis/design
(specifying diverse, representative training data as an explicit requirement) and during testing
(evaluating accuracy separately across demographic groups rather than relying on one overall
accuracy figure).

. GIAI THICH TIENG VIET

On tap nhanh Unit 1: (1) Hé théng IT = phan cirng + phan mém + dir liéu + quy trinh + con
ngudi; (2) SDLC: phan tich — thiét k€ — phat trién — kiém thr — trién khai — tai liéu hod —
danh gia; (3) 4 khia canh kha thi: ky thuat/kinh t&/ti€n dé/phap ly; (4) 3 loai dir liéu ki€m thir:
binh thudng/bién/sai; (5) 4 phuong phap chuyén déi: truc ti€p/song song/giai doan/thi diém
— chon theo murc rui ro; (6) reliability + robustness; (7) full/incremental/differential backup va
RPO/RTO.

1.9 Development methodologies: Waterfall and Agile

The Waterfall model follows the SDLC stages strictly in sequence — each stage is completed and
signed off before the next begins, producing thorough documentation and a predictable schedule,
but making it costly to accommodate requirement changes discovered late (going back to an earlier
"finished” stage is disruptive and expensive).
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Agile methodologies instead deliver working software in short, repeated cycles called sprints
(typically 1-4 weeks), each producing a small but usable increment of the system. After every
sprint the team reviews progress with stakeholders and adapts the next sprint’s priorities —
welcoming changing requirements even late in development, rather than resisting them. A
daily short "stand-up” meeting keeps the team synchronised.

‘ Plan sprint —>[ Build ’—»[ Test Reviwstakeholders

next sprint

One Agile sprint cycle: a short, repeating loop of planning, building, testing, and stakeholder review.

Aspect Waterfall Agile
Requirements Fixed early, changes costly Expected to evolve; revisited
later each sprint
Delivery One large release at the end  Frequent small, working in-
crements
Documentation Extensive, formal, upfront Lighter-weight, evolves

alongside code
Best suited to Well-understood, stable re- Projects with uncertain or
quirements (e.g. safety- fast-changing requirements
critical/regulated systems)

Vi du mau - Worked example

A start-up is building a mobile app for a brand-new market where user needs are not yet well
understood and are expected to change based on early feedback. Which methodology is more
appropriate, and why?

Agile is more appropriate: since user needs are uncertain and likely to change, the team ben-
efits from releasing small increments quickly, gathering real user feedback each sprint, and
adjusting direction — a Waterfall approach would lock in a detailed requirements specification
upfront that is very likely to be wrong or outdated before the single, large final release, wasting
significant development effort correcting course only at the very end.

GIAI THICH TIENG VIET
me\laterfall (mé hinh thac nwdc): cac giai doan SDLC thuc hién tuan tu, giai doan trudc xong
ma&i sang giai doan sau — tai liéu day du, tién dé dé du doan, nhung khé thay déi yéu cau mudn.
Agile: giao sdn pham theo tirng sprint ngan (1-4 tuan), lién tuc nhan phan héi va diéu chinh —
phu hop khi yéu cau chua rd rang hoic thay déi nhanh.

1.10 Outsourcing, insourcing and total cost of ownership

Insourcing develops/maintains a system using an organisation’s own staff and infrastructure; out-
sourcing contracts an external company to do this instead.
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Outsourcing advantages: access to specialist expertise the organisation lacks in-house; po-
tentially lower cost (economies of scale, cheaper labour markets); the organisation can focus
on its core business. Outsourcing disadvantages: less direct control over quality/timeline;
ongoing dependency on the external supplier; potential communication/time-zone barriers;
data-security and confidentiality risks in sharing sensitive systems/data externally. Total cost
of ownership (TCO) sums all costs of a system over its useful lifetime, not just the initial pur-
chase/build price: it includes purchase/development cost, licensing, training, ongoing main-
tenance/support, upgrades, and eventual decommissioning. Comparing options by purchase
price alone can be misleading if their ongoing costs differ substantially.

Vi du miu - Worked example

System A costs $40,000 upfront with $6,000/year maintenance. System B costs $25,000
upfront with $14,000/year maintenance. Over a 5-year lifetime, which has the lower total
cost of ownership?

System A: 40,000 + (6,000 x 5) = 40,000 + 30,000 = 70,000. System B: 25,000 + (14,000 x 5) =
25,000+70,000 = 95,000. Despite System B’s lower purchase price, System A has the lower total
cost of ownership over 5 years ($70,000 vs $95,000) — a decision based on upfront price alone
would have chosen the more expensive option in the long run.

. GIAI THICH TIENG VIET

Outsourcing: thué cong ty bén ngoai phat trién/bao tri hé théng (ti€p can chuyén mén, cé thé
ré hon, nhung it kiém soat truc ti€p va cé rii ro bdo mat dir liéu). Insourcing: tuw [dm bang
nhan luc ndi bd. Téng chi phi s& hiru (TCO): cong TAT CA chi phi trong sudt vong doi hé théng
(mua/xay dung + cap phép + dao tao + bao tri + nang cap), khéng chi gia mua ban dau — so
sanh chi dua vao gia ban dau c6 thé dan dén quyét dinh sai.

1.11 Legislation: data protection and computer misuse

Most jurisdictions regulate how organisations may collect, store, and use personal data, and crimi-
nalise unauthorised access to computer systems.

Data protection principles (common to most data-protection laws): personal data must be col-
lected for a specified, legitimate purpose; kept accurate and up to date; kept no longer than
necessary; kept secure against unauthorised access or loss; and processed only with an appro-
priate legal basis (e.g. consent). Computer misuse offences typically criminalise: unauthorised
access to a computer system (even without causing damage); unauthorised access with intent
to commit a further crime; and unauthorised modification of data/programs (e.g. deploying
malware).

Vi du mau - Worked example

An employee at a company, out of curiosity, uses their valid login credentials to browse a
colleague’s private HR file, which they have no work-related reason to access. Have they
broken computer misuse law, even though they used a legitimate password?

Yes — unauthorised access is defined by whether the person was authorised to access that
specific data for that purpose, not merely whether they possessed valid login credentials for
the system in general. Using a legitimate account to view data outside the scope of one’s job
role is still unauthorised access, and most computer misuse laws would treat this as an offence
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regardless of whether any further harm was caused.

GIAI THICH TIENG VIET
uat bao vé dir liéu: dir liéu ca nhan phai dugc thu thap ding muc dich, chinh xac, khéng luu
qua lau, bao mét, va cé co s& phap ly (nhu su déng thuan). Luit chéng lam dung may tinh:
cam truy cap trai phép vao hé théng (ké ca khi dung mat khau hop |&é nhung sai muc dich), truy
cap trai phép nham pham tdi khac, va stra déi trai phép dir liéu/chwong trinh (nhw phat tan ma
doc).

1.12 Health and safety in IT use

Prolonged computer use carries physical and psychological risks that organisations have a duty to
manage through good ergonomic design and workplace policy.

Repetitive strain injury (RSI) — pain/damage to muscles, tendons, and nerves from repeated
movements (e.g. constant typing/mouse use), mitigated by ergonomic keyboards/mice, wrist
rests, and regular breaks. Eye strain — discomfort from prolonged screen focus and reduced
blinking, mitigated by the "20-20-20" habit (every 20 minutes, look at something 20 feet away
for 20 seconds), appropriate screen brightness, and anti-glare measures. Poor posture/back
pain — from incorrectly adjusted chairs/desks/monitor height, mitigated by adjustable, er-
gonomically designed furniture and monitor placement at eye level.

- GIAI THICH TIENG VIET
Hoi chirng cang co lap lai (RSI): dau/tén thuong co, gan, day than kinh do chuyén dong l3p lai
(g6 phim, dung chuét lién tuc) — giam thiéu bang ban phim/chuét cdng thai hoc, nghi giai lao
déu dan. Méi mat: do nhin man hinh lién tuc — ap dung quy tic “20-20-20" (mai 20 phut, nhin
xa 20 feet trong 20 gidy). Pau lung/tu thé xau: do ghé/ban/man hinh khéng diéu chinh ding
— dung ndi that cdng thai hoc c6 thé diéu chinh.

1.13 IT project risk management

Every IT project carries risk — the chance that some event will negatively affect cost, schedule, or
quality. Risk management is the disciplined process of identifying risks in advance, estimating how
serious each is, and planning a response, rather than reacting only after something goes wrong.

Arisk is typically scored by combining its estimated likelihood (how probable is it?) and impact
(how severe would the consequences be?). Common risk responses: avoid (change the plan
to eliminate the risk entirely); mitigate (take action to reduce likelihood or impact, e.g. extra
testing, redundant hardware); transfer (shift the consequence elsewhere, e.g. insurance, out-
sourcing a risky component to a specialist); accept (consciously decide the risk is low enough
to tolerate without special action, usually reserved for low-likelihood, low-impact risks).
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High Severe Severe

Medium

High Severe

Impact —

Low risk Medium High

Likelihood —

A simple risk matrix: overall risk severity rises with both likelihood and impact.
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Vi du mau - Worked example

A project team identifies a risk: "the third-party payment gateway APl might change its spec-
ification before launch, breaking our integration.” Suggest one action for each of the four risk
responses (avoid, mitigate, transfer, accept) that could apply to this specific risk.

Avoid: choose a different, more stable payment provider with a long history of not making
breaking changes, removing the specific risk entirely. Mitigate: build the integration using an
abstraction layer that isolates payment-gateway-specific code, so a future APl change only
requires updating one small module rather than the whole system. Transfer: choose a pay-
ment provider whose contract guarantees compensation/support if their APl change causes
the client’s system to fail. Accept: if the provider has an excellent track record of API stability
and the cost of any of the above actions outweighs the (low) likelihood of a breaking change,
the team may simply monitor the provider's changelog and accept the residual risk.

GIAI THICH TIENG VIET

uan ly rdi ro dw an IT: xac dinh rai ro trudc, wdc lvgng theo kha nang xay ra va mirc dé anh
huéng, roi 1ap ké hoach (rng phd. Bon chién luwoc (ing pho: tranh (loai bé hoan toan nguyén
nhan rui ro), giam thi€u (hanh dong dé giam kha niang/anh hudng), chuyén giao (chuyén hau
qua sang bén khéc, vi du bao hiém, thué ngoai), chap nhan (rti ro du thap dé khong can hanh
dong dac biét).

1.14 Systems analysis diagrams: data flow and use case

Analysts use standardised diagrams to communicate requirements precisely between stakeholders,
analysts, and developers, reducing the ambiguity of plain prose descriptions.

A data flow diagram (DFD) models how data moves through a system: external entities (peo-
ple/systems outside the system boundary that supply or receive data), processes (transform
incoming data into outgoing data), data stores (where data is held, e.g. a file or database ta-
ble), and data flows (arrows showing the direction data moves). A use case diagram instead
models who (an actor) can do what (a use case) with a system, useful for capturing functional
requirements from a user’s perspective early in analysis.
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order details new order

Customer D1: Orders

A simple level-1 data flow diagram fragment: an external entity supplies data to a process, which writes to a data store.

Vi du mau - Worked example

A library wants a system where a "Member” can search the catalogue and borrow books, while
a "Librarian” can additionally add new books and manage fines. Sketch (in words) the use cases
and actors involved.

Two actors: Member and Librarian. Use cases connected to Member: "Search Catalogue,’
"Borrow Book.” Use cases connected to Librarian: "Add New Book,” "Manage Fines,” and
(since a librarian can do everything a member can, plus more) potentially also "Search Cata-
logue” and "Borrow Book” on behalf of a member. This diagram communicates, at a glance,
exactly which functionality each type of user requires — valuable for scoping the system’s
requirements before any design work begins.

- GIAI THICH TIENG VIET
So d6 luéng dir liéu (DFD): mé hinh hoda dir liéu di chuyén qua hé théng — thuc thé ngoai
(external entity), ti€n trinh (process, bién déi dir liéu), kho dir liéu (data store), va ludbng dir liéu
(mai tén). So do use case: md hinh hoa Al (actor) cé thé lam Gl (use case) véi hé thdng — hiru
ich dé nam bat yéu cau chirc ning tir goc nhin ngudi dung ngay tir giai doan phan tich.

1.15 Prototyping

Prototyping builds an early, partial, working model of a system to clarify requirements and gather
feedback before committing to full-scale development.

Throwaway prototyping builds a rough, disposable model (e.g. clickable screen mockups)
purely to clarify requirements and gather feedback — the prototype itself is then discarded,
and the real system is built separately from scratch, informed by what was learned. Evolution-
ary prototyping instead starts with a basic working version and progressively refines/extends
the same codebase over time until it becomes the final, complete system — closely related in
spirit to Agile’s iterative delivery. The main advantage of prototyping in general is catching
misunderstood or missing requirements early, when they are cheap to fix, rather than after full
development is already complete.

Vi du m3u - Worked example

A client struggles to describe exactly how they want a new booking system’s calendar screen
to look and behave. Explain how throwaway prototyping could help before committing to full
development.

A developer could quickly build a rough, non-functional (or minimally functional) mockup of
the calendar screen — perhaps just clickable images showing different possible layouts — and
show it to the client for feedback within days rather than weeks. The client, seeing something
concrete rather than a written description, can much more easily say "actually I'd prefer the
week view by default” or "I need a way to filter by staff member here” — catching such re-
quirements before the real, fully-functional system is built, avoiding a costly rebuild later. The
mockup itself is then discarded once requirements are clarified.
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. GIAI THICH TIENG VIET

Lam ban mau (prototyping): xay duwng md hinh so khai, hoat dong mot phan dé 1am rd yéu cau
va thu thap phan hoi truéc khi phat trién day dd. Ban mau dung mét [an (throwaway): xay roi
bd, chi dé Iam ré yéu cau. Ban miu tién hoa (evolutionary): phat trién dan trén CUNG mét
ban mAau cho dén khi tré thanh hé théng hoan chinh — gan giéng tinh than Agile. Loi ich chinh:
phat hién yéu cau con thiéu/hiéu sai SOM, khi chi phi stra con thap.

1.16 Version control and configuration management

As software projects grow and involve multiple developers, tracking exactly what changed, when,
and by whom becomes essential to avoid chaos.

A version control system (VCS) records a history of changes to a project’s files over time, allow-
ing developers to review past versions, understand who changed what and why (via commit
messages), and safely revert an unwanted change. A repository stores this full history; a com-
mit is a saved snapshot of changes at a point in time. Branching lets a developer work on a
new feature or fix in an isolated copy of the project without affecting the main, stable ver-
sion; merging later combines that branch’s changes back into the main line once complete and
tested. When two developers have changed the same part of a file differently, a merge conflict
occurs, requiring a human decision about which change (or what combination) should be kept.

Vi du mau - Worked example

Two developers, working on separate branches, both independently modify the same line of a
shared configuration file in different ways. Explain what happens when they try to merge both
branches back into the main project, and why this cannot always be resolved automatically.

When both branches are merged, the version control system detects that the very same line
was changed differently in each branch — a merge conflict. The system cannot automatically
decide which developer’s change is "correct” (both are valid, deliberate edits, just incompatible
with each other), so it flags the conflict and requires a human developer to manually review
both versions and decide how to resolve it: keep one change, keep the other, or manually
combine them into a new version that satisfies both intentions. This human judgment is nec-
essary precisely because the conflict reflects a genuine difference in intended behaviour, not
a technical error the software could resolve algorithmically.

. GIAI THICH TIENG VIET

Hé théng quan ly phién ban (VCS): ghi lai lich str thay d6i tép du an theo thoi gian — repository
(kho luu trir) chira toan bd lich str, commit [& mét ban luu tai mot thoi diém. Nhanh (branch):
lam viéc trén ban sao riéng biét ma khéng anh huéng ban chinh; gdp (merge): két hop thay
ddi tir nhanh vao ban chinh. Xung dét gop (merge conflict): xay ra khi hai nguoi sira CUNG
mot chd khac nhau — can con ngudi quyét dinh cach giai quyét.

1.17 Practice

Bai tap luyén tap

Explain one advantage of using a version control system over simply emailing zipped copies of
a project’s source code back and forth between developers.
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Loi giai chi tiét

A version control system maintains one authoritative, continuously-updated history of every
change with clear attribution (who changed what, when, and typically why via a commit mes-
sage), and provides built-in tools for safely combining (merging) different developers’ simul-
taneous changes and identifying/resolving genuine conflicts between them. Emailing zipped
copies back and forth provides no such structured history, makes it very easy to accidentally
overwrite a colleague’s recent changes, and gives no reliable way to see exactly what changed
between two versions or to revert cleanly to an earlier one.

Bai tap luyén tap

Explain why "branching” before starting work on a risky new feature is good practice, even if
the feature is ultimately abandoned.

Loi giai chi tiét

Working on a separate branch isolates all experimental changes from the main, stable version
of the project — if the risky feature is abandoned, the branch can simply be discarded without
ever having affected the main line at all, and the stable version remains completely unaffected
throughout the experiment. Without branching, risky, unfinished changes made directly to

the main project could break it for every other developer relying on that main version, even if
the experiment is later abandoned.

Bai tap luyén tap

A company’s economic feasibility study estimates a new CRM system will cost $80,000 to
build and save $25,000 per year thereafter. A rival system costs $50,000 to build but only
saves $12,000 per year. Calculate the payback period for each and state which is preferable
if the system will only be used for 3 years total.

Loi giai chi tiet

System 1 payback =

80,000 50,000
25:000 = 3.2 years. System 2 payback = 12:000

year total lifetime, neither system fully pays for itself — but System 1 recovers more of its cost
within 3 years (25,000 x 3 = 75,000 recovered out of 80,000, a shortfall of only 5,000) compared
with System 2 (12,000 x 3 = 36,000 recovered out of 50,000, a shortfall of 14,000) — System 1
is the less financially unfavourable option for this specific 3-year timeframe, illustrating why
payback period alone should always be considered alongside the system’s actual expected
lifetime.

~ 4.17 years. Over a 3-

Bai tap luyén tap

Distinguish between "verification” (Unit 8's usage, checking a model was built to specifica-
tion) and "validation” as used in a general software testing context, applied to a temperature-
conversion function.

Loi giai chi tiét

Verification would check that the temperature-conversion function was implemented exactly
as its design specification stated (e.g. if the spec required the formula F = C x 9/5 + 32,
verification confirms the code actually implements this precise formula, matching the design
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regardless of whether the design itself is the most useful one). Validation would instead check
whether the function’s real-world outputs are actually correct/useful (e.g. testing that con-
verting 0°C genuinely returns 32°F, and more broadly whether the tool meets the actual needs
of whoever will use it) — a function could pass verification (correctly implementing a flawed
specification) while still failing validation if the specification itself was wrong.

Bai tap luyén tap

A school’s SDLC feasibility study for a new library system reports: "the school can afford the
software licence and the librarians can be trained within the existing timetable.” This is primar-

ily assessing:
(A) Technical feasibility (C) Legal feasibility
(B) Economic and schedule feasibility (D) Operational testing

Loi giai chi tiét

Affordability is economic feasibility; fitting training into the existing timetable is schedule fea-
sibility. Neither statement concerns whether the technology can physically be built (technical)
or whether it is legally permitted. (B).

Bai tap luyén tap

A small clinic switches from paper records to a new digital system overnight, deleting the pa-
per files immediately to save storage space. One week later, a software bug corrupts several

patient files with no backup available. Identify the changeover mistake and propose a better
method.

Loi giai chi tiét

The clinic used direct changeover and additionally destroyed the fallback (paper records) pre-
maturely — both increase risk. A better strategy is parallel running (keep the paper system live
alongside the digital one for several weeks) combined with regular backups before phasing out
paper records, so recovery is possible if the new system fails.

~ ~

Bai tap luyén tap

Which test data category is essential to include when testing an input field that only accepts
ages from O to 120?

(A) Only normal values (e.g. 30) (C) Normal, boundary (0, 120, —1, 121) and
erroneous data

(B) Only erroneous values (e.g. "abc”) (D) Only values supplied by the client

Lai giai chi tiét

Thorough testing requires normal data (typical valid input), boundary data (values at and just
outside the limits), and erroneous data (invalid type, e.g. text) to confirm the system rejects it
gracefully. (C).
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Bai tap luyén tap

Distinguish between unit testing and integration testing, giving an example of each for an
online shopping system.

Loi giai chi tiet

Unit testing checks one isolated module, e.g. testing only the function that calculates sales
tax on a single item. Integration testing checks that multiple modules work correctly together,
e.g. verifying that the shopping-cart module correctly passes the final total to the payment
module and that the payment confirmation correctly updates the inventory module.

Bai tap luyén tap

A company wants to know exactly how staff currently process paper invoices, including steps
staff might not think to mention. Which requirements-gathering method is most appropriate,
and what is its main drawback?

(A) Questionnaire; low response detail (C) Document review only; may be outdated

(B) Direct observation; people may alter be- (D) Interview only; time-consuming for large
haviour when watched teams

Loi giai chi tiét

Direct observation reveals the real, complete process (including undocumented workarounds
staff may forget to mention in an interview), but its main drawback is the Hawthorne effect
— people may work more carefully or differently simply because they know they are being
watched. (B).

Bai tap luyén tap

Explain, using an example, the difference between black-box and white-box testing.

Loi giai chi tiét

Black-box testing treats the program as a sealed unit: the tester enters inputs and checks that
the outputs match expectations, without examining the code (e.g. entering an age of 150 and
checking that an error message appears). White-box testing requires access to the source
code, designing test cases so that every branch/path of the logic is executed at least once
(e.g. writing a specific input to force the else branch of an if statement to run, to confirm it
behaves correctly).

Bai tap luyén tap

Which changeover method contains risk to a small area of an organisation before a wider
rollout?

(A) Direct (C) Phased
(B) Parallel (D) Pilot
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Loi giai chi tiét

Pilot changeover trials the new system at one site, branch, or department first, limiting the
impact of any problems before a full rollout. (D).

Bai tap luyén tap

A retail chain rolls out a new point-of-sale system to one store at a time over six months,
learning from each store before moving to the next. Name this changeover method and give
one advantage over a fully direct changeover across all stores simultaneously.

Loi gidi chi tiét
This is phased changeover (rolled out module-by-module/store-by-store). One advantage
over a full direct changeover: problems discovered in early stores can be fixed before affecting

the remaining stores, so the overall risk of a chain-wide failure is much lower, even though the
total rollout takes longer.

Bai tap luyén tap

Explain the difference between technical documentation and user documentation, with one
example of each.

Loi giai chi tiét
Technical documentation is written for developers/maintainers and includes system design
diagrams, data dictionaries, and commented source code (e.g. an entity-relationship diagram

of the database). User documentation is written for end users and includes manuals, quick-
start guides, and FAQs (e.g. a one-page guide showing how to reset a forgotten password).

Bai tap luyén tap

On a project Gantt chart, "Testing” cannot start until "Development” finishes, and any delay in
either task delays the whole project. What term describes the sequence Analysis — Design
— Development — Testing — Deployment if every task depends directly on the one before
it?

(A) Slack path (C) Parallel path

(B) Critical path (D) Iteration path

Loi giai chi tiét

A sequence of tasks where every task depends on the previous one, and any delay pushes
back the whole project finish date, is by definition the critical path. (B).

Bai tap luyén tap

A project has two independent task chains: Chain A takes 8 weeks; Chain B takes 5 weeks;
both must finish before the final "Deploy” task can start. What is Chain B’s slack (float), and
which chain is on the critical path?
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Loi giai chi tiét

The project cannot deploy until both chains finish, so the overall timeline is set by the longer
chain, Chain A (8 weeks) — this is the critical path. Chain B finishes in 5 weeks but does
not need to, since Deploy waits for Chain A anyway; Chain B therefore has 3 weeks of slack
(8 — 5 = 3) — it could be delayed by up to 3 weeks without affecting the overall project finish
date.

Bai tap luyén tap

A food-delivery app’s interface lets an experienced user reorder a previous meal with one tap,
while a first-time user is guided step-by-step through menu browsing. Which two HCl usability
principles are being addressed for the two respective user types?

(A) Learnability (new user) and efficiency (ex- (C) Efficiency (new user) and learnability (ex-
perienced user) perienced user)

(B) Memorability (new user) and error pre-
vention (experienced user) (D) Satisfaction only, for both

Loi giai chi tiet

Step-by-step guidance for a first-time user targets learnability (getting a new user productive
quickly); a one-tap shortcut for a returning user targets efficiency (letting an experienced user
complete a task as fast as possible). (A).

Bai tap luyén tap

Explain why "user-centred design” typically produces a more usable interface than a design
created entirely by engineers without user input.

Loi giai chi tiét

User-centred design involves real target users throughout the process — in needs analysis (un-
derstanding what users actually need, not what developers assume), in prototyping (getting
early feedback before major investment), and in usability testing (catching confusing or inef-
ficient design choices before release). An engineer-only design risks embedding assumptions
about how users think that do not match how real users actually behave, leading to a techni-
cally correct but frustrating or inefficient interface that only surfaces problems after release,
when they are far more expensive to fix.

Bai tap luyén tap

A weather-monitoring station is advertised as "reliable.” A user later complains that when
a sensor cable is accidentally unplugged, the whole system crashes and must be manually
restarted. Which quality is actually missing, and how does it differ from reliability?

(A) Robustness; the system fails to handle an  (C) Efficiency; the system is too slow
unexpected condition gracefully

(B) Reliability; the system fails to handle an (D) Portability; the system cannot run on
unexpected condition gracefully other hardware
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Loi giai chi tiét

Robustness is missing: the system cannot cope gracefully with an unexpected condition (a
disconnected sensor) and crashes instead of, e.g., logging an error and continuing with the
remaining sensors. Reliability concerns consistent correct behaviour under normal, expected
operating conditions — a different property from handling abnormal conditions gracefully. (A).

Bai tap luyén tap

A company performs a full backup every Sunday at midnight and an incremental backup every
other night at midnight. The server fails on Thursday at 6 a.m. List, in order, which backups
must be restored, and estimate the maximum possible data loss.

Loi giai chi tiét

Restoration order: the Sunday full backup first, then every incremental backup in chronolog-
ical order (Monday, Tuesday, Wednesday nights) up to the most recent one before the failure.
Since the last backup ran at midnight Wednesday/Thursday and the failure occurred at 6 a.m.

Thursday, the maximum possible data loss is the transactions made between midnight and 6
a.m. Thursday — approximately 6 hours of data.

Bai tap luyén tap

Explain one advantage and one disadvantage of incremental backups compared with differ-
ential backups.

Lai giai chi tiét

Advantage of incremental: each individual backup is faster to create and smaller, since it only
stores changes since the very last backup (of any type). Disadvantage of incremental: restoring
is slower and more complex, because you must apply the last full backup and every incremental
backup since, in the correct order — if any one incremental in the chain is corrupted or missing,
the restore fails. (A differential backup instead grows larger each day but only ever needs the
last full backup plus the single most recent differential to restore.)

Bai tap luyén tap

A hospital’s disaster recovery plan states an RPO of 15 minutes and an RTO of 1 hour. Explain
what each of these figures commits the hospital to.

Loi giai chi tiet

An RPO (Recovery Point Objective) of 15 minutes means the hospital can tolerate losing at
most 15 minutes’ worth of data if a failure occurs — implying backups/replication must run at
least every 15 minutes. An RTO (Recovery Time Objective) of 1 hour means that, however
the failure happens, IT services must be fully restored and operational again within 1 hour of
the incident — this drives investment in fast failover systems, spare hardware, or cloud backup
infrastructure.
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Bai tap luyén tap

A ride-sharing app’s pricing algorithm is later found to charge systematically higher fares in
low-income neighbourhoods, because its training data came mostly from wealthier areas.
Which issue does this illustrate, and suggest one way the SDLC could have caught it earlier.

Loi giai chi tiet

This illustrates algorithmic bias caused by unrepresentative training data. Testing could have
caught it earlier by evaluating the algorithm’s output separately across different neighbour-
hood/income groups during the testing stage, rather than checking only an overall average
fare accuracy — a group-level accuracy check would have exposed the systematic disparity
before deployment.

Bai tap luyén tap

A rural community has slow, expensive internet access compared with a nearby city. Students
in the rural community struggle to complete online coursework as a result. Which social issue
does this best illustrate?

(A) Digital divide (C) Algorithmic bias

(B) Intellectual property infringement (D) Robustness failure

Loi giai chi tiet

Unequal access to technology/connectivity based on geography is the definition of the digital
divide. (A).

Bai tap luyén tap

A large data centre operator advertises "carbon neutral by 2030.” List two concrete environ-
mental costs of data centre operation that such a pledge would need to address.

Lai giai chi tiét

Two concrete costs: (1) energy consumption — servers and, critically, cooling systems draw
enormous amounts of electricity continuously, and unless that electricity comes from renew-
able sources it produces significant carbon emissions; (2) hardware manufacturing and e-
waste — servers and storage devices are replaced every few years, consuming raw materials
(rare metals) to manufacture and generating electronic waste that is difficult to recycle safely.
(Water consumption for cooling is also an acceptable answer.)

Bai tap luyén tap

A company distributes free software but embeds code that secretly copies user files to a re-
mote server without consent. Identify two distinct ethical/legal issues raised by this scenario.

Lai giai chi tiét

Two distinct issues: (1) privacy — personal files are being collected without the user’s knowl-
edge or consent, beyond any stated purpose of the software; (2) security — the unauthorised
transfer of files represents a security breach (data exfiltration), and depending on jurisdiction
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may also breach data protection law, a separate legal-feasibility concern.

Bai tap luyén tap

Explain why "evaluation,” as the final SDLC stage, should be measured against the original
requirements specification rather than against the developers’ own opinion of the finished
system.

Loi giai chi tiét

The purpose of evaluation is to judge whether the system actually solves the problem it was
commissioned to solve. If developers judge success only by their own standards, they may
(consciously or not) evaluate the system against what they built rather than what was needed —
a system can be well engineered yet still fail to meet the client’s real requirements (e.g. missing
a feature a stakeholder considered essential). Comparing against the original requirements
specification, ideally with structured stakeholder feedback, keeps the evaluation objective and
client-focused.

Bai tap luyén tap

A university deploys a new online enrolment system directly (no parallel running) the week
before term starts, without informing academic advisors of the change. On day one thousands
of students cannot enrol due to an unanticipated server load, and there is no fallback. List two
separate SDLC failures illustrated here.

Lai giai chi tiét

Two separate failures: (1) an inappropriate changeover method — direct changeover for a
high-stakes, high-traffic system with no fallback was excessively risky; parallel running or a
phased/pilot rollout (e.g. one faculty first) would have contained the damage. (2) Inadequate
testing, specifically missing system/load testing — the server load at real scale (thousands
of simultaneous students) was evidently never tested before go-live, a stress condition that
should have been part of the test plan alongside normal/boundary/erroneous data testing.

Bai tap luyén tap

Differentiate between validation and the general SDLC testing process using an example of a
student-ID input field limited to exactly 8 digits.

Loi giai chi tiét

Validation is an automatic check built into the software itself, applied to every piece of data
entered — e.g. arule that rejects any student ID that is not exactly 8 digits long, catching format
errors as data is typed. Broader testing is the wider development-stage process of confirming
the whole system works as intended, of which checking that this validation rule itself works
correctly (using boundary/erroneous test data such as a 7-digit or 9-digit ID) is just one small
part. In short: validation runs automatically within the live system; testing is the development
activity used to confirm validation (and everything else) is correctly implemented.

Thay Twdng 0332747 169 - Cb6 Nancy 0983422 692 IB Diploma Programme Computer Science - Trang 29



8020 Chuyén luyén thi IELTS/SAT — AP /IB/ A-levels

ENGLISH

Bai tap luyén tap

A company’s economic feasibility study shows the new system will cost $120,000 to build and
save $30,000 per year in reduced labour costs. After how many full years does the system pay
for itself (ignoring any figures beyond simple payback)?

Loi giai chi tiét
Cost ~ 120000

Annual saving 30000
years of operation, after which the annual $30,000 saving becomes net benefit.

Payback period = = 4 years. The system pays for itself after 4 full

Bai tap luyén tap

Explain why "legal feasibility” might make an otherwise technically and economically attractive
system unfeasible, using data protection law as an example.

Loi giai chi tiet

A system might be entirely achievable with current technology (technically feasible) and prof-
itable to run (economically feasible), yet still be unfeasible if it would require collecting, stor-
ing, or transferring personal data in ways that violate data protection law (e.g. storing citizens’
health data on servers outside a jurisdiction that legally requires such data to remain within na-
tional borders). In that case, the organisation cannot lawfully deploy the system as designed
regardless of its technical or financial merits, so the design must be revised (or the project
abandoned) purely on legal grounds.

Bai tap luyén tap

A new inventory system is planned with a critical path of 20 weeks (Analysis — Design —
Development — Testing — Deployment, each depending on the last). Development is delayed
by 3 weeks due to a staffing shortage. What is the effect on the overall project, and why?

Loi gidi chi tiét

Because Development lies on the critical path (every subsequent task directly depends on
it finishing), a 3-week delay in Development pushes back Testing, then Deployment, by the
same 3 weeks — the whole project finish date slips from 20 weeks to 23 weeks, with no slack

available to absorb the delay. (Had the delay instead occurred in a task with slack/float not on
the critical path, the overall finish date could have been unaffected.)

Bai tap luyén tap

A government agency is building a system to calculate legally mandated tax payments, where
requirements are fixed by law and unlikely to change during development, and full audit doc-
umentation is legally required at every stage. Which methodology, Waterfall or Agile, is more
appropriate, and why?

Loi giai chi tiét

Waterfall is more appropriate here: the requirements are fixed and well understood (set by
law), so there is little benefit from Agile’s iterative re-planning, while Waterfall's emphasis on
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thorough, sequential documentation at every stage directly supports the legal requirement for
a complete audit trail. Agile's strength — adapting quickly to changing/uncertain requirements
— is not needed when the requirements are stable and externally fixed.

Bai tap luyén tap

Explain one risk of outsourcing the development of a hospital’s confidential patient-record
system to an external company, beyond simple cost.

Lai giai chi tiét

One significant risk is data confidentiality and security: sharing sensitive patient data (or sys-
tem access) with an external company widens the number of people/organisations who could
potentially mishandle or leak it, and the hospital has less direct day-to-day control over the ex-
ternal company’s security practices, staff vetting, and internal safeguards than it would over its
own staff — a serious concern given the sensitivity of medical records and the legal obligations
(data protection law) attached to them.

Bai tap luyén tap

Explain the difference between a data store and a data flow in a data flow diagram (DFD),
giving an example of each for an online food-ordering system.

Loi giai chi tiét

A data flow is the movement of data between components — represented by an arrow — such
as a customer’s order details travelling from the "Customer” external entity to the "Process Or-
der” process. A data store is a place where data is held/persisted, such as an "Orders” database
table that the "Process Order” process writes the confirmed order into for later retrieval — a
data store does not move data anywhere itself, it simply holds it until some process reads from
or writes to it.

Bai tap luyén tap

A ride-sharing app has two actors: "Rider” (can request a ride, rate a driver) and "Driver” (can
accept a ride, mark a trip complete). Sketch, in words, the use cases connected to each actor
in a use case diagram.

Lai giai chi tiét

Rider actor connects to use cases: "Request Ride” and "Rate Driver.” Driver actor connects
to use cases: "Accept Ride” and "Mark Trip Complete.” Each actor is linked only to the use
cases relevant to their own role, giving stakeholders an immediate, unambiguous visual sum-
mary of exactly what functionality each type of user needs the system to support — useful
for confirming with the client that no required functionality has been missed before design
begins.

Bai tap luyén tap

Explain one advantage of evolutionary prototyping over throwaway prototyping, and one sit-
uation where throwaway prototyping would be preferred instead.
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Loi giai chi tiét

Advantage of evolutionary prototyping: since the same codebase is refined into the final prod-
uct, no development effort building the prototype is wasted — every improvement made while
gathering feedback directly contributes to the finished system, unlike a throwaway proto-
type which is discarded entirely once it has served its feedback-gathering purpose. Situation
favouring throwaway prototyping instead: when requirements are so unclear or the inter-
face design so uncertain that the team expects to attempt and reject several very different
approaches quickly (e.g. testing three completely different navigation layouts with users) —
building each as quick, disposable, low-effort mockups is far faster than trying to evolve a
single "real” codebase through several complete redesigns.

Bai tap luyén tap

Explain why a client reviewing a rough clickable prototype is more likely to identify a missing
requirement than a client reviewing only a written specification document.

Lai giai chi tiét

A written specification requires the client to mentally imagine how the finished system will ac-
tually look, feel, and behave — many people struggle to notice a missing feature or an awkward
workflow purely from abstract prose, especially non-technical clients unfamiliar with reading
formal specifications. A prototype gives the client something concrete to directly interact
with (even if rough or partially functional), closely mimicking the real experience of using the
finished system — this makes it far easier to notice, in the moment, "wait, how would | actually
do X here?” or "l expected a button here,” surfacing missing or misunderstood requirements
much earlier and more reliably than reading a document alone.

Bai tap luyén tap

Two software licensing options are compared over a 4-year period. Option X: $15,000 upfront,
$2,000/year support. Option Y: $5,000 upfront, $6,000/year support. Calculate the total cost
of ownership for each over 4 years and state which is cheaper overall.

Option X: 15,000 + (2,000 x 4) = 15,000 + 8,000 = 23,000. Option Y: 5,000 + (6,000 x 4) =
5,000+ 24,000 = 29,000. Option X has the lower total cost of ownership ($23,000 vs $29,000)

over 4 years, despite its much higher upfront price — comparing only the upfront cost would
have wrongly favoured Option Y.

Bai tap luyén tap

An employee uses their own valid work login to read a colleague’s personal medical file stored
on the company system, purely out of personal curiosity and with no work justification. Explain
why this is a computer misuse offence despite the employee having a legitimate password.

Loi giai chi tiet

Authorisation under computer misuse law is defined by whether a person is permitted to ac-
cess that specific data for that specific purpose, not merely whether they hold valid credentials
for the system in general. Since the employee had no legitimate work reason to view that
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particular file, their access was unauthorised in substance even though their login itself was
valid — this is a textbook example of exceeding authorised access, which most computer mis-
use legislation explicitly criminalises regardless of whether the data was subsequently misused
further.

Bai tap luyén tap

A call-centre worker develops persistent wrist pain after months of continuous keyboard and
mouse use with no breaks. Name this condition and suggest two concrete workplace changes
to reduce the risk for other staff.

Lai giai chi tiét

This is repetitive strain injury (RSI). Two concrete changes: (1) provide ergonomic equipment
— a wrist rest and an ergonomically shaped keyboard/mouse that reduce awkward joint an-
gles during repetitive movements; (2) enforce regular scheduled breaks (e.g. a short break
every hour) so that muscles and tendons are not subjected to continuous repetitive strain for
extended, uninterrupted periods.

Bai tap luyén tap

Explain why the "20-20-20 rule” is recommended for office workers who spend most of the
day looking at a screen, and identify which health issue it targets.

Loi giai chi tiét

The 20-20-20 rule (every 20 minutes, look at something roughly 20 feet away for at least 20
seconds) targets eye strain. Continuously focusing on a nearby screen keeps the eye’s focusing
muscles tensed and reduces the natural blink rate (leading to dryness); periodically refocusing
on a distant object relaxes those muscles and gives the eyes a brief natural break, reducing the
cumulative strain of a long screen-focused work session.

Bai tap luyén tap

A software company currently uses Waterfall for all projects. A new client project has vague,
likely-to-change requirements because it targets an emerging market the client does not yet
fully understand. Explain one specific risk of using Waterfall for this particular project.

Loi giai chi tiet

Under Waterfall, requirements are gathered and effectively "locked in” during the early anal-
ysis/design stages, with development proceeding sequentially from that fixed specification. If
the client’s understanding of the market (and therefore the real requirements) changes signif-
icantly after this point — which is likely here, given the requirements are described as vague
and evolving — the team risks building an entire, fully-documented system based on an early
specification that no longer matches what is actually needed, requiring a costly restart or ma-
jor rework rather than a small, cheap course-correction, which an Agile approach would have
allowed much earlier.
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Bai tap luyén tap

A hospital IT project identifies a risk with low likelihood but catastrophic impact: a total power
failure during surgery-critical system operation. Which risk response is most appropriate, and
why is "accept” clearly inappropriate here despite the low likelihood?

Loi giai chi tiét

Mitigate (or a combination of mitigate and transfer) is most appropriate: installing an unin-
terruptible power supply (UPS) and backup generators directly reduces the impact of a power
failure even if it does occur. "Accept” is inappropriate here because acceptance is only suit-
able when the combination of likelihood and impact is low enough to tolerate — even though
likelihood is low, the impact (potential loss of life during surgery) is so catastrophic that the
overall risk remains unacceptable, and the cost of mitigation (backup power) is easily justified
against that severity.

Bai tap luyén tap

Explain the difference between "transferring” a risk and "mitigating” a risk, using the example
of a company’s risk that its cloud storage provider might suffer a data breach.

Lai giai chi tiét

Mitigating this risk means the company takes direct action to reduce the likelihood or impact of
the breach itself — e.g. requiring the provider to use strong encryption, or maintaining an inde-
pendent backup so a breach at the provider does not mean permanent data loss. Transferring
this risk means shifting the financial/legal consequence to another party without necessarily
reducing the chance of the breach happening — e.g. purchasing cyber-insurance so that, if a
breach does occur, the financial cost of the resulting damages or fines is covered by the insurer
rather than falling entirely on the company.

Thay Twdng 0332747 169 - Cb6 Nancy 0983422 692 IB Diploma Programme Computer Science - Trang 34



IB DIPLOMA PROGRAMME . Unit 2
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Muc tiéu Unit: Kién tric CPU (thanh ghi, ALU, CU, bus), chu trinh fetch-decode-execute, phan cap bd
nh& & lvu trir thir cap, mach logic & dai s6 Boole, va biéu dién dir liéu (nhi phan, hex, bu hai, ddu phay
dong, ma hoa ky tu/anh/am thanh, nén dir liéu).

2.1 CPU architecture and registers

The Central Processing Unit (CPU) follows the classic von Neumann architecture: a single memory
space stores both instructions and data, fetched one at a time over a shared bus. The CPU contains
the Control Unit (CU), which sequences and coordinates instruction execution, and the Arithmetic
Logic Unit (ALU), which performs arithmetic and logical operations.

Key registers. PC (Program Counter) — holds the address of the next instruction to fetch. MAR
(Memory Address Register) — holds the address currently being accessed in memory. MDR
(Memory Data Register) — holds data/instructions being transferred to or from memory. CIR
(Current Instruction Register) — holds the instruction currently being decoded/executed. ACC
(Accumulator) — stores the results of ALU operations. Buses: the address bus carries memory
addresses (one-directional, CPU — memory); the data bus carries the actual data/instructions
(bidirectional); the control bus carries control signals (e.g. read/write, clock, interrupt signals).

Control Unit
(Cu)

data / address /
ontrol buses

Registers [—— Main Memory
PC, MAR, MDR, CIR, ACC (RAM)

ALU

.-
v ]

Simplified CPU architecture: the CU sequences fetch-decode-execute; the ALU performs arithmetic/logic; registers
hold operands and addresses; buses connect the CPU to memory.

- GIAI THICH TIENG VIET
CPU gbm CU (diéu khién, giai ma lénh) va ALU (tinh toan sé hoc/logic). Cac thanh ghi quan
trong: PC (dia chi Iénh ké ti€p), MAR/MDR (dia chi/d{ liéu dang truy cap bd nha), CIR (Iénh
hién tai), ACC (két qua ALU). Ba loai bus: dia chi (mdt chiéu), dir liéu (hai chiéu), diéu khién (tin
hiéu déng bd, ngat).
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The fetch-decode-execute cycle:

1. Fetch: the address in PC is copied to MAR — the instruction at that memory address is
copied into MDR — then into CIR — PC is incremented (so it already points to the next
instruction).

2. Decode: the CU interprets the opcode held in CIR, identifying the operation and any
operands.

3. Execute: the instruction is carried out — e.g. the ALU computes a result, which may be
written back to a register or to memory.

This cycle repeats continuously while the CPU is powered, driven by the system clock. Clock
speed (measured in GHz) is the number of cycles per second; higher clock speed generally
means faster execution, but is not the only factor — the number of cores, cache size, and
pipelining (overlapping the fetch/decode/execute of successive instructions) also matter.

Vi du mau - Worked example

Place the following steps in the correct order of the fetch-execute cycle: (i) CU decodes the
opcode in CIR; (ii) PC is incremented; (iii) instruction is copied from memory into MDR then
CIR; (iv) instruction is carried out (possibly using the ALU).

Correct order: (iii) fetch the instruction into MDR/CIR — (ii) PC incremented — (i) decode —

fetch stage (not after execute) is essential, since a jump/branch instruction executed later may
need to overwrite PC — if PC were incremented after execute, a branch’s new target address
would be wrongly overwritten.

GIAI THICH TIENG VIET

hu trinh fetch-decode-execute: Fetch (lay Iénh tir bd nhé theo dia chi trong PC, dua vao
CIR, réi tang PC Ién 1 ngay lap tirc); Decode (CU gidi ma Iénh); Execute (thuc thi 1énh, c6 thé
dung ALU). Téc dd xung nhip (clock speed) do bang GHz — nhanh hon thudng nghia la xur ly
nhanh hon, nhung s6 16i (core), bd nhé dém (cache) va ky thuat pipelining (chong 1an cac giai
doan cta nhiéu lénh lién tiép) cling &nh hudng lon.

2.2 Memory hierarchy and storage
Memory is organised in a hierarchy that trades speed against cost per byte and capacity.

Registers

Cache (L1/L2/L3)

RAM (main memory)

Secondary storage (SSD/HDD)

faster, smaller, costlier «+— slower, larger, cheaper

Tertiary/off-line storage (tape, cloud archive)

The memory hierarchy: each level down trades speed for capacity and lower cost per byte.
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RAM (Random Access Memory) is volatile working memory that loses its contents when power
is removed; it holds the currently-running program and its data. ROM (Read-Only Memory)
is non-volatile and stores permanent instructions that survive power loss (e.g. the boot-
strap/BIOS/firmware needed to start the computer). Cache is small, very fast memory built
close to (or on) the CPU, storing recently/frequently used instructions and data so the CPU
need not wait for slower RAM as often.

- GIAI THICH TIENG VIET
Phan cap bd nhé danh déi tée dd voi dung lwong/chi phi: thanh ghi (nhanh nhat, nhé nhat) —
cache — RAM — 6 dia (SSD/HDD) — luu trir ngoai tuyén. RAM 13 bo nhé tam (mat dir liéu
khi tat nguodn); ROM luu trir vinh vién (chuwong trinh khéi déong BIOS/firmware). Cache nhd
nhuwng rat nhanh, luu dir liéu/lénh hay dung gan day.

Secondary storage technologies

HDD (Hard Disk Drive) — magnetic platters spun at high speed, read/written by a moving head;
cheap per gigabyte, but slower and mechanically fragile. SSD (Solid-State Drive) — flash mem-
ory with no moving parts; much faster, more durable, and more power-efficient, but costlier
per gigabyte. Optical (CD/DVD/BIlu-ray) — data etched as pits read by laser; cheap, portable,
but low capacity and slow. Magnetic tape — extremely cheap per gigabyte and durable for
decades, but strictly sequential access (must wind through the tape) — used almost exclu-
sively for tertiary/archival backup, never for active programs.

Vi du miu - Worked example

Explain, with one reason, why cache memory is kept small even though it is much faster than
RAM.

Cache uses fast but expensive SRAM technology (compared with the cheaper DRAM used for
RAM), and manufacturing cost per byte rises sharply with speed. A larger cache would also
take slightly longer to search on every access, eroding some of its speed advantage. So cache
is deliberately kept small (a few megabytes) to stay both fast and affordable, holding only the
most frequently used instructions/data rather than everything.

2.3 Logic gates and Boolean algebra

Digital circuits are built from logic gates, each implementing one elementary Boolean function of
one or two binary inputs.

A A A A
AND OR NOT XOR
B B B B

Truth values

A B AND OR | XOR
0 0 O 0 0 NOT:0=1,1=0
0 1 o0 1 1
1 0 O 1 1
1 1 1 1 0
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Vi du miu - Worked example

Construct the truth table for X = (A AND B) OR (NOT C) and evaluate it for A = 1,B =
0,C =0.
Substitute directly: AAND B=1ANDO=0.NOTC =NOT0=1.S0 X =00R1=1.

A B C|AANDB C X
0 0 0 0 11
0 0 1 0 0 O
0 1 0 0 11
0 1 1 0 0 0
1.0 0 0 11
1 0 1 0 0 0
110 1 11
11 1 1 0 1

De Morgan’s Laws: A AND B = AOR B,and A OR B = A AND B. NAND = NOT(AND); NOR
= NOT(OR); XNOR = NOT(XOR), true exactly when inputs are equal. NAND (and separately
NOR) is functionally complete — any Boolean circuit can be built using only NAND gates,
which is why NAND gates are the physical building block of most real integrated circuits.

GIAI THICH TIENG VIET
Céng logic: AND (ca hai déu 1 thi két qua 1), OR (mét trong hai [a 1 thi két qua 1), NOT (dao
gia tri), XOR (két qua 1 khi hai dau vao khac nhau), XNOR (két qua 1 khi hai dau vao giéng
nhau). Dinh luadt De Morgan cho phép chuyén doi giira AND/OR khi dao dau — rat hay xuat
hién trong dé thi rat gon biéu thirc Boole. NAND la cdng “van ndng” — cé thé dung moi mach
logic chi ttr NAND.

Vi du mau - Worked example

Design a logic circuit (as a Boolean expression) for a security system that unlocks a door (X = 1)
only when a valid keycard is swiped (K = 1) AND either the manager override is active (M = 1)
OR it is during business hours (H = 1).

X = K AND (M OR H). Truth-table check at K=1, M=0,H=1: M ORH = 00OR1 = 1;
X = 1 AND 1 = 1 (door unlocks, correctly, since it is business hours). At K=0, M =1, H=1:
X = 0AND (...) = 0 (no keycard = door stays locked regardless of the other conditions) —
matching the requirement that a valid keycard is always mandatory.

K

A 4

AND —— X

M —

OR |——

H —
Logic circuit for X = K AND (M OR H): the OR gate combines manager override and business hours, then AND with a
valid keycard.
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B The half adder and full adder

A half adder adds two single bits A, B, producing a Sum (= A XOR B)and a Carry (= A AND B).
A full adder extends this to also accept a carry-in C;,, from a previous column, producing Sum
= A® B (;, and Carry-out = (A AND B) OR (C;,, AND (A XOR B)). Chaining full adders
(a ripple-carry adder) lets a CPU’s ALU add multi-bit binary numbers.

GIAI THICH TIENG VIET

6 cong ban phan (half adder): cong 2 bit, cho Sum (XOR) va Carry (AND). B6 cdng toan phan
(full adder): cong thém carry tur cot trude. Ghép nhiéu bd cong toan phan lai tao thanh mach
cong s6 nhi phan nhiéu bit trong ALU.

2.4 Data representation: number systems

Computers store everything as binary (base 2). Hexadecimal (base 16) is a human-friendly shorthand
because each hex digit maps exactly to a 4-bit nibble, and denary (base 10) is our everyday number
system.

Vi du mau - Worked example

Convert binary 11010110 to hexadecimal and denary.

Split into nibbles: 1101 0110 = D 6, so the hex value is D6. Denary: (1 x 27) + (1 x 2%) + (0 x
25) + (1 x2%) 4+ (0 x 2%) + (1 x 22) + (1 x 21) 4+ (0 x 2°) = 128 + 64 + 16 + 4 + 2 = 214. Check
viahex: D6,; =13 x 16 +6 =208+ 6 = 214. v

Vi du mau - Worked example

Convert denary 183 to binary using repeated division by 2.
183 +-2=91r1 91+2=45r1 45+2=22r1 22-+-2=11r0
11+-2=5r1 5+2=2rl1 2+-2=1r0 1+-2=0rl1
Reading remainders bottom-to-top: 10110111. Check: 128 +32+16+4+2+ 1 =183. v

. GIAI THICH TIENG VIET

D&i nhi phan < hex: gom mbi 4 bit thanh 1 chir s6 hex. D6i denary — nhij phan: chia lién tuc
cho 2, ghi lai s6 du;, réi doc s6 du tir dudi [én trén. D6i nhi phan — denary: nhan mai bit véi
luy thira cta 2 twong (ng vi tri réi cong lai.

2.5 Two's complement and binary arithmetic

Computers represent signed (negative) integers using two's complement: to negate a number, invert
every bit then add 1.

Vi du miu - Worked example

Represent —45 in 8-bit two’s complement.

45 = 00101101. Invert all bits: 11010010. Add 1: 11010011. So —45 = 11010011 in 8-bit two’s
complement (the leading 1 signals a negative value; the range for 8 bits is —128 to 127).
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Vi du miu - Worked example

In 8-bit two's complement, what denary value does 11111011 represent?

Leading bit is 1, so the value is negative. Invert: 00000100; add 1: 00000101 = 5. So the
original value is —5.

For n-bit two’s complement, the representable range is —2"~! to 27! — 1. Addition works
identically to unsigned binary addition — the hardware needs no special negative-number logic,
which is precisely why two's complement is the universal standard. Overflow occurs in signed
addition when two numbers of the same sign produce a result of the opposite sign (e.g. adding

two positives and getting a negative) — this signals the true result did not fit in the available
bits.

Vi du miu - Worked example

Add 53 and 79 in 8-bit two's complement and check for overflow. (53 = 00110101,
79 = 01001111.)

00110101 (53)
+ 01001111  (79)

10000100

The 8-bit result 10000100 has a leading 1, so it is interpreted as negative even though both
inputs were positive — this is overflow: the true sum 53 + 79 = 132 exceeds the 8-bit signed
maximum of 127 and cannot be correctly represented.

NGMHHmHﬂmGwﬁ

Bu hai (two’s complement) biéu dién s& am: dao tat ca cac bit réi cong thém 1. Véi n bit, pham
vi la —27~1 dén 271 — 1. Tran s6 (overflow): cong hai s6 cung dau ma két qua lai d6i dau —
nghia 13 két qua that vuot qua pham vi biéu dién cua sé bit hién cé.

2.6 Floating point, character, image and sound representation

Real (non-integer) numbers are commonly stored in floating-point form, conceptually similar to sci-
entific notation: a sign bit, a mantissa (significant digits), and an exponent (position of the binary
point), following standards such as IEEE 754. A larger mantissa gives more precision; a larger expo-

nent field gives a wider range of magnitudes — for a fixed total number of bits, these two trade off
against each other.
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Character encoding: ASCII uses 7 (or 8) bits per character, covering 128-256 symbols (English
letters, digits, basic punctuation). Unicode (e.g. UTF-8/UTF-16) uses a variable number of
bytes per character, covering virtually every writing system in the world, including Vietnamese
diacritics and emoji. Image representation: an image is a grid of pixels; colour depth (bits
per pixel) determines how many distinct colours each pixel can show (e.g. 24-bit colour =
224 ~ 16.7 million colours); resolution (pixels wide x pixels tall) determines detail. File size
(uncompressed) = width x height x bits-per-pixel. Sound representation: analogue sound is
converted to digital by sampling — measuring amplitude at regular intervals (sample rate, in
Hz) and storing each sample with a given bit depth. Higher sample rate and bit depth capture
more fidelity but produce larger files.

Vi du miu - Worked example

An uncompressed image is 800 x 600 pixels with 24-bit colour. Calculate its file size in
megabytes (MB), using 1 MB = 8 x 109 bits.

Total bits = 800 x 600 x 24 = 11,520,000 bits. File size =

11,520,000

Sx 106 — 1.44 MB.

- GIAI THICH TIENG VIET
ASCIl ma hoa ky tu bang 7-8 bit (chi du chir cai Anh co ban); Unicode dung sé byte thay déi,
ma hod duoc moi hé chir viét (k€ ca tiéng Viét cé dau). Kich thudc anh chua nén = réng x
cao x s6 bit/diém anh. Am thanh s6 hoa bing 1ay mau (sampling): tan sé ldy mau va do sau
bit cang cao thi chat lvgng cang tét nhung file cang 16n.

Lossy vs lossless compression

Lossless compression (e.g. ZIP, PNG, FLAC) reduces file size while allowing the exact origi-
nal data to be reconstructed — essential for text, program files, and technical images. Lossy
compression (e.g. JPEG, MP3, most video codecs) achieves much greater size reduction by
permanently discarding data judged least perceptible to humans (e.g. very high/low audio fre-
guencies, subtle colour gradients) — the original cannot be perfectly reconstructed, but the
reduction in size is far larger, which is why it is preferred for photos, music and video where
some quality loss is acceptable.

GIAI THICH TIENG VIET

én khong mat dir liéu (lossless): khoi phuc lai chinh xac dir liéu gbc (dung cho van ban,
chuong trinh). Nén mat dir liéu (lossy): bo b6t dir liéu it quan trong dé gidm kich thuéc nhiéu
hon (dung cho anh/nhac/video — con ngudi khé nhan ra su khac biét).

GIAI THICH TIENG VIET

On tap nhanh Unit 2: (1) Chu trinh fetch-decode-execute va cac thanh ghi PC/MAR/MDR/-
CIR/ACC; (2) phan cap bo nhé: thanh ghi — cache — RAM — luu trir thir cap — luu trir ngoai
tuyén; (3) cong logic AND/OR/NOT/XOR/NAND/NOR va dinh luadt De Morgan; (4) déi nhi
phan-hex-denary thanh thao; (5) bu hai va nhan dién tran sé (overflow); (6) dau phay dong =
dau + dinh tri + s6 m{; (7) nén lossy (Anh/nhac) vs lossless (van ban/chuong trinh).

2.7 CPU performance: pipelining and multicore processing

Real CPUs rarely execute the fetch-decode-execute cycle in strict, one-instruction-at-a-time isola-
tion; several performance techniques overlap or duplicate work to increase throughput.
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Pipelining overlaps the stages of successive instructions: while instruction 2 is being decoded,
instruction 1 can already be executing, and instruction 3 can already be fetched — much like
an assembly line. This increases instruction throughput (instructions completed per second)
without requiring a faster clock, though a pipeline hazard (e.g. a branch instruction whose
outcome is not yet known) can force the pipeline to stall or discard incorrectly-fetched instruc-
tions. Multicore processors instead duplicate entire CPU cores on one chip, allowing genuinely
independent instruction streams (e.g. different processes, or a single program split into parallel
threads) to execute truly simultaneously — but software must be specifically written to exploit
multiple cores; a purely sequential program gains no benefit from extra cores.

Instr. 2 F D E
Instr. 3 F D E

Instr. 4 F D E

A 3-stage pipeline (Fetch, Decode, Execute): once full, one instruction completes execution every clock cycle instead of

Vi du mau - Worked example

A non-pipelined CPU takes 3 clock cycles per instruction (fetch, decode, execute, one per
cycle, with no overlap). A pipelined version overlaps these stages as shown above. Estimate
the number of cycles to complete 6 instructions under each design, once the pipeline is full.
Non-pipelined: 6 instructions x3 cycles each = 18 cycles (no overlap at all). Pipelined: the
pipeline takes 3 cycles to fill (first instruction’s fetch, decode, execute), then one additional
instruction completes every single cycle thereafter: 34+ (6—1) = 8 cycles. Pipelining more than
halves the time here, without any change to the clock speed itself — purely from overlapping
independent stages of different instructions.

every three.

GIAI THICH TIENG VIET

ipelining: chong 1an cac giai doan (fetch/decode/execute) ctia nhiéu Iénh lién ti€p nhu day
chuyén I3p rap — ting thong lugng 1énh ma khéng can tang xung nhip; hazard (nhu 1énh ré
nhanh chua biét két qua) c6 thé [am gian doan pipeline. Da 16i (multicore): nhan ban toan bd
16i CPU dé xtr ly that su song song — nhung phan mém phai dugc viét dé tan dung nhiéu 16i,
chuong trinh tuan tu thuan tuy khong duoc loi gi tir viéc thém 16i.

2.8 Karnaugh maps for Boolean simplification

A Karnaugh map (K-map) is a grid-based tool for simplifying Boolean expressions by visually group-
ing adjacent 1s (minterms) in a truth table, exploiting the fact that adjacent cells differ in only one
variable.

Vi du mau - Worked example

Simplify F'(A, B, C) given the truth table below, using a K-map.

Thay Twdng 0332747 169 - Cb6 Nancy 0983422 692 IB Diploma Programme Computer Science - Trang 42



BENO.}S? Chuyén luyén thi IELTS/SAT — AP /IB/ A-levels

PP RPPRPOOOO |
R RPOORRFRLROO|W
P ORORORO|IQ
PP OORRFRLROO|MN

Reading the table, I’ = 1 exactly when B = 1 (rows where B = 1: rows 3,4,7,8 all have F = 1;
every row with B = 0 has I = 0), regardless of A or C. Grouping these four adjacent 1s
together (all differing freely in A and C but sharing B = 1) simplifies directly to FF = B —
confirmed since C and A both vary across the group while F stays 1, meaning neither variable
is needed in the simplified expression.

K-map grouping rule: valid groups must have a size that is a power of 2 (1, 2, 4,8, ...); the larger
the group, the more variables are eliminated from that term. A variable that takes both values
(0 and 1) within a group is eliminated from that group’s simplified term; a variable that stays
constant across the whole group is kept (in its true or complemented form accordingly).

. GIAI THICH TIENG VIET

Ban d6 Karnaugh (K-map): cong cu dang luéi dé rat gon biéu thirc Boole bang cach nhém cac
0 co gia tri 1 lién ké nhau (chi khac nhau dang 1 bién). Nhém cang 1&n (luy thira cia 2: 1, 2, 4,
8...) thi cang loai bo dugc nhiéu bién khoi bi€u thirc rit gon — bién thay déi gia tri trong nhom
sé bi loai, bién gilr nguyén gia tri sé duoc gitr lai.

2.9 RISC vs CISC instruction sets

CISC (Complex Instruction Set Computer, e.g. x86) provides many specialised instructions,
some performing multi-step operations in a single instruction — reducing the number of in-
structions per program, but each instruction may take multiple clock cycles and the CPU hard-
ware is more complex. RISC (Reduced Instruction Set Computer, e.g. ARM) provides a small
set of simple instructions, each designed to execute in (close to) a single clock cycle — programs
need more instructions overall, but simpler, more uniform instructions are easier to pipeline
efficiently and consume less power, which is why RISC (ARM) architectures dominate battery-
powered mobile devices.

. GIAI THICH TIENG VIET

CISC: tap Iénh phirc tap, méi Iénh cé thé [am nhiéu viéc (gidam s6 1énh nhung méi [énh tén
nhiéu chu ky, phan cirng phirc tap) — vi du x86. RISC: tap lénh don giadn, méi Iénh gan nhu 1
chu ky (can nhiéu 1énh hon nhung dé pipelining, tiét kiém ning lwong) — vi du ARM, phé bién
trén thiét bi di dong dung pin.

2.10 Cache mapping and locality of reference

Cache is effective because real programs exhibit locality of reference: temporal locality (recently
accessed data/instructions are likely to be accessed again soon, e.g. inside a loop) and spatial locality
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(data near a recently accessed address is likely to be accessed soon too, e.g. the next array element).
Cache exploits both by keeping recently used data and loading it in small contiguous blocks (cache
lines) rather than one byte at a time.

Cache mapping techniques decide where a block of main memory may be placed within the
cache: direct mapping — each memory block maps to exactly one specific cache line (simple,
fast to check, but two frequently-used blocks that map to the same line will repeatedly evict
each other, called thrashing); fully associative mapping — a block can go in any cache line
(best flexibility, minimises this kind of collision, but requires checking every line simultaneously,
which is expensive in hardware); set-associative mapping — a practical compromise, where
memory blocks map to one of a small set of lines (e.g. any of 4), balancing flexibility against
hardware cost.

Vi du mau - Worked example

Explain why a program repeatedly looping over a small array benefits enormously from cache,
referencing both temporal and spatial locality.

Temporal locality: each element of the small array is accessed again on every loop iteration,
so after the very first iteration loads the array into cache, every subsequent iteration can be
served directly from the much faster cache rather than slower RAM. Spatial locality: since
array elements are stored contiguously in memory, loading one element as part of a cache line
automatically brings several neighbouring elements into cache at the same time, so accessing
them shortly afterwards is also a fast cache hit rather than a slow RAM access.

GIAI THICH TIENG VIET
mIf.l'nh cuc bd tham chiéu (locality of reference): cuc bo thai gian (dir liéu vira dung c6 kha nang
dugc dung lai s&m, nhu trong vong 13p) va cuc bd khong gian (dir liéu gan dia chi vira truy cap
c6 kha nang dugc ding sém, nhu phan tir mang ké tiép). Anh xa cache: truc tiép (mdi khoi
bd nhé chi anh xa vao ding 1 dong cache — dé xay ra tranh chap/thrashing), lién két day du
(khéi c6 thé vao bat ky dong nao — linh hoat nhat nhung phan cirng phire tap), lién két theo
tap hop (thoa hiép thuc té gitra hai cach trén).

2.11 Von Neumann vs Harvard architecture, and GPUs

The von Neumann architecture (assumed throughout this chapter) stores both instructions and data
in the same memory space, accessed over the same bus — simple and flexible (programs can be
treated as data, e.g. loaded, modified, compiled), but creating the von Neumann bottleneck: the
CPU cannot fetch an instruction and read/write data in the same cycle, since both share one bus.
The Harvard architecture uses physically separate memories and buses for instructions and data,
allowing both to be accessed simultaneously — faster in principle, but less flexible (harder to treat
code as modifiable data), and more complex/costly to build. Many modern CPUs use a hybrid: von
Neumann main memory, but separate Harvard-style instruction and data caches close to the CPU
for speed.
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A GPU (Graphics Processing Unit) contains hundreds or thousands of simpler cores optimised
for performing the same operation on many different pieces of data simultaneously (SIMD:
Single Instruction, Multiple Data) — ideal for graphics rendering (the same shading calculation
applied to millions of pixels) and for other highly parallel workloads such as training machine-
learning models. A CPU instead has fewer, more powerful cores optimised for fast execution
of varied, sequential, branching general-purpose tasks. Neither replaces the other: a modern
computer uses the CPU for general control/logic and offloads suitable, massively parallel sub-
tasks to the GPU.

Vi du miu - Worked example

Explain why applying the same brightness adjustment to every one of a photo’s 12 million
pixels is much faster on a GPU than on a CPU, even though a single CPU core may individually
be faster than a single GPU core.

The brightness adjustment is an identical, independent calculation repeated across every pixel
— exactly the SIMD pattern GPUs are built for. A GPU can apply that identical calculation
to thousands of pixels simultaneously across its many simple cores, while a CPU with only a
handful of cores must process the 12 million pixels in far fewer parallel "batches,” taking many
more sequential rounds even though each individual CPU core might complete its own single
calculation slightly faster. The sheer number of parallel execution units available on the GPU
outweighs any per-core speed advantage the CPU might have.

GIAI THICH TIENG VIET

ién tric von Neumann: |énh va di liéu dung chung 1 vung nhé va 1 bus — don gian, linh
hoat nhung gay “nut that cé chai von Neumann” (khéng thé 1ay 1énh va doc/ghi dir liéu clng
lic). Kién tric Harvard: bd nhé va bus [énh/di liéu TACH RIENG — nhanh hon nhung kém
linh hoat hon, phtrc tap/tén kém hon. GPU: hang tram/nghin 16i don gian, x&r ly CUNG mot
phép tinh trén NHIEU dir liéu cung lic (SIMD) — ly tuéng cho d6 hoa va hoc may; CPU: it I6i
manh hon, phu hop tac vu tuan tu, ré nhanh phirc tap.

2.12 Address bus width and addressable memory

The address bus carries memory addresses from the CPU to memory; its width (number of wires/bits)
directly determines the maximum amount of memory the CPU can ever address, independent of how
much RAM is physically installed.

An address bus of n bits can represent 2" distinct addresses. If each address refers to one
byte, the maximum addressable memory is 2" bytes. This is why 32-bit systems are limited
to addressing at most 232 bytes (4 GiB) of memory regardless of how much RAM is physically
installed — additional installed RAM beyond that limit simply cannot be addressed/used by a
strictly 32-bit CPU/OS combination, which is precisely why 64-bit systems (with a vastly larger
264 address space) became necessary as installed RAM capacities grew.

Vi du m3u - Worked example

A CPU has a 16-bit address bus, with each address referring to one byte. Calculate the
maximum amount of memory this CPU can address, in bytes and in kibibytes (KiB, where
1 KiB = 210 bytes).

Maximum addresses = 2'6 = 65,536. Since each address refers to one byte, maximum ad-
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615(’]52?;6 = 64 KiB. Even if far more physical RAM were

installed, this CPU could never access more than 64 KiB of it, because there are simply no
larger addresses it is capable of generating.

dressable memory = 65,536 bytes =

GIAI THICH TIENG VIET

6 rong bus dia chi (address bus width): s6 bit ctia bus dia chi quyét dinh sé lugng dia chi bd
nh& téi da CPU cé thé danh dia chi, véi n bit thi danh dia chi dugc 27 vi tri (thudng tinh bang
byte). Day la ly do hé théng 32-bit chi danh dia chi ti da 232 byte (4 GiB) du RAM 13p vao c6
nhiéu hon — phan RAM vuot qua gidi han nay khong thé duoc CPU 32-bit truy cap.

2.13 Instruction format: opcode and operand

A machine-code instruction is typically split into an opcode (identifying which operation to perform,
e.g. ADD, LOAD, JUMP) and one or more operands (the data or addresses the operation acts on).

Vi du miu - Worked example

An instruction set uses a fixed 16-bit instruction format: 4 bits for the opcode, and 12 bits
for a single operand (a memory address). State (a) how many distinct opcodes this format can
support, and (b) the maximum directly-addressable memory this operand field allows.

(a) With 4 opcode bits, there are 2* = 16 distinct opcodes possible — enough for a small
instruction set (e.g. LOAD, STORE, ADD, SUB, JUMP, and a handful more). (b) With 12 operand
bits used as a memory address, up to 2'? = 4096 distinct memory locations can be directly
referenced by a single instruction — a real design trade-off, since widening the opcode field
to support more instruction types would necessarily narrow the operand field, reducing the
directly addressable memory range (or vice versa), for a fixed total instruction width.

. GIAI THICH TIENG VIET

Mot 1énh ma may thuong gom opcode (ma |énh — cho biét THU'C HIEN phép toan gi) va
operand (toan hang — dir liéu/dia chi ma lénh tac dong Ién). V&i do rong Iénh co dinh, s6 bit
danh cho opcode va operand phai danh d&i IAn nhau: nhiéu bit opcode hon cho phép nhiéu
loai Iénh hon nhung it bit hon cho dia chi operand, va nguoc lai.

2.14 Firmware and the boot process

Between the moment a computer is powered on and the moment its full operating system is ready
for use, a carefully sequenced startup process must occur — before an OS is even loaded into RAM,
something must already be running to load it.

Firmware is software permanently stored in ROM (or flash memory that behaves similarly, re-
taining data without power) directly on a hardware device, providing low-level control that
survives power loss — the BIOS (Basic Input/Output System) or its modern successor UEFI
(Unified Extensible Firmware Interface) is the firmware responsible for a computer’s startup
sequence. The boot process: (1) firmware (BIOS/UEFI) runs first directly from ROM, per-
forms a POST (Power-On Self-Test) checking essential hardware is present and functioning;
(2) firmware locates and loads a small bootloader program from designated storage; (3) the
bootloader loads the full operating system kernel into RAM and transfers control to it; (4) the
OS initialises drivers, services, and finally the user interface.
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Vi du miu - Worked example

Explain why the very first code executed when a computer is powered on cannot be loaded
from a hard disk, and must instead run directly from ROM/firmware.

Loading a program from a hard disk requires the CPU to already know how to communicate
with disk-controller hardware — but immediately after power-on, RAM is empty and no oper-
ating system (which would normally provide this capability) has been loaded yet. There must
be some minimal, permanent starting instructions available the instant power is applied, with
no dependency on anything else first being loaded — this is exactly the role of firmware stored
in ROM, which retains its content without power and is built to run immediately from a fixed,
known starting address the CPU always begins executing from.

. GIAI THICH TIENG VIET

Firmware: phan mém luu vinh vién trong ROM/flash trén thiét bi phan cirng, cung cap diéu
khién cap thap ngay ca khi mat dién. BIOS/UEFI: firmware chiu trach nhiém kh&i dong may
tinh. Quy trinh khéi déng: firmware chay truéc (ki€m tra phan cirng — POST) — nap boot-
loader — bootloader nap nhan hé diéu hanh vao RAM — hé diéu hanh khé&i tao driver/dich
vu/giao dién ngudi dung.

2.15 Utility software and system maintenance

Alongside application software, an operating system relies on utility software — programs perform-
ing routine maintenance tasks that keep the system running efficiently and reliably.

Disk defragmentation: reorganises fragmented files on a mechanical HDD (Unit 2, earlier)
so that each file's data is stored in physically contiguous sectors rather than scattered across
the disk — since a fragmented file requires the read/write head to jump between many lo-
cations, defragmentation restores faster sequential access (this is unnecessary, and can even
reduce lifespan, on an SSD, which has no moving head and near-instant access to any location).
Antivirus/anti-malware software: scans files and running processes against known malware
signatures (and increasingly, suspicious behaviour patterns) to detect and remove malicious
software. Compression utilities: reduce file size for storage/transmission (Unit 2's lossy/loss-
less distinction). Backup utilities: automate the full/incremental/differential backup strategies
discussed in Unit 1.

Vi du mau - Worked example

Explain why running a disk defragmentation utility on an SSD provides little benefit and may
even be actively harmful, unlike on a traditional HDD.

Defragmentation’s benefit on an HDD comes from reducing the physical distance the read-
/write head must travel between a file’s scattered fragments — since an SSD has no moving
parts and can access any memory location in roughly the same very short time regardless of
physical arrangement, fragmentation causes essentially no meaningful performance penalty
on an SSD to begin with. Worse, flash memory (used in SSDs) has a limited number of write
cycles before cells wear out — unnecessarily rewriting and moving data during defragmen-
tation consumes some of this finite write endurance for no real speed benefit, which is why
modern operating systems specifically avoid running defragmentation on detected SSDs.
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GIAI THICH TIENG VIET
Phan mém tién ich: chéng phan manh dia (defragmentation) — s3p xép lai file bi phan manh
trén HDD dé tang téc (KHONG can va cé thé HAI cho SSD vi khong c6 bd phan chuyén dong
va gi6i han so lan ghi). Diét virus: quét tép/tién trinh theo diu hiéu ma déc da biét. Nén dir
liéu: gidm kich thuéc lwu trir/truyén tai. Sao lwu tu dong: thuc hién chién lugce backup day
da/tang dan/khac biét.

2.16 Practice

Bai tap luyén tap

The hexadecimal value 2F equals which denary number?

(A) 47 (C) 29
(B) 74 (D) 92

Loi giai chi tiét

2F) =2 X 16 + 15 = 32 + 15 = 47. (A).

Bai tap luyén tap

Convert denary 201 to 8-bit binary and to hexadecimal.

L&i giai chi tiét
201 =128 + 64+ 8+ 1 =27 426 4+ 23 + 20 so binary is 11001001. Splitting into nibbles: 1100
1001 =C 9, so hexis 9. Check: C9,4 =12 x 16 +9 =192+ 9 = 201. v

Bai tap luyén tap

In 8-bit two’s complement, what denary value does 11111011 represent?

(A) =3 (C) -5
(B) 251 (D) 5

Loi giai chi tiét

Leading bit is 1, so the value is negative. Invert: 00000100; add 1: 00000101 = 5. So the
original value is —5. (C).

Bai tap luyén tap

Represent —100 in 8-bit two's complement.

Loi giai chi tiét

100 = 01100100. Invert: 10011011. Add 1: 10011100. So —100 = 10011100 in 8-bit two’s
complement. Check: leading bit 1 (negative); invert 10011100 — 01100011; add 1 — 01100100
= 100. v’
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Bai tap luyén tap

Simplify A OR B using De Morgan’s Law.

(A) AORB (C) AAND B
(B) AAND B (D) AORB

Loi giai chi tiét

De Morgan: A OR B = A AND B. (B).

Bai tap luyén tap

Simplify the Boolean expression Y = (A AND B) OR (4 AND B).

Lai giai chi tiét

Factor out A: Y = A AND (B OR B). Since B OR B is always true (a value is either 1 or 0),
Y = AAND 1 = A. So the expression simplifies to just Y = A.

Bai tap luyén tap

Place the following in the correct order of the fetch-execute cycle: (i) CU decodes the opcode
in CIR, (ii) PC is incremented, (iii) instruction copied from memory into MDR then CIR, (iv)
instruction is carried out (possibly using the ALU).

Loi giai chi tiét

Correct order: (jii) fetch the instruction into MDR/CIR —; (ii) PC incremented — (i) decode —

-----

Bai tap luyén tap

Explain, with one reason, why cache memory is small even though it is much faster than RAM.

Loi giai chi tiét
Cache uses fast but expensive SRAM technology (compared to cheaper DRAM used for RAM),
and manufacturing cost per byte rises sharply with speed. A larger cache would also take

longer to search, reducing its speed advantage — so cache is deliberately kept small (a few
MB) to stay both fast and affordable, holding only the most frequently-used data/instructions.

Bai tap luyén tap

An SSD and an HDD both offer 1 TB capacity at a similar retail price. Explain one technical
reason the SSD is faster, and one reason it may be preferred for a laptop specifically.

Loi giai chi tiet

Speed reason: an SSD uses flash memory with no mechanical moving parts, so data can be
accessed almost instantly at any location; an HDD must physically move a read/write head
and wait for the correct part of a spinning platter to rotate into position, which takes mea-
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surably longer, especially for random (non-sequential) access. Laptop reason: SSDs have no
moving parts, making them more resistant to damage from being dropped or jolted while a
laptop is carried around, and they also consume less power (longer battery life) and produce
no mechanical noise, compared with an HDD's spinning platters and moving head.

Bai tap luyén tap

Which gate is described as “functionally complete,” meaning any Boolean circuit can be built
using only that gate type?

(A) AND (C) NAND
(B) OR (D) XOR

Lai giai chi tiét

NAND (and separately NOR) is functionally complete — every other logic gate’s function can
be reproduced using only NAND gates, which is why real integrated circuits are built almost
entirely from NAND gates. (C).

Bai tap luyén tap

Construct the truth table for Z = A AND B and state for which input combination(s) Z = 1.

Loi giai chi tiét

-

A B|A Z=AANDB

0O 0|1 0

0 1|1 1 —7Z=1
1 010 0

1 110 0

Z =1onlywhen A=0and B = 1.

Bai tap luyén tap
A half adder is fed inputs A = 1, B = 1. State the Sum and Carry outputs.

Loi giai chi tiét
Sum = AXORB = 1XOR1 = 0. Carry= AAND B = 1AND 1 = 1. So the half adder
outputs Sum = 0, Carry = 1 — correctly representing 1 + 1 = 10, (denary 2).

-

Bai tap luyén tap

Add 01110101 and 00100110 (unsigned 8-bit binary) and give the result in binary and denary.

Lai giai chi tiét

-

01110101  (117)
+ 00100110  (38)
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10011011

10011011, = 128 + 16 + 8 + 2+ 1 = 155. Check: 117 + 38 = 155. v (No overflow issue arises
here since these are treated as unsigned values within the 8-bit range 0-255.)

Bai tap luyén tap

Add two 8-bit two’s complement numbers representing +90 and +50. Show that the result
overflows.

Loi giai chi tiét
90 = 01011010, 50 = 00110010.

01011010 (+90)
+ 00110010 (+50)

10001100

The result 10001100 has a leading 1, so it is read as negative, even though both operands were
positive — this is overflow, since the true sum 90+50 = 140 exceeds the 8-bit signed maximum
of 127.

Bai tap luyén tap

An uncompressed image is 1024 x 768 pixels with 8-bit (256-colour) depth. Calculate its file
size in megabytes (1 MB = 8 x 106 bits).

Loi giai chi tiét
6,291,456

S ige ~ 0.786 MB.

Total bits = 1024 x 768 x 8 = 6,291,456 bits. File size =

Bai tap luyén tap

A sound is sampled at 44,100 Hz with 16-bit depth, in stereo (2 channels), for 30 seconds.
Estimate the total uncompressed file size in megabytes (1 MB = 8 x 10° bits).

Loi giai chi tiét
Bits per second per channel = 44,100 x 16 = 705,600 bits/s. For 2 channels: 705,600 x 2 =

. . o 42,336,
1,411,200 bits/s. Over 30 seconds: 1,411,200 x 30 = 42,336,000 bits. File size = % ~
5.29 MB.

Bai tap luyén tap

Explain why increasing an image’s colour depth from 8-bit to 24-bit increases both realism and
file size, and quantify the increase in file size for a fixed resolution.
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Loi giai chi tiét

Colour depth determines how many distinct colours each pixel can represent: 8-bit allows
28 = 256 colours, while 24-bit allows 224 ~ 16.7 million colours, letting subtle gradients and
shading be represented far more realistically instead of banding into visible steps. Since file size

(uncompressed) is proportional to bits-per-pixel, moving from 8-bit to 24-bit exactly triples the
file size for the same resolution (24 is 3 times 8), with no change to the number of pixels.

Bai tap luyén tap

Explain why a text document is normally compressed losslessly, while a photograph is often
compressed lossily, using the consequence of data loss in each case.

Lai giai chi tiét

A text document’s meaning depends on every single character being exactly correct — losing
or altering even one character (through lossy compression) could change a word, a number, or a
piece of code and make the document wrong or unusable, so lossless compression is required.
A photograph, by contrast, is interpreted by the human eye, which cannot perceive very fine,
high-frequency detail or subtle colour differences — lossy compression can discard exactly
this imperceptible detail, achieving a much smaller file size with no noticeable difference in
the viewed image.

Bai tap luyén tap

Why does ASCII fail to represent Vietnamese text correctly (e.g. "Tiéng Viét”), and what en-
coding solves this problem?

(A) ASCII is too slow; use compression in- 8)

stead (C) ASCII cannot store lowercase letters; use

(B) ASCII has too few code points for Viet- hexadecimal

namese diacritics; use Unicode (e.g. UTF- (D) This is a hardware, not encoding, problem

Loi giai chi tiet

Standard ASCII only defines 128 characters — the basic unaccented Latin alphabet, digits and
punctuation — with no code points for Vietnamese diacritical and tone marks (e.g. the ac-
cented letters in "Tiéng Viét"). Unicode (commonly implemented as UTF-8) defines code
points for virtually every character in every writing system, including all Vietnamese tone
marks and modified letters, correctly representing such text. (B).

Bai tap luyén tap

A CPU’s clock speed is increased from 2.5 GHz to 3.5 GHz, but a benchmark shows less than
the expected 40% increase in program speed. Suggest one reason clock speed alone does not
fully determine performance.

Loi giai chi tiét
Clock speed measures cycles per second, but useful work per cycle also depends on other

factors: memory/cache performance (if the CPU frequently stalls waiting for data from RAM, a
faster clock cannot help during those stalls), the efficiency of pipelining and branch prediction,
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and whether the program can actually make use of multiple cores in parallel. A faster clock
only speeds up the parts of execution that are not already bottlenecked elsewhere, so overall
speed-up is often less than the raw clock-speed ratio would suggest.

Bai tap luyén tap

Design a Boolean expression for a fire-alarm system that sounds an alarm (X = 1) if smoke is
detected (S = 1) OR if temperature is critically high (" = 1) AND the system is armed (A = 1).
Evaluate X for S =0,7T=1,A =0.

Loi giai chi tiét

X = SOR(T AND A). Substituting S = 0,7 = 1,A = 0: TAND A = 1ANDO = 0;
X = 0 OR 0 = 0 — the alarm does not sound, correctly, since no smoke was detected and the
system was not armed even though the temperature was high.

Bai tap luyén tap

Convert hexadecimal 7B to binary and denary.

Loi giai chi tiét

Each hex digit — 4 bits: 7 = 0111, B(11) = 1011, giving binary 01111011. Denary: 7x16+11 =
112 + 11 = 123.

Bai tap luyén tap

Explain why floating-point representation, unlike fixed-point integer representation, involves
a trade-off between range and precision for a fixed total number of bits.

Lai giai chi tiét

A floating-point number is stored as a sign, a mantissa (the significant digits) and an exponent
(how far to shift the binary point), similar to scientific notation. For a fixed total bit budget,
allocating more bits to the exponent allows representing much larger or smaller magnitudes
(wider range), but leaves fewer bits for the mantissa, reducing how many significant digits can
be stored (lower precision) — and vice versa. This is why standards like IEEE 754 fix a specific
split (e.g. 8 exponent bits and 23 mantissa bits for 32-bit single precision) as an engineering
compromise between range and precision.

Bai tap luyén tap

Two 4-bit unsigned binary numbers 1011 and 0110 are added. Show the result and state
whether a carry-out occurs beyond 4 bits.

Loi giai chi tiet

1011 = 11, 0110 = 6; 11 + 6 = 17. In binary: 17 = 10001, which needs 5 bits. Within a
strict 4-bit register, only the low 4 bits 0001 would be stored, with a carry-out of 1 generated
beyond the 4th bit — signalling that the true result did not fit in 4 bits (unsigned overflow).
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Bai tap luyén tap

A 5-stage pipelined CPU takes 5 cycles to fill, after which one instruction completes every
cycle. Estimate the number of cycles needed to complete 20 instructions, and compare with
a non-pipelined CPU taking 5 cycles per instruction with no overlap.

Loi giai chi tiét
Pipelined: 5+ (20—1) = 24 cycles. Non-pipelined: 20 x 5 = 100 cycles. Pipelining reduces the
time from 100 cycles to just 24 cycles for the same 20 instructions — more than a 4-fold speed-

up, achieved purely by overlapping independent instruction stages rather than increasing clock
speed.

Bai tap luyén tap

Explain why a branch (conditional jump) instruction is particularly disruptive to a pipelined
CPU, using the term "pipeline hazard.”

Loi giai chi tiét

A pipeline continuously fetches and begins processing the next instructions in memory order,
assuming execution will simply continue sequentially. A branch instruction may redirect ex-
ecution to a completely different address depending on a condition that is not resolved until
the execute stage — by which point several wrong instructions (fetched under the assumption
of no branch) may already be partway through the pipeline. This is a pipeline hazard: those
incorrectly-fetched instructions must be discarded (a "pipeline flush”), wasting the cycles al-
ready spent on them and temporarily reducing the pipeline’s throughput advantage.

Bai tap luyén tap

Simplify F'(A, B, C) using a K-map, given that F' = 1 only for the rows (A, B,C) = (0,0, 1) and
(1,0,1),and F' = 0 for every other combination.

Loi giai chi tiét
The two rows where F' = 1 are (0,0,1) and (1,0,1) — both share B = 0 and C' = 1, while
A takes both values (0 and 1) across the group. Since A varies freely within this group of 2,

it is eliminated; B and C stay constant (at O and 1 respectively) and are kept. The simplified
expression is F' = B AND C.

Bai tap luyén tap

A smartphone manufacturer chooses an ARM (RISC) processor over an x86 (CISC) processor
for battery life reasons. Explain the architectural reason RISC processors are generally more
power-efficient.

Loi giai chi tiét
RISC processors use a small set of simple, uniform instructions that each typically execute in
close to a single clock cycle, requiring simpler control-unit hardware to decode and execute

them (compared with CISC's larger, more complex instructions and decoding logic). Simpler
hardware consumes less power per operation and enables more efficient pipelining. Although
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RISC programs require more individual instructions to accomplish the same task, the reduced
hardware complexity and per-instruction power draw makes RISC processors generally more
energy-efficient overall — an important advantage for battery-powered devices like smart-
phones.

Bai tap luyén tap

A program processes a large 2D array by iterating column-by-column instead of row-by-row,
even though the array is stored in memory row-by-row (each row contiguous). Explain, using
spatial locality, why this is likely to run slower.

Loi giai chi tiét

Because the array is stored row-by-row in memory, accessing consecutive elements of the
same row is a sequential, contiguous memory access — exploiting spatial locality, since each
cache line loaded also brings in several useful neighbouring elements from that row. Iterating
column-by-column instead jumps to a different row for every single access, meaning consec-
utive accesses are scattered far apart in memory; each access is likely to require loading a
brand-new cache line (mostly containing data not needed again soon), causing far more cache
misses and much slower execution than the row-by-row access pattern, despite processing
exactly the same data.

Bai tap luyén tap

Explain why direct-mapped cache can suffer from "thrashing” even when the cache overall is
far from full, using an example of two frequently-used memory blocks that map to the same
cache line.

Loi giai chi tiét

In direct mapping, each memory block is assigned to exactly one specific cache line determined
by its address, regardless of how many other cache lines happen to be free. If two blocks that
are both used frequently (e.g. alternately, inside a loop) both happen to map to the same single
cache line, loading one will always evict the other — even though plenty of other cache lines
sit completely unused. The CPU ends up repeatedly reloading both blocks from slower RAM
on almost every access (thrashing), despite the cache having ample spare capacity elsewhere,
simply because direct mapping gives each block no alternative location to go.

Bai tap luyén tap

Explain the "von Neumann bottleneck” and state one architectural feature of modern CPUs
that reduces its practical impact.

Loi giai chi tiet

The von Neumann bottleneck arises because instructions and data share the same memory
and the same bus, so the CPU cannot fetch the next instruction and read/write data at exactly
the same time — the shared bus becomes a limiting factor on overall throughput. Modern
CPUs reduce this impact by using separate instruction and data caches (a Harvard-style split)
close to the CPU, so that most fetches and data accesses are served from these separate,
simultaneously-accessible caches rather than contending for the single shared path to main
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memory on every single access.

Bai tap luyén tap

A machine-learning engineer trains a neural network that requires the same mathematical
operation to be applied to millions of numbers simultaneously. Explain why they would choose
to run this on a GPU rather than a CPU.

Lai giai chi tiét

Training a neural network involves applying the same repeated calculations (e.g. matrix mul-
tiplications) across enormous numbers of independent values simultaneously — precisely the
SIMD (Single Instruction, Multiple Data) workload GPUs are purpose-built for, with hundreds
or thousands of simple cores executing the same operation on different data in parallel. A
CPU’s much smaller number of cores, though individually more capable for varied, branching
tasks, would have to process this highly repetitive, massively parallel workload in far fewer
simultaneous "batches,” making training dramatically slower than on a GPU that can exploit
the full available parallelism.

Bai tap luyén tap

State one advantage and one disadvantage of fully associative cache mapping compared with
direct mapping.

Loi giai chi tiét

Advantage: a memory block can be placed in any free cache line, eliminating the forced col-
lisions (thrashing) that direct mapping can suffer when two frequently-used blocks happen
to map to the same single line — this generally gives a higher cache hit rate. Disadvantage:
because a block could be in any line, checking whether data is already cached requires com-
paring the requested address against every line in the cache simultaneously, which requires
considerably more complex (and expensive/power-hungry) comparison hardware than direct
mapping’s single, fixed lookup.

Bai tap luyén tap

Explain why a program written using only a single sequential thread of execution gains no
speed benefit from being run on an 8-core CPU instead of a 1-core CPU.

Loi giai chi tiét

Multiple cores provide the capacity for several independent instruction streams to execute
simultaneously, but this capacity can only be used if the software is actually structured into
multiple independent tasks/threads that can run concurrently. A purely sequential program
executes one single, unbroken chain of instructions where each instruction may depend on
the result of the previous one — there is nothing independent to distribute across the extra 7
cores, which therefore sit idle. Only software specifically written (or compiled) to split its work
into genuinely parallel threads can benefit from additional cores.
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Bai tap luyén tap

A microcontroller has a 10-bit address bus, with each address referring to one byte. Calculate
the maximum memory it can address, in bytes.

Lai giai chi tiét

Maximum addresses = 20 = 1024. Since each address refers to one byte, the maximum
addressable memory is 1024 bytes (1 KiB) — this microcontroller could never use more than
1 KiB of memory no matter how much RAM were physically connected to it.

Bai tap luyén tap

Explain why moving from a 32-bit to a 64-bit address bus was necessary as computers began
shipping with more than 4 GiB of RAM.

Lai giai chi tiét

A 32-bit address bus can generate at most 232 distinct addresses, corresponding to a hard max-
imum of 4 GiB of directly addressable memory (assuming byte-addressing) — no matter how
much physical RAM is installed beyond this, the CPU simply has no valid address to refer to
that extra memory, so it is unusable. Moving to a 64-bit address bus expands the addressable
space to 264 bytes, an astronomically larger limit that comfortably exceeds any RAM capacity
currently practical to install, resolving the 4 GiB ceiling and allowing systems to make full use
of much larger RAM capacities.

Bai tap luyén tap

An instruction format uses 6 bits for the opcode and 10 bits for a single operand address, in
a fixed 16-bit instruction. State how many distinct instructions this format supports and the
maximum directly addressable memory.

Loi giai chi tiet

With 6 opcode bits: 26 = 64 distinct instructions are supported. With 10 operand bits used
as an address: 20 = 1024 distinct memory locations can be directly referenced by a single
instruction.

Bai tap luyén tap

Explain the trade-off a computer architect faces when designing a fixed-width instruction for-
mat’s split between opcode bits and operand bits.

Loi giai chi tiét

For a fixed total instruction width, every bit allocated to the opcode field increases the number
of distinct instructions/operations the instruction set can support, but leaves fewer bits for the
operand field — reducing the range of memory addresses (or the size of immediate values) a
single instruction can directly reference. Conversely, allocating more bits to the operand field
allows referencing a wider range of memory directly, but constrains the total number of distinct
opcodes/instructions available. Architects must balance these competing needs based on the
intended use of the processor — arich instruction set versus a large directly-addressable range
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from a single instruction.

Bai tap luyén tap

Explain the role of POST (Power-On Self-Test) in the boot process, and what typically happens
if it detects a critical hardware fault.

Loi giai chi tiét

POST runs as one of the very first actions of the firmware (BIOS/UEFI) immediately after
power-on, checking that essential hardware components (RAM, CPU, basic input devices) are
present and functioning correctly before any further boot steps proceed. If POST detects a
critical fault (e.g. no RAM detected, or a failed processor check), the boot process typically
halts immediately, often signalling the specific problem through a pattern of beeps or an error
code/display message — since continuing to boot an operating system on top of definitively
broken essential hardware would be pointless or could risk further damage/data corruption.

Bai tap luyén tap

Explain why firmware, rather than a regular installed application, is used to control very low-
level hardware startup tasks.

Loi giai chi tiét

A regular installed application depends on the operating system already being loaded and run-
ning to provide it with services (file access, memory management, hardware drivers) — but
at the very start of the boot process, none of that exists yet. Firmware is stored directly in
ROM/flash memory on the hardware itself, requiring no operating system or prior software
to already be running, and is specifically designed to be the very first code the CPU executes
— making it the only viable place to put code responsible for initiating the boot process itself,
before any OS-dependent application could possibly run.

Bai tap luyén tap

Explain why antivirus software that only checks files against a database of known malware
signatures can fail to detect brand-new ("zero-day”) malware.

Loi giai chi tiét

Signature-based antivirus detection works by comparing a file’s characteristics against a
database of patterns from previously identified malware — it can only recognise threats it has
already been told about. A brand-new piece of malware that has not yet been discovered, anal-
ysed, and added to the signature database has, by definition, no matching entry to compare
against, so purely signature-based scanning would not flag it as a threat. This is why modern
antivirus software increasingly supplements signature matching with behaviour-based detec-
tion (flagging suspicious actions, such as a program suddenly attempting to encrypt many files
rapidly, even without a matching known signature).
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Bai tap luyén tap

A user notices their HDD-based laptop has become noticeably slower at opening large files
after months of regular use, with no other changes. Suggest a likely cause and an appropriate
utility software fix.

Loi giai chi tiét

A likely cause is file fragmentation: over months of creating, deleting, and resizing files, large
files may have become split into many non-contiguous pieces scattered across the HDD, forc-
ing the read/write head to move between many locations to read what should be one contin-
uous file. Running a disk defragmentation utility would reorganise these scattered fragments
back into contiguous blocks, restoring faster sequential read performance — though this di-
agnosis and fix specifically apply to a mechanical HDD; an SSD-based laptop slowing down
would need a different explanation, since fragmentation barely affects SSD performance.

Bai tap luyén tap

Convert the denary number 58 to binary, then to hexadecimal, showing your working for both.

Loi giai chi tiét
Binary: 58 = 32 + 16 + 8 + 2 = 25 + 2% + 23 + 2! giving 00111010. Hexadecimal: split into
nibbles 0011 1010 = 3 A, so hex is 3A. Check: 34,4 =3 x 16 +10 =48 + 10 = 58. v’

Bai tap luyén tap

Explain why a truth table with 4 input variables (A, B, C, D) has exactly 16 rows, and state the
general formula for n variables.

Loi giai chi tiet

Each variable can independently take one of 2 values (0 or 1), and a truth table must list every
possible combination of all variables’ values — with 4 independent variables, the total number
of combinationsis 2 x 2 x 2 x 2 = 2% = 16. In general, for n boolean variables, the truth table
has exactly 2" rows, since each additional variable doubles the number of combinations that
must be listed.
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IB DIPLOMA PROGRAMME . Unit 3

Networks

Muc tiéu Unit: Mang LAN/WAN, cac to6 p6é mang va thiét bi phan cirng mang; mé hinh OSI 7 tang &
TCP/IP 4 tang; giao thirc mang, chuyén mach géi/kénh; dia chi IP/MAC va mé hinh client-server/P2P;
bing thong & dd tré; bao mat mang co ban.

3.1 Network fundamentals, topologies and hardware

A LAN (Local Area Network) covers a small area (one building or site) and is usually privately owned
and managed. A WAN (Wide Area Network) spans large geographic distances — often countries or
continents — typically using third-party infrastructure (e.g. the internet, leased lines). A topology is
the arrangement (physical layout or logical data flow) of devices on a network.

Topology  Description Trade-off

Star All devices connect to a central switch/hub  Reliable (one cable failure
does not affect others), but
the central switch is a single
point of failure

Bus All devices share one central cable Cheap to install; one cable
break can disable the whole
segment

Ring Devices connected in a closed loop, data Predictable performance un-

passes node to node der load, but one broken link
can disrupt the ring (unless
dual-ring)

Mesh Every device connects to many/all others Highly fault-tolerant (many al-

ternate paths); expensive and
complex to cable

Bus Ring Mesh
O O

The four classic network topologies.

GIAI THICH TIENG VIET

N pham vi nho (1 toa nha), WAN pham vi rong (nhiéu thanh phé/quéc gia). Té p6 hinh sao
phd bién nhat hién nay vi an toan (1 day dit khéng sap ca mang), con té pd bus/ring ré hon
nhung dé bi anh hudng toan mang khi dit cap; mesh chiju 16i t6t nhat nhung dat va phirc tap
nhat.




8020 Chuyén luyén thi IELTS/SAT — AP /IB/ A-levels

ENGLISH

Network hardware. NIC (Network Interface Card) — lets a device physically connect to a net-
work, holding its unigue MAC address. Hub — broadcasts incoming data to every connected
port (outdated, wastes bandwidth). Switch — forwards data only to the specific port whose
device matches the destination MAC address (efficient, standard for modern LANs). Router
— connects different networks together and forwards data (packets) between them based on
IP address, typically also connecting a LAN to a WAN/the internet. Access point — allows
wireless (Wi-Fi) devices to join a wired network.

. GIAI THICH TIENG VIET

NIC: card mang, giir dia chi MAC duy nhat. Hub: giri dir liéu t&i TAT CA c8ng (I3ng phi bang
théng, 16i thoi). Switch: chi glri t&i dung céng c6 dia chi MAC dich (hiéu qua hon). Router:
két noi cdc mang khac nhau, dinh tuyén theo dia chi IP (thuwdng néi LAN véi Internet). Access
point: cho thiét bi Wi-Fi két ndi vao mang c6 day.

3.2 The OSI and TCP/IP models

The OSI model splits network communication into 7 conceptual layers so that hardware/software
from different vendors can interoperate reliably. Data passed down each layer is wrapped with that
layer's own header (encapsulation); the receiving device unwraps it layer by layer (de-encapsulation).

N

« Application — HTTP, HTTPS, FTP, SMTP, DNS

6 - Presentation — encryption, compression, data formatting

5 - Session — opens/maintains/closes a communication session

4 - Transport — TCP/UDP; segmentation, reliability, flow control

3 - Network — IP addressing and routing between networks

2 - Data Link — MAC addressing, framing, switches

1 - Physical — bits, cables, radio signals, connectors

The OSI 7-layer model. TCP/IP condenses this into 4 layers: Application (OSI 5-7), Transport (OSI 4), Internet (OSI 3),
and Network Access (OSI 1-2).

- GIAI THICH TIENG VIET
M6 hinh OSl c6 7 tang, gitip cac thiét bi/hdng khac nhau “ndi chuyén” duoc véi nhau. Meo nhé:
Application, Presentation, Session, Transport, Network, Data Link, Physical. Mbi tang dong
goi dir liéu bang header riéng (encapsulation); bén nhan thao tirng 16p ra (de-encapsulation).
M& hinh TCP/IP thuc té chi dung 4 tang, gbp 3 tang trén cta OSI thanh 1 tang Application.

Vi du miu - Worked example

At which OSI layer does a switch primarily operate, and at which layer does a router primarily
operate? Justify each.

A switch forwards frames using MAC addresses — this is the defining function of the Data Link
layer (2). A router forwards packets between different networks using IP addresses — this is
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the defining function of the Network layer (3). This is why a switch alone cannot connect a
home LAN to the internet, but a router can.

3.3 Protocols and packet switching

A protocol is an agreed set of rules for communication.

Protocol Purpose

HTTP /  Transfers web pages; HTTPS adds TLS/SSL encryption for secu-

HTTPS rity

FTP Transfers files between client and server

SMTP Sends outgoing email between mail servers

POP3 / Retrieves email from a mail server to a client (POP3 typically

IMAP downloads and removes; IMAP synchronises and keeps mail
server-side)

TCP Reliable, connection-oriented delivery: guarantees packets ar-
rive, in order, retransmitting any lost packet

UDP Unreliable, connectionless delivery: faster, lower overhead, no

guarantee of arrival or order (used for live video/voice where
speed matters more than perfection)

DNS Translates human-readable domain names (e.g. example.com)
into IP addresses
DHCP Automatically assigns IP addresses to devices joining a network

GIAI THICH TIENG VIET
mi!ITTP/HTTPS: tai trang web (HTTPS c6 ma hoa TLS/SSL). FTP: truyén file. SMTP: glri email;
POP3/IMAP: nhan email. TCP: truyén tin cdy, cé xac nhan, truyén lai géi bi mat — cham
hon nhung chic chan. UDP: truyén nhanh, khéng dam bao, khéng truyén lai — dung cho
video/thoai truc ti€p. DNS: déi tén mién thanh dia chi IP. DHCP: tu ddng cap phat dia chi IP.

Most data networks use packet switching: a message is split into packets, each routed indepen-
dently (possibly via different paths) and reassembled at the destination — efficient for bursty traffic
and resilient to a single link failure, unlike circuit switching (a dedicated path reserved for the whole
session, as in traditional telephony, wasting capacity during silent pauses but guaranteeing a fixed
data rate throughout).

Vi du mau - Worked example

A 45 MB file is sent over a connection with a bandwidth of 15 Mbps. Estimate the transmission
time (1 byte = 8 bits).

File size in bits: 45 x 8 = 360 Mb. Time =

Vi du miu - Worked example

A file of 900 MB must be transferred within 2 minutes. What minimum bandwidth (in Mbps)
is required? (1 byte = 8 bits; ignore overhead.)

File size in bits: 900 x 8 = 7200 Mb. Time available: 2 x 60 = 120 s. Minimum bandwidth

360 Mb

15prs = 24 seconds.
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7200 Mb

= 60 Mbps.
1205 60 Mbps

. GIAI THICH TIENG VIET

Chuyén mach géi (packet switching): chia dir liéu thanh cac géi nhd, mbi géi cé thé di dudng
khac nhau réi rap lai & dich — hiéu qua va chiu 16i t&t hon chuy&n mach kénh (circuit switching)
(gitr mot duong co dinh sudt phién lién lac). Coéng thirc tinh thoi gian truyén: Thai gian =

Kichthuoc tep 1 o 46i ciing don vi (bit/byte, Mb/MB).
Bang théng

(') Li thuweng gip: Bandwidth is measured in bits per second (bps/Mbps/Gbps); file size
is usually given in bytes (B/MB/GB). Always convert to the same unit before dividing — a
common exam error is dividing megabytes directly by megabits per second without the x8
conversion, giving an answer 8 times too large.

3.4 IP addressing, MAC addresses and the client--server model

An IPv4 address is a 32-bit number, usually written as four decimal octets (0-255) separated by dots,
e.g. 192.168.1.1. This gives roughly 4.3 billion possible addresses, which is now insufficient for the
number of internet-connected devices worldwide — IPv6 (128-bit addresses, written in hexadecimal
groups) is the long-term replacement, providing an effectively inexhaustible address space. Private
address ranges (e.g. 192.168.0.0/16, 10.0.0.0/8) are reused inside LANs and are not routable on
the public internet; a router performs NAT (Network Address Translation) to let many private devices
share one public IP address.

A MAC address (Media Access Control address) is a 48-bit identifier burned into a NIC by
its manufacturer, globally unique, and used for local delivery (Data Link layer). An IP address
identifies a device’s location on a network for routing purposes (Network layer) and can change
(e.g. a laptop gets a new IP address on a different Wi-Fi network, but keeps the same MAC
address).

- GIAI THICH TIENG VIET
Dia chi IPv4 gom 32 bit, viét thanh 4 nhém sé thap phan (0-255). IPvé (128 bit) ra doi vi IPv4
s3p hét dia chi. Dia chi MAC (48 bit, gan c6 dinh vao card mang) dung d€ giao ti€p cuc bd; dia
chi IP dung dé dinh tuy&n qua nhiéu mang va co thé thay doi.

In the client-server model, clients request services/resources from one or more central servers
— simpler to manage, secure, back up, and control access centrally, but the server(s) can become a
bottleneck or single point of failure. In peer-to-peer (P2P), each device (peer) can act as both client
and server, sharing resources directly with other peers — no single point of failure and scales well as
more peers join, but harder to secure/manage/audit centrally.

. GIAI THICH TIENG VIET

M6 hinh client-server: may khach yéu cau dich vu t&r may chad trung tam (dé quan ly, bao mat,
nhung server cé thé 13 diém 16i trung tam). M6 hinh ngang hang (P2P): méi may vira 1a client
vira 1a server (khéng c6 diém 16i trung tam, dé m& rong, nhung khé quan ly/bao mat hon).
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3.5 Network security and cloud computing

Firewall — monitors and filters incoming/outgoing traffic against a set of rules, blocking unau-
thorised access while permitting legitimate traffic. Encryption — scrambles data so it is un-
readable without the correct key, protecting data in transit (e.g. TLS/SSL used by HTTPS) and
at rest. VPN (Virtual Private Network) — creates an encrypted "tunnel” over a public network,
letting a remote user securely access a private network as if directly connected. Authentica-
tion methods — passwords, biometrics, and two-factor authentication (2FA) (something you
know plus something you have/are) reduce the risk of unauthorised access even if one factor
is compromised.

- GIAI THICH TIENG VIET
Firewall: loc luu lwong ra/vao theo quy tic. Ma hod (encryption): bién dir liéu thanh dang
khéng doc duoc néu thi€u khoa giai ma. VPN: tao dudng hAm ma hoa qua mang cong cong
dé truy cap mang riéng an toan. Xac thuc hai yéu td (2FA): két hgp “thr ban biét” (mat khau)
va “thtr ban c6/13” (dién thoai, van tay) dé tang bao mat.

Cloud computing delivers computing resources (storage, processing power, software) over the
internet from remote data centres rather than local hardware, typically billed on usage (pay-as-you-
go). Advantages include scalability (resources can grow/shrink on demand), reduced upfront hard-
ware cost, and access from anywhere with internet connectivity; disadvantages include dependency
on internet connectivity, ongoing subscription costs, and reduced direct control over where and how
data is physically stored (a factor in privacy/legal-feasibility decisions from Unit 1).

Vi du mau - Worked example

A school moves its student-record system to a cloud provider. State one benefit and one risk
of this decision.

Benefit: the school avoids the upfront cost of buying and maintaining its own servers, and the
provider handles scaling, patching, and physical security of the hardware. Risk: the school’s
sensitive student data now depends on a third party’s security practices and on a reliable in-
ternet connection — if the provider suffers a breach, or the school’s internet connection fails,
staff may lose access to critical records exactly when they are needed.

GIAI THICH TIENG VIET

mBién toan dam may (cloud computing): thué tai nguyén tinh toan/Iuu trir qua Internet thay vi
mua phan clrng riéng, tra tién theo mirc sir dung. Uu diém: linh hoat m& rong, giam chi phi
dau tu ban dau. Nhuoc diém: phu thudc két néi Internet, mat quyén kiém soat truc tiép noi
luwu dir liéu.

. GIAI THICH TIENG VIET

\
On tap nhanh Unit 3: (1) LAN nhé, WAN rdng; sao/bus/ring/mesh va danh daéi rui ro; (2) OSI
7 tang (hnhd APSTNDP) va TCP/IP 4 tang; switch = tang 2 (MAC), router = tang 3 (IP); (3) TCP
tin cdy > UDP nhanh; (4) bang thong = kich thudc/thdi gian, déi ding don vi bit/byte; (5)
IPv4 32-bit, MAC 48-bit c6 dinh; (6) client-server vs P2P; (7) firewall/ma hod/VPN/2FA bao
vé mang.

3.6 Subnetting basics

A subnet mask divides an IP address into a network portion (identifying which network a device
belongs to) and a host portion (identifying the specific device within that network). Subnetting
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splits one larger network into several smaller ones, improving organisation, security (isolating traffic
between departments), and efficient use of address space.

A subnet mask such as 255.255.255. 0 (also written /24) means the first 24 bits are the network
portion and the remaining 8 bits are the host portion, allowing 28 = 256 addresses (minus 2
reserved: the network address and the broadcast address, giving 254 usable host addresses).
A smaller host portion (e.g. /28, 4 host bits) supports fewer devices per subnet (2* = 16, minus

2 reserved = 14 usable) but allows more, smaller subnets to be created from the same address
block.

Vi du m3u - Worked example

A network uses the address block 192.168.1.0 with subnet mask 255.255.255.192 (i.e. /26).
How many usable host addresses does each resulting subnet provide?
A /26 mask leaves 32—26 = 6 bits for hosts. Total addresses per subnet = 26 = 64. Subtracting

the 2 reserved addresses (network address and broadcast address): 64 — 2 = 62 usable host
addresses per subnet.

GIAI THICH TIENG VIET

at na mang con (subnet mask) chia dia chi IP thanh phan mang va phan may cha. Chia
mang con (subnetting) taich mot mang I6n thanh nhiéu mang nhé hon — dé quan ly, cach ly
luu lwong theo phong ban, dung dia chi hiéu qua hon. S6 dia chi kha dung méi mang con
= 2(s6bitmay cht) _ 9 (triy dja chi mang va dia chi broadcast).

3.7 Wireless networking

Wi-Fi (based on the IEEE 802.11 family of standards) lets devices connect to a LAN over radio waves
via an access point, identified to users by its SSID (Service Set Identifier, the network’s visible name).
Successive Wi-Fi standards (e.g. 802.11n, ac, ax/"Wi-Fi 6”) have progressively increased maximum
theoretical bandwidth and improved handling of many simultaneous devices.

Wireless security relies on encrypting traffic between device and access point: WEP (Wired
Equivalent Privacy) is an old, now cryptographically broken standard that should never be used.
WPA2 and the newer WPA3 use much stronger encryption and are the current standards
for securing home/enterprise Wi-Fi. An access point broadcasting its SSID with no password
(open network) allows anyone in range to join and, on many older configurations, to potentially
intercept other users’ unencrypted traffic.

. GIAI THICH TIENG VIET

Wi-Fi (chuan IEEE 802.11) két néi thiét bi vao LAN qua song radio thdng qua access point,
nhan dién bang SSID (tén mang). WEP da bi bé khoa, khdng nén dung; WPA2/WPAS3 |a chuan
m3 hoa hién tai, an toan hon nhiéu. Mang Wi-Fi m& (khdng mat kh3u) cho phép bat ky ai trong
pham vi két nGi, rui ro bi nghe Ién dir liéu.
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3.8 Network performance: latency, jitter and throughput

Bandwidth is the theoretical maximum data rate a connection can carry (e.g. in Mbps).
Throughput is the actual data rate achieved in practice, which is often lower than bandwidth
due to overhead, congestion, or interference. Latency is the delay between sending and re-
ceiving data (e.g. measured by ping round-trip time) — critical for real-time applications like
gaming and video calls, where even high bandwidth cannot compensate for high latency. Jit-
ter is the variation in latency over time — inconsistent delay disrupts real-time audio/video far
more than a consistently higher (but stable) latency would, since it is harder for the receiving
application to smoothly buffer and play back irregularly-arriving data.

Vi du mau - Worked example

A gamer has a connection with very high bandwidth (500 Mbps) but complains of "lag” (notice-
able delay between pressing a button and seeing the result on-screen) during online games,
despite large files downloading almost instantly. Explain this apparent contradiction.

File downloads benefit primarily from high bandwidth — total data volume matters more than
delay for a one-off transfer. Online gaming instead depends heavily on low, consistent latency
(and low jitter): every input must round-trip to the game server and back with minimal, stable
delay for the game to feel responsive. A connection can have enormous bandwidth (explain-
ing fast downloads) while still suffering from high or variable latency (e.g. due to distance
to the server, network congestion, or an unstable Wi-Fi signal) — the two metrics are largely
independent, and gaming performance depends on the one that high bandwidth does not fix.

GIAI THICH TIENG VIET

Bang thong (bandwidth): t6c do dir liéu TOI DA vé mit ly thuyét. Théng luong (throughput):
téc do dir lieu THU'C TE dat duoc (thudng thap hon bang thong). Do tré (latency): thoi gian
tré gilra glti va nhan — quan trong véi game/goi video. Jitter: do tré KHONG ON DINH theo
thoi gian — gay gian doan Am thanh/video truc ti€p nhiéu hon ca dé tré cao nhung 6n dinh.

3.9 Cloud service models

laaS (Infrastructure as a Service) — rents raw virtualised hardware (servers, storage, network-
ing); the customer installs and manages their own operating system and software (most con-
trol, most management responsibility). PaaS (Platform as a Service) — provides a ready-to-use
platform (OS, runtime, development tools) on which customers deploy their own applications,
without managing the underlying servers. Saa$S (Software as a Service) — delivers a complete,
ready-to-use application over the internet (e.g. web-based email, office suites); the customer
manages nothing beyond their own data and account settings (least control, least management
responsibility).

Vi du miu - Worked example

A company wants to run a fully custom database engine with specific low-level configuration,
while another company just wants to use an off-the-shelf web-based email service for staff.
Identify the most appropriate cloud service model for each.

The first company needs deep, low-level control over the operating environment for its custom
database engine — best served by laaS, renting virtualised hardware and installing/configuring
everything itself. The second company wants a ready-made application with no infrastructure
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or platform management at all — best served by SaaS, simply using a complete hosted email
application.

. GIAI THICH TIENG VIET

1aaS: thué phan cirng a0 hoa thé, tu cai hé diéu hanh/phan mém (kiém soat nhiéu nhat). PaaS:
nén tang sin sang (hé diéu hanh, cong cu phat trién) dé trién khai i'ng dung riéng. Saa$S: phan
mém hoan chinh dung ngay qua Internet (email, bd vin phong truc tuyén) — ki€m soat it nhat
nhung tién lgi nhat.

3.10 Error detection: parity and checksums

Data can be corrupted during transmission (electrical interference, signal degradation over distance,
collisions). Error detection techniques let the receiver notice that corruption occurred, so it can
request retransmission.

A parity bit is one extra bit appended to a block of data, set so that the total number of 1s
(including the parity bit) is always even (even parity) or always odd (odd parity). The receiver
recounts the 1s; if the parity does not match what is expected, at least one bit was corrupted. A
simple parity bit can detect a single-bit error but cannot detect an even number of simultaneous
bit errors (they cancel out) and cannot identify which bit was corrupted. A checksum sums up
blocks of the transmitted data (often modulo some fixed value) and sends this sum alongside
the data; the receiver independently recomputes the sum and compares it to the transmitted
checksum — a mismatch indicates an error, and checksums generally catch a wider range of
error patterns than a single parity bit.

Vi du miu - Worked example

Using even parity, what parity bit should be appended to the 7-bit data 1011001, and what
does the receiver do if it later receives 10110010 but recomputes and finds an odd number of
1s?

Count the 1s in 1011001: there are four (positions with 1: 1,0,1,1,0,0,1 — four 1s). Since four
is already even, the parity bit appended is 0, giving the transmitted byte 10110010 (8 bits, still
an even total of four 1s). If the receiver recomputes the count on a received byte and finds an
odd number of 1s instead of the expected even number, this signals that at least one bit was
corrupted during transmission, and the receiver should request retransmission of that data.

GIAI THICH TIENG VIET
Bit chan & (parity bit): 1 bit thém vao dé téng s6 bit 1 ludn chin (even parity) hodc ludn I&
(odd parity) — phat hién duoc 16i 1 bit nhwng KHONG phat hién duoc 16i & s6 bit chin (ching
triét tiéu nhau) va khéng biét bit no sai. Checksum: tinh téng cac khai dir liéu réi glri kém,
bén nhan tinh lai va so sanh — phat hién dugc nhiéu kiéu 16i hon parity bit don.

3.11 The internet, ISPs and content delivery networks

The internet is a global WAN of WANs — a network of interconnected networks with no single
central owner. Internet Service Providers (ISPs) connect individual homes/businesses to this global
network, and themselves interconnect at large internet exchange points, forming the internet’s high-
capacity backbone.
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A Content Delivery Network (CDN) stores copies (caches) of frequently-requested content
(images, video, web pages) on servers distributed geographically close to end users, rather than
serving every single request from one distant, central server. When a user requests content,
they are automatically routed to a nearby CDN server rather than the original server potentially
located on another continent. This reduces latency (physically shorter round trips), reduces
load on the original server, and improves resilience (if one CDN server or region fails, requests
can be routed to another).

Vi du mau - Worked example

A streaming video company’s servers are located only in one country, yet users worldwide re-
port smooth playback with minimal buffering. Explain how a CDN makes this possible.

Without a CDN, every user’s video stream would need to travel all the way to the single distant
server and back, incurring high latency and competing for that server’s limited bandwidth —
especially painful for users physically far from that one location. With a CDN, popular video
content is cached on servers distributed around the world; a user in a distant country is served
from a nearby CDN server holding a copy of the same content, dramatically reducing the phys-
ical distance (and therefore latency) the data must travel, and spreading the load across many
servers instead of overwhelming one.

GIAI THICH TIENG VIET
nternet: mang cua cac mang (WAN of WANSs), khong cé cha s& hiru trung tdm. ISP (nha cung
cap dich vu Internet) két néi ho gia dinh/doanh nghiép vao mang toan cau. Mang phan phoi
ndi dung (CDN): luu ban sao ndi dung phd bién trén cac server dat gan ngudi dung & nhiéu
noi trén thé gidi, giam do tré va tai cho server géc, ting do tin ciy khi mot server gap su cé.

3.12 VLANSs and network redundancy

A VLAN (Virtual LAN) lets a single physical switch/network be logically divided into multiple sep-
arate, isolated networks, as if they were on entirely separate physical hardware — combining the
security/traffic-management benefits of subnetting (Unit 3, earlier) with the flexibility of not need-
ing separate physical switches and cabling for each department.

Devices on different VLANs cannot communicate directly without going through a router (or a
switch with routing capability) — exactly as if they were on physically separate networks — even
though they may share the very same physical switch and cabling. This lets an organisation,
for example, keep "Guest Wi-Fi” traffic logically isolated from "Finance” traffic on the same
physical office network infrastructure, without running separate cables to every device.

Vi du m3u - Worked example

A company has one physical switch serving both the sales team and the finance team. Explain
how a VLAN achieves logical separation between them without installing a second physical
switch.

Each port on the switch is configured (in software) to belong to a specific VLAN — e.g. ports
1-12 assigned to "Sales VLAN” and ports 13-24 assigned to "Finance VLAN." The switch then
treats traffic from each VLAN as if it were on an entirely separate network: broadcast traf-
fic from a Sales device is not sent to Finance ports, and vice versa, even though both sets of
devices are physically plugged into the very same switch. Communication between the two
VLAN:S (if needed at all) must pass through a router, which can apply security policies (e.g.
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blocking Sales devices from reaching Finance servers) exactly as it would between two physi-
cally separate networks.

- GIAI THICH TIENG VIET
VLAN (mang LAN 30): chia mot switch/mang vat ly thanh nhiéu mang logic tach biét, nhu thé
ching nam trén phan cing riéng biét — két hop loi ich bao mat/quan ly luu lugng cla viéc
chia mang con ma khong can switch va day cap riéng cho tirng phong ban. Thiét bj khac VLAN
mudn giao tiép phai di qua router, du dung chung switch vat ly.

3.13 RAID: redundant storage

RAID (Redundant Array of Independent Disks) combines multiple physical disks into one logical unit
to improve performance, fault tolerance, or both — directly relevant to network servers that must
remain available even if one disk fails.

RAID O (striping): splits data evenly across multiple disks with no redundancy — improves read-
/write speed (multiple disks work in parallel) but a single disk failure loses all data, since no copy
exists anywhere. RAID 1 (mirroring): writes an identical copy of all data to two (or more) disks
simultaneously — if one disk fails, the mirrored copy on the other disk still has everything, at
the cost of effectively halving usable storage capacity for the same total disk space purchased.
RAID 5: stripes data across three or more disks plus distributed parity information, allowing
the array to survive any single disk failure (the failed disk’s data can be reconstructed from the
remaining disks and parity) while using storage more efficiently than full mirroring.

Vi du m3u - Worked example

A company server stores critical data across 4 disks of 1 TB each. Compare the usable storage
capacity and fault tolerance of configuring them as RAID O versus RAID 1.

RAID 0: all 4 disks combine for a full 4 x 1 = 4 TB of usable storage (no redundancy), but if
any single disk fails, all data across the entire array is lost, since data is split (striped) across all
disks with no duplicate copy anywhere. RAID 1: data is mirrored, typically usable capacity is
roughly half the total raw capacity (e.g. 2 TB usable from 4 TB raw, mirrored in pairs), but the
array can survive the failure of a disk in each mirrored pair without losing any data, since a full
duplicate copy exists elsewhere in the array.

- GIAI THICH TIENG VIET
RAID: két hgp nhiéu 6 dia vat ly thanh mét khéi logic d€ ting hiéu suat va/hodc do tin cay.
RAID O (striping): chia déu dir liéu, ting toc do nhung KHONG cé du phong — 1 & héng Ia
mat hét dir liéu. RAID 1 (mirroring): sao chép dir liéu gidng hét sang 6 khac — chiu dugc 16i 1
6 nhung giam mdt nira dung lugng kha dung. RAID 5: chia dir liéu + théng tin chin 1é (parity)
phan tan trén >3 6 — chju dugc 16i 1 6 ma van tiét kiém dung luong hon RAID 1.

3.14 Quality of Service (QoS)

When a network’s total demand approaches or exceeds its available bandwidth, not all traffic can be
treated equally without some applications suffering unacceptable degradation.
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Quality of Service (QoS) lets a network prioritise certain types of traffic over others during
congestion, rather than treating every packet identically on a first-come-first-served basis. For
example, a router might be configured to prioritise voice-call and video-conferencing packets
(highly sensitive to latency/jitter, Unit 3 earlier) over a background file download (which can
tolerate being slightly delayed without any noticeable negative effect, since the user is not
watching it in real time). Without QoS, a large background download could saturate available
bandwidth and cause a simultaneous video call to stutter badly, even though delaying the file
download by a few extra seconds would have gone completely unnoticed.

Vi du m3u - Worked example

An office network is shared by video-conferencing calls and a large scheduled backup transfer-
ring files overnight. Explain how configuring QoS to prioritise the video-conferencing traffic
improves the experience for both types of traffic overall.

Without QoS, both types of traffic compete equally for the same limited bandwidth — if the
backup happens to be running during business hours, it could consume enough bandwidth
to cause noticeable video/audio stuttering during calls, which is highly disruptive to real-time
communication. With QoS configured to prioritise video-conferencing traffic, the router en-
sures video/audio packets are transmitted promptly even when the network is busy, forcing
the backup transfer to slow down and use only the bandwidth left over — the backup simply
takes a little longer to finish (a delay of minutes that goes entirely unnoticed, since nobody is
watching it in real time), while call quality remains smooth throughout.

GIAI THICH TIENG VIET

Chat lwong dich vu (QoS): cho phép mang uu tién loai lvu luvgng ndo dé khi mang bj tac nghén,
thay vi xtr ly moi géi tin nhu nhau theo thir tw dén trudce. Vidu: wu tién géi tin goi video (nhay
cam va&i do tré) hon tai file nén (c6 thé cham mét chit ma khong ai d€ y) — gitp ca hai loai luu
lwong déu co trai nghiém tét hon téng thé so vai khdong co QoS.

3.15 Firewalls and packet filtering in more depth

Building on the brief firewall introduction earlier in this chapter, it is worth understanding more
precisely how a firewall decides what to block.

A packet-filtering firewall examines each packet’s header information — source/destination
IP address, source/destination port number, and protocol — against a configured set of rules,
allowing or blocking the packet accordingly, without inspecting the packet’s actual content/-
payload. A stateful firewall goes further, tracking the state of active connections (e.g. re-
membering that a particular outgoing request was made, so it can correctly allow the corre-
sponding incoming reply through, while still blocking unsolicited incoming traffic that does not
correspond to any request the internal network actually made). Port numbers identify which
specific service/application on a device a packet is intended for (e.g. port 80 for HTTP, port 443
for HTTPS, port 25 for SMTP) — a firewall commonly blocks all ports except those explicitly
required for permitted services, minimising the network’s exposed "attack surface.”

Vi du miu - Worked example

A company’s firewall is configured to allow outgoing traffic on port 443 (HTTPS) and incoming
traffic only if it is a reply to a connection the internal network itself initiated, while blocking all
unsolicited incoming connections on every port. Explain how this configuration protects the
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internal network while still allowing normal web browsing.

Allowing outgoing traffic on port 443 lets internal users initiate secure HTTPS connections to
any external website as needed. The stateful tracking of connections means that when a reply
comes back from a website the internal network itself requested, the firewall recognises it as
legitimately corresponding to an internal request and allows it through — but any unsolicited
incoming connection attempt (e.g. an external attacker trying to directly reach an internal
computer without any internal request having been made first) is blocked outright, since it
does not match any tracked outgoing request. This lets normal web browsing work completely
unaffected, while significantly reducing the network’s exposure to unsolicited external attacks.

- GIAI THICH TIENG VIET
Tudng Itra loc géi (packet-filtering firewall): kiém tra header géi tin (IP nguén/dich, céng, giao
thirc) theo quy tic cau hinh, khéng xem ndi dung goi tin. Tudng Itra cé trang thai (stateful):
theo doi trang thai két néi dang hoat dong — cho phép phan hoéi hop 1€ cua yéu cau da gui di,
nhung chan két néi dén khéng duoc yéu cau. S6 céng (port): xac dinh dich vu cu thé (80 =
HTTP, 443 = HTTPS) — tudng Itra thudng chan moi cdng trir nhirng céng thuc su can thiét,
gidm bé mat tan cong.

3.16 Practice

Bai tap luyén tap

At which OSI layer does a switch primarily operate, using MAC addresses to forward frames?

(A) Physical (1) (C) Network (3)
(B) Data Link (2) (D) Transport (4)

Loi giai chi tiét
Switches forward frames based on MAC addresses, which is the defining function of the Data
Link layer. (B).

Bai tap luyén tap

A video-call app splits a live stream into small units, each sent independently and possibly via
different routes, then reassembled at the receiver. This is an example of:

(A) Circuit switching (C) Direct changeover
(B) Packet switching (D) Parallel running

Loi giai chi tiét
Independent routing and reassembly of small data units is the definition of packet switching.

(B).

Bai tap luyén tap

A file of 900 MB must be transferred and the requirement is that it completes within 2 minutes.
What minimum bandwidth (in Mbps) is required? (1 byte = 8 bits; ignore overhead.)
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Loi giai chi tiét
File size in bits: 900 x 8 = 7200 Mb. Time available: 2 x 60 = 120 s. Minimum bandwidth

7200 Mb
== = 60 Mbps.

Bai tap luyén tap

Explain one advantage of a star topology over a bus topology for a school computer lab.

Loi gidi chi tiét
In a star topology each computer has its own dedicated cable to the central switch, so if one
cable or computer fails, the rest of the network keeps working normally. In a bus topology

all devices share a single central cable, so a single break can disable communication for every
device on that segment — a much larger impact for a busy computer lab.

Bai tap luyén tap

A 250 MB software update must download in under 100 seconds. What minimum bandwidth,
in Mbps, is required?

Lai giai chi tiét

-

File size in bits: 250 x 8 = 2000 Mb. Minimum bandwidth = 2010(;)(:\:13 = 20 Mbps.

Bai tap luyén tap

Explain why UDP is preferred over TCP for a live video call, despite UDP offering no guarantee
that every packet arrives.

Loi giai chi tiét

A live video call needs data to arrive quickly to feel real-time; TCP’s guarantee of reliable, in-
order delivery requires waiting for retransmission of any lost packet, which would introduce
noticeable delay/stutter. UDP sends data with minimal overhead and no waiting for lost-
packet retransmission — an occasional dropped packet just causes a brief, barely noticeable
glitch in video/audio quality, which is far less disruptive to the live experience than the delay
TCP’s reliability would cause.

Bai tap luyén tap
Which device connects two different networks together, forwarding data based on IP address?

(A) Hub (C) Router
(B) Switch (D) NIC

Loi giai chi tiét
Arouter operates at the Network layer, using IP addresses to forward packets between distinct
networks (e.g. connecting a home LAN to the internet). (C).
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Bai tap luyén tap

Explain why a hub is considered less efficient and less secure than a switch on the same LAN.

Loi giai chi tiét

A hub broadcasts every incoming frame out to all connected ports regardless of the intended
destination, wasting bandwidth (every device processes traffic not meant for it) and reducing
security (any device on the hub can see traffic intended for another device). A switch inspects
the destination MAC address and forwards each frame only to the specific port where that

device is connected, using bandwidth more efficiently and preventing other devices from ca-
sually observing traffic not addressed to them.

Bai tap luyén tap

State the correct order of OSI layers from Layer 1 to Layer 7.

Loi giai chi tiét

-

1 Physical, 2 Data Link, 3 Network, 4 Transport, 5 Session, 6 Presentation, 7 Application.
(Mnemonic: "Please Do Not Throw Sausage Pizza Away”.)

Bai tap luyén tap

A company'’s private LAN uses addresses in the range 192.168.0.0/16. Explain why these
devices can still communicate with the public internet despite using private, non-routable ad-
dresses.

Loi giai chi tiet

The company’s router performs Network Address Translation (NAT): it rewrites the source
address of outgoing packets from each device’s private IP address to the router’s single public
IP address (tracking which internal device made which request), and reverses the process for
returning traffic — so many devices with private IP addresses can share one public IP address
to reach the internet, without every internal device needing its own globally routable address.

Bai tap luyén tap

Distinguish between a MAC address and an IP address, including which OSI layer each is as-
sociated with.

Loi giai chi tiet

A MAC address is a 48-bit identifier permanently assigned to a network interface card by its
manufacturer, globally unique, and used for local delivery within a network segment — asso-
ciated with the Data Link layer (2). An IP address identifies a device’s location on a network
for the purpose of routing data between different networks, can change depending on which
network a device joins, and is associated with the Network layer (3).
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Bai tap luyén tap

A user types www . example . com into a browser. Which protocol/service translates this into the
numerical IP address needed to actually locate the server?

(A) DHCP (C) FTP
(B) DNS (D) SMTP

Loi giai chi tiét
DNS (Domain Name System) translates human-readable domain names into the numerical IP
addresses that routers actually use to locate and reach a server. (B).

Bai tap luyén tap

Explain the role of DHCP when a laptop joins a new Wi-Fi network for the first time.

Loi giai chi tiét

DHCP (Dynamic Host Configuration Protocol) automatically assigns the joining device an avail-
able IP address (plus related settings such as the subnet mask, default gateway, and DNS server
address) from the network’s address pool, without requiring the user to manually configure
networking settings — this is why a laptop can join almost any Wi-Fi network and get online
within seconds.

Bai tap luyén tap

A music-sharing application lets any user’s computer directly send song files to any other user’s
computer, with no central file server. Which network model does this describe, and give one
disadvantage of this model compared with a client-server approach.

Loi giai chi tiet

This describes a peer-to-peer (P2P) model. One disadvantage compared with client-server: it
is much harder to centrally manage, secure, back up, or audit content and access, since there
is no single controlling server — for example, no central authority can easily verify file integrity
or enforce access permissions across all peers.

Bai tap luyén tap

Explain why HTTPS is preferred over plain HTTP for an online banking website, referencing
the OSI/TCP-IP model layer where the relevant protection is applied.

Loi giai chi tiét

HTTPS adds TLS/SSL encryption (operating conceptually at the Presentation/Session layers
of OSlI, layered under the Application-layer HTTP itself) so that data exchanged between the
browser and bank’s server — including login credentials and account details — cannot be read
or tampered with by anyone intercepting the traffic in between. Plain HTTP sends all data as

unencrypted plain text, meaning a network eavesdropper could directly read passwords and
financial information, an unacceptable risk for banking.
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Bai tap luyén tap

A company installs a firewall between its internal network and the internet. Explain what the
firewall does and why it does not, by itself, guarantee complete security.

Lai giai chi tiét

A firewall inspects incoming and outgoing traffic against a configured set of rules, blocking
traffic that appears unauthorised or suspicious (e.g. traffic from a known malicious IP address,
or on an unexpected port) while allowing legitimate traffic through. It does not guarantee
complete security because it cannot stop every threat: e.g. it cannot prevent an employee
from being tricked by a phishing email into voluntarily revealing a password, cannot inspect
content hidden inside encrypted traffic without additional configuration, and cannot protect
against malware already introduced via a USB drive or a legitimately permitted connection.

Bai tap luyén tap

A start-up chooses to host its web application on a cloud provider rather than buying its own
servers. Give one financial and one technical reason for this choice.

Lai giai chi tiét

Financial reason: the start-up avoids a large upfront capital cost of purchasing servers, instead
paying for cloud resources on a flexible, pay-as-you-go basis that scales with actual usage —
important for a start-up with limited initial funding and uncertain future demand. Technical
reason: the cloud provider can automatically scale resources up during traffic spikes and down
during quiet periods, and handles hardware maintenance, redundancy, and security patching,
which a small start-up team would otherwise need to manage itself.

Bai tap luyén tap

Explain the difference between full mesh and star topology in terms of fault tolerance and
cabling cost, and suggest one scenario where mesh would be justified despite its cost.

Loi giai chi tiét

In a star topology, every device has one link to a central switch — if the switch fails, the en-
tire network goes down, and cabling cost is proportional to the number of devices. In a full
mesh topology, every device connects directly to every other device, so there is no single
point of failure and multiple alternate paths exist if any one link fails — but cabling cost grows
much faster (roughly with the square of the number of devices), making it very expensive at
scale. Mesh is justified in critical infrastructure where any downtime is unacceptable, e.g. con-
necting core routers in a national telecommunications backbone, where the extra cost of full
redundancy is worth avoiding catastrophic, wide-scale outages.

Bai tap luyén tap

A company enforces two-factor authentication (2FA) for remote logins. Explain how this im-
proves security compared with a password alone.
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Loi giai chi tiét

A password alone is "something you know,” which can be stolen (e.g. through phishing, a
data breach, or being guessed). Two-factor authentication additionally requires a second,
independent factor — typically "something you have” (e.g. a one-time code sent to a registered
phone or generated by an authenticator app) or "something you are” (biometrics). An attacker
who obtains the password alone still cannot log in without also possessing the second factor,
substantially reducing the risk of unauthorised access even after a password is compromised.

Bai tap luyén tap

A remote employee connects to their company’s internal network from home using a VPN.
Explain what protection the VPN provides that a normal internet connection would not.

Loi gidi chi tiét

A VPN creates an encrypted tunnel between the employee’s device and the company network
over the public internet, so that any data travelling between them — even if intercepted on the
public internet in between — cannot be read or altered by a third party. Without a VPN, the
same traffic would travel as ordinary (and potentially unencrypted, depending on the applica-

tion) packets across the public internet, exposing it to interception, especially on unsecured
networks such as public Wi-Fi.

Bai tap luyén tap

An organisation moving from IPv4 to IPv6 explains the change as "a scaling issue, not a security
issue.” Justify this statement using the size of each address space.

| Loi gidi chi tiét

IPv4 addresses are 32 bits, giving at most 232 ~ 4.3 billion unique addresses — a number now
insufficient for the world'’s internet-connected devices (computers, phones, and the growing
number of loT devices). IPv6 addresses are 128 bits, giving 2'2® (an astronomically large num-
ber) of possible addresses — effectively unlimited for the foreseeable future. The motivation
for the change is therefore primarily running out of unique addresses to allocate (a scaling/ca-
pacity issue), not a flaw in IPv4’s security model as such (though IPvé does also include some
built-in security improvements as a secondary benefit).

Bai tap luyén tap

A network uses subnet mask 255.255.255.240 (i.e. /28). Calculate the number of usable host
addresses per subnet.

Loi giai chi tiet

A /28 mask leaves 32 — 28 = 4 bits for hosts. Total addresses = 2* = 16; subtracting the 2
reserved addresses (network and broadcast): 16 — 2 = 14 usable host addresses per subnet.

Bai tap luyén tap

Explain why a company might deliberately subnet its single large office network into separate
subnets for "Finance,” "Guest Wi-Fi,” and "Engineering,” even though all three could technically
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share one flat network.

Loi giai chi tiét

Subnetting provides both security and traffic management benefits: isolating "Guest Wi-Fi”
onto its own subnet prevents guest devices from directly reaching sensitive internal systems
(e.g. Finance's servers) even if a guest device is compromised, since traffic between subnets
can be filtered/blocked by a router or firewall. It also contains broadcast traffic and network
problems (e.g. a device malfunctioning and flooding traffic) to a single subnet rather than
affecting the entire company, and allows different security/access policies to be applied per
department.

Bai tap luyén tap

Explain why an open (password-free) Wi-Fi network at a café poses a greater security risk to
users than a WPA2/WPAS-secured network, even if both provide identical internet speed.

Lai giai chi tiét

On a WPA2/WPA3-secured network, traffic between each device and the access point is en-
crypted, so even another user connected to the same network cannot easily read data in-
tended for someone else. On an open network, this encryption is absent (or, in some config-
urations, uses a shared key known to everyone), making it far easier for another device on the
same network to intercept and read unencrypted traffic — potentially exposing passwords,
messages, or other sensitive data sent by users who assume their connection is private.

Bai tap luyén tap

A video call has a stable but somewhat high latency of 150ms; another call has an average
latency of 60ms but frequently spikes unpredictably between 20ms and 300ms. Explain which
is likely to feel worse to users, referencing "jitter.”

Loi giai chi tiet

The second call, despite a lower average latency, is likely to feel worse because of high jitter —
the large, unpredictable variation in delay makes it very difficult for the receiving application to
smoothly buffer and play back audio/video, causing stuttering, garbled audio, or frozen video
frames. A consistently higher but stable latency (the first call) is easier to compensate for
with a fixed buffering delay, producing a smoother (if slightly more delayed) experience overall
— this is why jitter, not just average latency, is a critical metric for real-time communication
quality.

Bai tap luyén tap

A start-up wants to deploy a web application without managing any server operating systems,
but still needs to write and deploy custom application code (not just use an existing off-the-
shelf app). Which cloud service model best fits this need?

(A) laaS (C) SaaS
(B) PaaS (D) None; only physical servers can do this
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Loi giai chi tiét
Paa$ (Platform as a Service) provides a ready-to-use runtime/platform on which the start-up
can deploy its own custom application code, without needing to install, patch, or manage the

underlying operating system or physical servers themselves (unlike laaS, which would require
exactly that). (B).

Bai tap luyén tap

Explain why bandwidth alone is a poor predictor of how "fast” a network connection will feel
for browsing many small web pages that each require multiple quick round-trips to the server.

Loi giai chi tiét

Loading a typical web page often involves many small, sequential requests (HTML, then im-
ages, stylesheets, scripts, each potentially requiring a separate round trip) rather than one
single large continuous transfer. Because each round trip must wait for the request to travel
to the server and the response to travel back, overall page-load "feel” is dominated by latency
(the delay per round trip) multiplied by the number of round trips required, not by bandwidth
(which mainly limits how fast large, continuous transfers can complete). A connection with
very high bandwidth but high latency can therefore feel sluggish browsing many small pages,
even though it would transfer one enormous file quickly.

Bai tap luyén tap

Using odd parity, determine the parity bit that should be appended to the data 1100010.

Lai giai chi tiét

Count the 1s in 1100010: there are three (positions 1,2,6). For odd parity, the total count
(including the parity bit) must be odd. Three is already odd, so the parity bit is 0, giving the
transmitted byte 11000100 (still three 1s, an odd total).

Bai tap luyén tap

Explain why a single parity bit cannot detect an error where exactly two bits in the same block
are corrupted.

Loi giai chi tiét

A parity bit only checks whether the total count of 1s in the block is even or odd, not which
specific bits are 1. If exactly two bits flip (e.g. a O becomes a 1, and separately a different 1
becomes a 0, or two Os both become 15s), the overall count of 1s changes by an even amount
(either +2, —2, or 0 net change) — meaning the parity (even or odd) of the total count is un-
changed from what was expected. The receiver’s parity check will therefore incorrectly show
"no error,’ failing to detect that two bits were actually corrupted.

Bai tap luyén tap

Explain why a news website with a global audience would use a CDN, referencing both latency
and server load.
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Loi giai chi tiét

Without a CDN, every reader worldwide would request the same articles/images directly from
one (or a few) origin servers, meaning distant readers suffer high latency (their requests must
physically travel much further), and the origin server must handle the full global request volume
alone, risking overload during traffic spikes (e.g. breaking news). A CDN caches popular con-
tent on servers distributed close to readers worldwide, so each reader is served from a nearby
location (much lower latency) and the request load is spread across many distributed servers
instead of concentrating entirely on the origin server, improving both speed and resilience.

Bai tap luyén tap

Explain why the internet is described as having "no single central owner,” and state what this
implies about how it is intentionally designed to survive localised failures.

Loi giai chi tiét

The internet is a network of thousands of independently-operated networks (ISPs, universities,
companies, governments) that agree to interconnect using common protocols (TCP/IP), rather
than being built or controlled by any single organisation. Because it is highly interconnected
with many redundant paths between networks (rather than one central hub through which
everything must pass), a failure or outage in one region or provider does not bring down the
whole internet — traffic can typically be rerouted through alternative paths, similar in principle
to how a mesh topology tolerates individual link failures.

Bai tap luyén tap

Explain why a school might configure its "Student Devices” and "Staff Devices” into separate
VLANSs on the same physical network switches, rather than purchasing entirely separate phys-
ical switches for each group.

Loi giai chi tiet

VLANSs provide the same logical isolation and security benefits as physically separate networks
(student devices cannot directly reach staff-only resources, and broadcast traffic is contained
within each VLAN) without the school needing to install, cable, and maintain two entirely
separate sets of physical switches — a significantly cheaper and simpler solution while still
achieving the desired separation, since any necessary communication between the two VLANSs
can be tightly controlled by routing it through a single router with appropriate security rules.

Bai tap luyén tap

A video-editing workstation prioritises maximum read/write speed for large temporary files
and has robust separate backups elsewhere, so disk redundancy is not a priority. Which RAID
level is most appropriate, and why?

(A) RAID O, for maximum speed with no re- (C) RAID 5, for a balance of speed and redun-
dundancy overhead dancy

(B) RAID 1, for maximum redundancy (D) No RAID; use one disk only
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Loi giai chi tiét
RAID O stripes data across multiple disks with no redundancy, maximising read/write speed
since multiple disks can be accessed in parallel — appropriate here specifically because the

workstation does not need built-in redundancy (it already has separate backups elsewhere)
and prioritises raw performance for large temporary editing files. (A).

Bai tap luyén tap

Explain why RAID 1 (mirroring) does not, by itself, protect against a user accidentally deleting
an important file.

Loi giai chi tiét

RAID 1 protects against physical disk failure by maintaining an identical mirrored copy of data
on a second disk — but it operates below the level of individual files, simply copying whatever
changes are written. If a user deletes a file, that deletion is itself immediately and faithfully
mirrored to the second disk as well, since RAID 1 does not distinguish between a legitimate
write and an accidental deletion — it just replicates whatever change occurs. Genuine pro-
tection against accidental deletion requires a separate backup strategy (Unit 1) with distinct
point-in-time copies, not RAID mirroring alone.

Bai tap luyén tap

A company needs both good fault tolerance (survive one disk failing) and efficient use of stor-
age capacity across 5 disks, and can tolerate slightly more complex hardware. Which RAID
level best fits, and why is it preferred over RAID 1 here?

Loi giai chi tiét

RAID 5 best fits: it can survive the failure of any single disk (reconstructing lost data from
parity information distributed across the remaining disks) while using storage more efficiently
than RAID 1, which sacrifices roughly half of total raw capacity to full mirroring regardless of
how many disks are used. With 5 disks, RAID 5 provides the effective capacity of 4 disks (one

disk’s worth is used for distributed parity) plus single-disk fault tolerance, compared with RAID
1’s much heavier capacity cost for the same number of disks.

Bai tap luyén tap

Explain why QoS is generally unnecessary on a home network with abundant bandwidth rel-
ative to actual usage, but becomes important on a congested office network.

Loi giai chi tiet

QoS solves the problem of deciding which traffic to prioritise when there is not enough bandwidth
for everyone at once — if a home network’s available bandwidth comfortably exceeds everything
the household actually uses simultaneously, every application can already be served promptly
without needing to prioritise any traffic over any other, so QoS provides little practical benefit.
On a congested office network where total demand regularly approaches or exceeds available
bandwidth, some traffic must be delayed during peak usage — QoS ensures that delay falls on
traffic that can tolerate it (e.g. a background transfer) rather than on traffic that cannot (e.g. a
live video call), which matters precisely because congestion is a real, recurring problem in that
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environment.

Bai tap luyén tap

A network administrator configures QoS to give the lowest priority to a particular streaming-
video website during office hours. Explain the likely business reason for this configuration.

Lai giai chi tiét

A likely reason is to ensure that recreational streaming traffic does not compete for band-
width with business-critical applications (e.g. video conferencing with clients, cloud-based
work tools, VolP phone calls) during working hours — by deliberately giving this specific traffic
the lowest priority, the administrator ensures that if bandwidth becomes constrained, stream-
ing video is the first traffic to be slowed down, protecting the responsiveness of applications
the business actually depends on for productive work.

Bai tap luyén tap

Explain the difference between a packet-filtering firewall and a stateful firewall, using the ex-
ample of an internal computer’s web browser awaiting a reply to a page request.

Lai giai chi tiét

A basic packet-filtering firewall examines each packet independently against fixed rules (e.g.
source/destination IP, port) with no memory of prior traffic — it would need an explicit rule
permitting incoming traffic on the relevant port to let the webpage's reply through, which could
also allow any other incoming traffic on that same port, not just genuine replies. A stateful fire-
wall instead remembers that the internal browser itself initiated the specific outgoing request,
and permits only the corresponding incoming reply traffic tied to that exact request through —
any other incoming traffic on the same port that does not match a request the internal network
actually made is still blocked, providing tighter, context-aware security.

Bai tap luyén tap

Explain why blocking all network ports except those explicitly required (e.g. only 80 and 443)
is considered good security practice, using the term "attack surface.”

Loi giai chi tiét

Each open port represents a potential entry point through which an attacker might attempt to
reach a service running on that port, especially if that service has an undiscovered vulnerability
— collectively, all of a system’s open ports and reachable services form its attack surface. By
blocking every port except those genuinely required for permitted services (e.g. 80/443 for
standard web traffic), an organisation minimises the number of potential entry points avail-
able to an attacker, reducing the attack surface as much as possible while still allowing all
legitimately needed functionality to continue working normally.

Bai tap luyén tap

A 320 MB video file must stream smoothly over a connection guaranteeing at least 8 Mbps.
Calculate the minimum time (in seconds) needed to transfer the file, and state one reason
actual playback might still stutter despite this calculation.
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Loi giai chi tiét
File size in bits: 320 x 8 = 2560 Mb. Minimum time = M
8 Mbps

bandwidth calculation, actual playback could still stutter due to jitter — variation in latency that
disrupts the smooth, steady arrival of data needed for real-time playback, even if the average
bandwidth is technically sufficient over the whole transfer.

Bai tap luyén tap

Explain why two computers on the same LAN, both configured with private IP addresses in the
range 192.168.1.x, can communicate directly without needing a router, while communication
with a server on the public internet requires one.

Loi giai chi tiét

Two devices on the same LAN with addresses in the same subnet range can exchange data di-
rectly at the Data Link layer using MAC addresses via a switch, since they are both part of the
same local network segment with no need to cross into a different network. Reaching a server
on the public internet requires leaving the local private network entirely and being routed
across potentially many intermediate networks based on IP address — this inter-network rout-
ing (and the necessary translation of private to public addressing via NAT) is specifically the
role of a router, which a simple switch-connected LAN communication does not need.

= 320 seconds. Despite this
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IB DIPLOMA PROGRAMME . Unit 4

Computational Thinking, Problem-Solving
and Programming

Muc tiéu Unit: Tu duy giai thuat (phan ra, triru twong hod, nhan dién mau); luu d6 & gid ma chuan
IB; bién, kiéu dir liéu, mang 1D/2D va xtr ly chudi; chuong trinh con (tha tuc/ham); cac thuat toan tim
ki€m/sap x€p chuan; dé phirc tap thuat toan (Big-O); kiém thir & bang vét (trace table).

4.1 Computational thinking concepts

Computational thinking is a structured approach to problem-solving that translates a real-world
problem into a form a computer can solve.

Concept Meaning

Decomposition Breaking a complex problem into smaller, more manage-
able sub-problems that can be solved (and tested) inde-
pendently

Abstraction Removing unnecessary detail, keeping only what is rele-
vant to the current problem (e.g. a subway map abstracts
away exact geography)

Pattern recog- Spotting similarities/regularities between problems or

nition within data, so a previously solved technique can be
reused

Algorithm Producing a precise, ordered, finite sequence of steps that

design solves the (decomposed, abstracted) problem

GIAI THICH TIENG VIET
w duy giai thuat gébm 4 tru cot: phan ra (chia bai toan 1&n thanh phan nho), triru tuwong hoa
(bd chi tiét khéng can thiét, gilr lai phan cét 16i), nhan dién miu (tim diém chung véi bai toan
da giai trudc do), thiét ké giai thuat (viét ra chudi budc giadi quyét chinh xac, cé thir tu, hiru
han).

4.2 Flowcharts and IB pseudocode

An algorithm is a precise, finite sequence of steps that solves a problem. IB pseudocode uses
keywords such as input, output, assignment <-, if...then...else...end if, loop...end loop
(counted loop I from...to... or conditional loop while.../loop until...), and array nota-
tion List[i].
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Flowchart: sum numbers entered by the user until the sentinel value —1 is entered.

Vi du mau - Worked example

Pseudocode for the flowchart above:

Total <- 0

input Num

loop while Num <> -1
Total <- Total + Num
input Num

end loop

output Total

GIAI THICH TIENG VIET

Gla ma ki€u IB dung cac tir khod: input, output, gan <-, if...then...else...end if,
loop...end loop. Luu dé (flowchart): hinh bau duc = bat dau/két thic, hinh chir nhat =
xtr ly, hinh thoi = quyét dinh (ré nhanh). Vong I3p cé diéu kién dirng goi la “sentinel value” (gia
tri linh canh), vi du —1 trong bai trén.

4.3 Variables, arrays and string manipulation

A variable is a named storage location holding a value of a particular data type (INTEGER, REAL,
STRING, BOOLEAN, CHAR). A 1D array List[0..N-1] stores a fixed-size, indexed collection of same-

typed values; a 2D array Grid [row] [col] models a table/grid, useful for representing spreadsheets,
game boards, or matrices.

Common string operations: LENGTH(S) (number of charactersin S); LEFT(S, n) (firstn charac-
ters); RIGHT (S, n) (last n characters); MID(S, start, n) (n characters beginning at position
start); concatenation with +. IB pseudocode indexes strings and arrays starting from 0 unless
the question states otherwise — always check the question’s convention.
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Vi du miu - Worked example

Trace the pseudocode below for Word = "COMPUTER" (0-indexed):

Count <- 0
loop I from O to LENGTH(Word) - 1
if MID(Word, I, 1) = "0" then
Count <- Count + 1
end if
end loop
output Count

"COMPUTER" has 8 characters (indices 0-7): C(0) O(1) M(2) P(3) U(4) T(5) E(6) R(7). The letter 0
occurs at index 1 only, so Count increases from O to 1 exactly once. Output: 1.

Vi du miu - Worked example

Trace this pseudocode for a 2D grid Grid[0..1][0..2] = {{4,7,2},{9,1,6}}:

Total <- 0
loop R from O to 1
loop C from O to 2
Total <- Total + Grid[R] [C]
end loop
end loop
output Total

Row 0: 4 +7+2 =13. Row 1: 9 + 1 + 6 = 16. Running total after both rows: 13 + 16 = 29.
Output: 29 (this pattern — a loop nested inside another — visits every cell of a 2D grid exactly
once).

. GIAI THICH TIENG VIET

Mang (array) lwvu mot day gia tri cing kiéu, truy cap qua chi s6; mang 2 chiéu Grid [row] [col]
biéu dién dang bang/ludi. Xir ly chudi: LENGTH (d6 dai), LEFT/RIGHT/MID (cat chudi con), ndi
chudi bang +. Luén kiém tra chi s& bat dau tir O hay 1 tuy dé bai — day 1a 16i bay phd bién
(off-by-one error).

4.4 Subroutines: procedures and functions

A subroutine is a named, reusable block of code that can be called from elsewhere in a program,
avoiding repeated code and improving readability. A procedure performs an action but does not
return a value; a function performs a computation and returns a value to the caller. Parameters let
a subroutine receive input values each time it is called.

A variable’s scope is the region of a program where it can be accessed. A local variable, declared
inside a subroutine, exists only during that call and cannot be accessed from outside it. A
global variable is accessible throughout the whole program. Overusing global variables makes
programs harder to debug (any subroutine could change them unexpectedly) — good practice
favours passing values explicitly as parameters instead.
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Vi du miu - Worked example

Write a function IsEven that takes an integer parameter and returns TRUE if it is even, FALSE
otherwise; then show it being called.

method IsEven(N)
if N MOD 2 = O then
return TRUE
else
return FALSE
end if
end method

output IsEven(14) // outputs TRUE
output IsEven(7) // outputs FALSE

14 MOD 2 = 0, so IsEven(14) returns TRUE.7 MOD 2 = 1, so IsEven(7) returns FALSE.

GIAI THICH TIENG VIET

huong trinh con: khaéi Iénh cé tén, tai sir dung dugc. Thu tuc (procedure): thuc hién hanh
dong, KHONG tra vé gia tri. Ham (function): tinh toan va TRA VE mét gia tri. Tham sé (pa-
rameter): gia tri dau vao méi Ian goi. Pham vi bién (scope): bién cuc bo (local) chi ton tai trong
chuong trinh con; bién toan cuc (global) dung dugc khap chuwong trinh nhung nén han ché dé
deé g& loi.

4.5 Standard searching algorithms

Linear search checks every element in order until the target is found (or the list ends) — works on
unsorted data. Binary search repeatedly halves a sorted array by comparing the target to the middle
element — much faster on large data, but requires the data to already be sorted.

Vi du m3u - Worked example

Trace a linear search for Target = 40in [12, 7, 40, 3, 18] (indices 0-4).

Index <- 0
Found <- FALSE
loop while Index < 5 AND Found = FALSE
if List[Index] = Target then
Found <- TRUE
else
Index <- Index + 1
end if
end loop

Index O: 12 # 40; Index 1: 7 # 40; Index 2: 40 = 40 — Found <- TRUE, loop stops. The target
is located at index 2 after 3 comparisons.

Thay Twdng 0332747 169 - Cb6 Nancy 0983422 692 IB Diploma Programme Computer Science - Trang 86



859359 Chuyén luyén thi IELTS/SAT — AP /IB/ A-levels

Vi du miu - Worked example

Trace a binary search for Target = 23inthe sorted array [2, 7, 12, 18, 23, 31, 40, 55]
(indices 0-7).
Step Low, High Mid (index, value) Comparison

1 0,7 3,18 18 < 23 = search right half Found in 3 comparisons
2 4,7 5,31 31 > 23 = search left half
3 4 4 4, 23 Match found at index 4

instead of up to 8 for linear search. (Mid index computed as | (Low + High)/2| at each step.)

GIAI THICH TIENG VIET
Tim kiém tuyén tinh (linear search): duyét tirng phan tlr, dung dugc véi dir liéu chua sap xép,
dé phirc tap O(n). Tim ki€m nhi phan (binary search): yéu cau dir liéu da sap x€p, so sanh véi
phan t{r gitra roi loai bé mét nira méi [an, do phirc tap O(log n) — nhanh hon nhiéu véi dir liéu
I&n.

4.6 Standard sorting algorithms

Bubble sort repeatedly steps through the list, swapping adjacent elements that are out of order,
until a full pass makes no swaps. Insertion sort builds a sorted section at the start of the list one
element at a time, inserting each new element into its correct position among those already
sorted.

Vi du mau - Worked example

Bubble sort pseudocode and a full trace of [5, 2, 4, 1]:

loop I from O to N - 2
loop J from O to N - 2 - I
if List[J] > List[J + 1] then
Temp <- List[J]
List[J] <- List[J + 1]
List[J + 1] <- Temp
end if
end loop
end loop

N = 4. Pass 1 (I =0, J from O to 2): compare (5,2) — swap — [2,5,4, 1]; compare (5,4) —
swap — [2,4,5,1]; compare (5,1) — swap — [2,4,1,5]. Pass 2 (I = 1, J from O to 1): compare
(2,4) no swap; compare (4,1) — swap — [2,1,4,5]. Pass 3 (I = 2, J = 0): compare (2,1) —
swap — [1,2,4,5]. List is now fully sorted: [1, 2, 4, 5].

Vi du mau - Worked example

Insertion sort pseudocode and a trace of [9, 4, 6, 2]:

loop I from 1 to N - 1
Key <- List[I]
J<-I-1
loop while J >= O AND List[J] > Key
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List[J + 1] <- List[J]
J<-J-1
end loop
List[J + 1] <- Key
end loop

I = 1: Key= 4; compare with 9 > 4, shift: [9,9, 6, 2] — place Key at index O: [4,9,6,2]. I = 2:
Key= 6; compare with 9 > 6, shift: [4,9,9,2] — compare with 4: not > 6, stop; place Key at
index 1: [4,6,9,2]. I = 3: Key= 2; compare 9 > 2 shift, 6 > 2 shift, 4 > 2 shift: [4,4,6,9] —
place Key at index O: [2,4, 6, 9]. Fully sorted: [2, 4, 6, 9].

. GIAI THICH TIENG VIET

Bubble sort: so sanh va déi chd cac phan tir lién ké nhiéu luot cho dén khi khéng con déi chd
nao — dé phurc tap O(n?). Insertion sort: xay dung phan da sap xép tir dau danh sach, chén
tirng phan tlr méi vao duing vi tri — cling O(n?) trong trudng hop xau nhat nhung nhanh hon
thuc t€ vai dir liéu gan nhu da sap xép.

4.7 Algorithmic efficiency and Big-O notation

Big-O describes how an algorithm’s running time (or space use) grows as input size n grows, ignoring
constant factors — it measures scalability, not raw speed on one specific machine.

O(1 constant array index access

O(logn) logarithmic  binary search

O(n) linear linear search, single loop over n items

O(nlogn) log-linear efficient sorts (merge sort, quicksort average case)
O(n?) quadratic ~ bubble sort, insertion sort, nested loop over n items

Vi du mau - Worked example

Explain why a single loop that visits every element of an array once is O(n), but a loop nested
inside another loop over the same n elements is O(n?).

A single loop performs one operation for each of the n elements: total work is proportional
to n, i.e. O(n). A nested loop performs the inner loop’s n operations for every one of the n
iterations of the outer loop: total work is proportional to n x n = n?, i.e. O(n?) — this is
exactly the structure of bubble sort’s two nested loops, which is why it is quadratic.

(') L6i thuwong gap: Two sequential (not nested) loops, each visiting all n elements, give n+n =
2n total operations. Big-O drops constant multipliers, so this remains O(n), not O(n?) — only
nested loops over the same data produce quadratic complexity. Students often mistakenly
assume "two loops” automatically means O(n?).

GIAI THICH TIENG VIET

Big-O mé ta téc do tang cla thai gian chay khi kich thudc dir liéu n ting, KHONG phai thoi
gian chay thurc té trén mot may cu thé. Vong I1ap don — O(n); vong 13p 16ng nhau (2 tang) trén
cuing n phan tir — O(n2); hai vong 13p NOI TIEP (khéng [6ng) — van O(n); tim kiém nhi phan
(chia déi lién tuc) — O(logn).
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4.8 Validation, verification and trace tables

Validation is an automatic check applied to data as it is entered, testing whether it is reasonable/-
plausible according to a rule (e.g. range check, presence check, type check, length check, format
check). Validation cannot guarantee data is correct, only that it is plausible — a verification check
(e.g. double entry, visual proofreading) is needed to catch data that is valid in form but wrong in fact.

A trace table systematically records the value of every relevant variable after each step/itera-
tion of an algorithm, used to manually verify an algorithm’s logic or to debug it. Columns are
usually the loop/step counter plus one column per variable.

Vi du m3u - Worked example

Complete a trace table for the following pseudocode with input list [3, 8, 1, 9, 4]:

Max <- List[O]
loop I from 1 to 4
if List[I] > Max then
Max <- List[I]

end if

end loop

output Max
I List[I] Max (after check)
— — 3 (initial)
1 8 8
2 1 8
3 9 9
4 4 9

Final output: 9 (the largest value in the list).

- GIAI THICH TIENG VIET
Kiém tra hop |é (validation): kiém tra tu dong khi nhap dir liéu (kiém tra pham vi, ki€u, do
dai, dinh dang) — chi dam bao dir liéu HOP LY, khéng dam bao DUNG. Kiém tra xac nhan
(verification): xac nhan dir liéu ding véi thuc té (nhap hai [an, kiém tra bang mat). Bang vét
(trace table): ghi lai gia tri tirng bién sau méi budc dé kiém tra logic thuat toan hodc g& 16i.

GIAI THICH TIENG VIET

On tap nhanh Unit 4: (1) 4 tru cot tu duy giai thuat: phan ra, triru tugng hod, nhan dién mau,
thiét ké giai thuat; (2) gid ma IB diing <-, if...end if, loop...end loop; (3) ham tra vé gia
tri, thu tuc thi khéng; (4) linear search O(n) vs binary search O(logn) (yéu cau dir liéu da sap
x€p); (5) bubble/insertion sort déu O(n?); (6) vong lap l6ng nhau — O(n?), vong lap ndi tiép
van O(n); (7) validation kiém tra hop ly, verification kiém tra dang thuc té; (8) luén kiém tra
chi s6 mang b3t dau tir O hay 1.

4.9 Merge sort: a divide-and-conquer algorithm

Merge sort is a more efficient sorting algorithm than bubble/insertion sort, based on the divide-and-
conquer strategy: recursively split the list in half until each piece has one element (trivially sorted),
then repeatedly merge pairs of sorted pieces back together into larger sorted pieces.
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Divide-and-conquer solves a problem by: (1) dividing it into smaller sub-problems of the same
type; (2) conquering each sub-problem (often recursively, down to a trivial base case); (3) com-
bining the sub-solutions into a solution for the original problem. Merge sort’s combine step
(merging two already-sorted lists into one sorted list) takes O(n) time at each level, and there

are O(logn) levels of splitting, giving an overall complexity of O(nlogn) — significantly better
than bubble/insertion sort’s O(n?) for large n.

Vi du mau - Worked example

Trace merge sort dividing and merging [38, 27, 43, 10].

Divide: [38,27,43,10] — [38,27] and [43,10] — further divide: [38],[27] and [43],[10] (each a
single element, trivially sorted). Merge level 1: merge [38] and [27] by comparing front ele-
ments: 27 < 38, so take 27 first, then 38: [27,38]. Merge [43] and [10]: 10 < 43, so [10, 43].
Merge level 2: merge [27, 38] and [10, 43]: compare fronts 27 vs 10: take 10; compare 27 vs 43:

take 27; compare 38 vs 43: take 38; only 43 remains: take 43. Result: [10, 27, 38, 43] —
fully sorted.

. GIAI THICH TIENG VIET

Merge sort: chién lugc chia d€ tri — chia danh sach lam déi lién tuc dén khi méi phan chi con
1 phan tw, réi trén (merge) tirng cip danh sach da sap xép lai v6i nhau. D6 phirc tap O(n log n)
— nhanh hon nhiéu so véi bubble/insertion sort O(n?) khi n 1&n, nhé ciu tric chia-va-tron
hiéu qua.

4.10 Complex conditionals and logical operators

IB pseudocode combines conditions using AND, OR, and NOT, following standard Boolean logic (Unit
2). Complex nested if statements let a program branch based on multiple combined conditions.

Vi du mau - Worked example

Trace this pseudocode, which classifies a triangle by its three side lengths 4, B, C, for A=5, B=5,
C=5b:

if A =B AND B = C then
output "Equilateral"

else if A=B ORB =CO0R A =C then
output "Isosceles"

else
output "Scalene"

end if

With A = 5,B = 5,C = 5: the first condition A = B AND B = C evaluates 5=5 AND
5=5, both true, so the whole AND expression is TRUE. The first branch executes, outputting

"Equilateral"; the remaining else if/else branches are skipped entirely once a matching
branch has run.

(1) L6i thuong gap: In a chain of if...else if...else if...else, only the first branch
whose condition is true ever executes — order matters. Placing a more general condition be-
fore a more specific one can silently prevent the specific case from ever being reached; always
check conditions from most specific to most general when they overlap.
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GIAI THICH TIENG VIET

Gia ma IB két hop diéu kién bang AND, OR, NOT theo logic Boole. Trong chudi if...else
if...else, CHI nhanh diéu kien DUNG DAU TIEN duoc thuc thi — th& tu rat quan trong,
dat diéu kién téng quat trudc diéu kién cu thé co thé khi€n nhanh cu thé khéng bao gio duoc
chay téi.

4.11 String algorithms

Beyond basic LEFT/RIGHT/MID, several standard algorithms operate on strings by processing them
character by character.

Vi du mau - Worked example

Write pseudocode to check whether a string Word is a palindrome (reads the same forwards
and backwards), and trace it for Word = "LEVEL".

IsPalindrome <- TRUE
Left <- 0
Right <- LENGTH(Word) - 1
loop while Left < Right
if MID(Word, Left, 1) <> MID(Word, Right, 1) then
IsPalindrome <- FALSE
end if
Left <- Left + 1
Right <- Right - 1
end loop
output IsPalindrome

"LEVEL" has length 5 (indices 0-4): L(O) E(1) V(2) E(3) L(4). Left=0,Right=4: compare L,L —
match. Left=1,Right=3: compare E,E — match. Left=2,Right=2: loop condition Left < Right
is now false (2 < 2 is false), loop ends. IsPalindrome remained TRUE throughout: output TRUE
— correctly identifying "LEVEL" as a palindrome.

Vi du miu - Worked example

Write pseudocode to reverse a string Word character by character, building a new string
Reversed, and trace it for Word = "CAT".

Reversed <- ""

loop I from LENGTH(Word) - 1 to O step -1
Reversed <- Reversed + MID(Word, I, 1)

end loop

output Reversed

"CAT" has indices C(0) A(1) T(2), length 3. I = 2: Reversed ="" + "T" ="T". I = 1: Reversed
="T" 4+ A" ="TA". I = 0: Reversed = "TA” + "C” = "TAC". Output: "TAC" — the reverse of
"CAT".

. GIAI THICH TIENG VIET

Kiém tra d6i xirng (palindrome): so sanh ky tu dau va cudi, tién dan vao giira. Dao chudi:
duyét tir ky tu cudi vé dau, ndi tirng ky tu vao chudi két qua. Day la cac thuat toan xuir ly chudi
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I kinh dién thudng xuat hién trong dé thi lap trinh.

4.12 2D array algorithms

Beyond simple summation, 2D arrays support richer algorithms that process rows, columns, or the
whole grid in specific patterns.

Vi du mau - Worked example

A 3 x 3 grid Matrix[0..2]1[0..2] = {{1,2,3},{4,5,6},{7,8,9}} must be transposed (rows
become columns) into a new grid Result. Write pseudocode and trace it.

loop R from O to 2
loop C from O to 2
Result [C] [R] <- Matrix[R] [C]
end loop
end loop

Tracing: R=0: C=0: Result[0][0]=1; C=1: Result[1][0]=2; C=2: Result[2][0]=3. R=1:
Result[0][1]=4; Result[1][1]=b; Result[2][1]=6. R=2: Result|0][2]=7; Result[1][2]=8;
Result[2][2]=9. Final Result = {{1,4,7},{2,5,8}, {3,6,9}} — each original row has become a
column, the definition of a matrix transpose.

Vi du m3u - Worked example

Write pseudocode to find the row with the largest row-total in a 2D array
Grid[0..R-1]1[0..C-1], and trace it for Grid = {{2,2,2},{9,1,1},{4,4,4}} (3 rows, 3
columns).

BestRow <- 0
BestTotal <- O
loop Row from O to R - 1
RowTotal <- O
loop Col from 0 to C - 1
RowTotal <- RowTotal + Grid[Row] [Col]
end loop
if RowTotal > BestTotal then
BestTotal <- RowTotal
BestRow <- Row
end if
end loop
output BestRow

RowOtotal: 2+2+2 =6 > 0,50BestTotal <- 6, BestRow <- 0. Row1ltotal: 9+1+1=
11 > 6,s0BestTotal <- 11, BestRow <- 1. Row2total: 44444 =12 > 11, so BestTotal
<- 12, BestRow <- 2. Output: 2 (row index 2 has the largest total, 12).

GIAI THICH TIENG VIET
Chuyén vi ma tran (transpose): hang thanh cot, dung vong 13p 16ng nhau Result [C] [R] <-
Matrix [R] [C]. Tim hang/cdt cé téng I&n nhat: tinh tdng tirng hang trong vong 13p trong, so
sanh véi gia tri I6n nhat da luu, cAp nhat néu tim thay gia tri I16n hon — mau thuat toan “theo
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I doi gia tri tot nhat” (best-so-far) rat phé bién.

4.13 Constructing a systematic test plan for an algorithm

Just as Unit 1 introduced normal/boundary/erroneous data for testing whole systems, individual
algorithms should be tested systematically against a deliberately chosen set of cases before being
trusted.

A good algorithm test plan includes: (1) a typical/normal case with ordinary input; (2) boundary
cases (e.g. an empty list, a list of exactly one element, the target being the first or last element);
(3) cases exercising every distinct logical branch (e.g. for a search algorithm: target present,
and target absent); (4) cases that could expose classic bugs (e.g. duplicate values, all-identical
values, already-sorted or reverse-sorted input for a sorting algorithm).

Vi du m3u - Worked example

Design a test plan (a list of test cases with expected outputs, not full traces) for the Max-finding
algorithm from Unit 4’s trace-table example (which outputs the largest value in a list).

Test case Expected output / purpose
[3, 8, 1, 9, 4] (normal 9 — typical mixed values
case)

[5] (single element, bound- 5 — smallest possible valid list
ary)

[-2, -8, -1] (allnegative) -1 — checks the algorithm does not
wrongly assume O is a safe starting value

[7, 7, 71 (all identical) 7 — checks ties are handled without er-
ror

[1, 2, 3, 4, 5] (already 5 — maximum correctly found even at

ascending) the very end

Systematically covering these five cases would catch, for example, the classic "initialise Max to
0" bugidentified earlier in this chapter, since the all-negative case would expose it immediately.

GIAI THICH TIENG VIET
K& hoach ki€ém thir thuat toan nén bao gom: trudng hop binh thudng, trudng hop bién (danh
sach réng/1 phan tr), cac nhanh logic khac nhau (fim thay/khéng tim thay), va cac trudng hop
dé gay 16i kinh dién (gia tri trung |3p, toan gia tri am, dir liéu da s3p x&p san). Kiém thir c6 hé
théng gitp phat hién 16i nhu “khéi tao Max bang 0” da néu truwdc dé trong chuong nay.

4.14 Selection sort

Selection sort repeatedly finds the smallest remaining unsorted element and swaps it into its correct
sorted position, growing a sorted section from the front of the list one element at a time.

Vi du miu - Worked example

Selection sort pseudocode and a full trace of [29, 10, 14, 37]:

loop I from O to N - 2
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MinIndex <- I
loop J from I + 1 to N - 1
if List[J] < List[MinIndex] then
MinIndex <- J
end if
end loop
Temp <- List[I]
List[I] <- List[MinIndex]
List [MinIndex] <- Temp
end loop

I = 0: scanindices 1-3 for the smallest: 10 < 29 (MinIndex—1), 14 not< 10, 37 not< 10. Swap
index 0 and 1: [10,29,14,37]. I = 1: scan indices 2-3: 14 < 29 (MinIlndex—2), 37 not< 14.
Swap index 1 and 2: [10,14,29,37]. I = 2: scan index 3: 37 not< 29. No swap needed:
[10, 14,29, 37]. Fully sorted: [10, 14, 29, 37].

Selection sort always performs exactly the same number of comparisons regardless of the in-
put’s initial order (it always fully scans the remaining unsorted section each pass), giving O(n?)
in the best, average, and worst case alike. This differs from bubble sort (which can exit early
if a pass makes no swaps) and insertion sort (whose inner loop can exit early for nearly-sorted
data) — selection sort’s number of swaps, however, is much lower than bubble sort’s (at most
one swap per outer-loop pass, rather than potentially many), which can matter when swapping
large data records is expensive.

GIAI THICH TIENG VIET
[ VN ]

Selection sort: m&i luot tim phan t&r NHO NHAT trong phan chua s3p x&p roi dua vao ding vi
tri dau phan chua sap — xay dung phan da sap xép tir dau danh sach. Luén thuc hién CUNG
s6 lan so sanh bat ké dir liéu dau vao (O(n?) moi trudng hop), nhung s6 an DOI CHO (swap)
it hon nhiéu so v&i bubble sort — cé loi khi viéc d8i ché ban ghi I6n tén kém.

4.15 Modular design: a worked multi-function program

Modular design decomposes a program into independent subroutines, each handling one clear re-
sponsibility, then composes them together to solve the overall problem — directly applying compu-
tational thinking’s decomposition principle (Unit 4, earlier) to actual code structure.

Vi du miu - Worked example

Design a modular program to compute the average of only the passing scores (score > 50) in a
list, using separate subroutines for filtering and averaging.

method FilterPassing(Scores)
Passing <- []
loop I from O to LENGTH(Scores) - 1
if Scores[I] >= 50 then
Passing <- Passing + [Scores[I]]
end if
end loop
return Passing
end method
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method CalculateAverage(List)
Total <- 0
loop I from O to LENGTH(List) - 1
Total <- Total + List[I]
end loop
return Total / LENGTH(List)
end method

Scores <- [45, 62, 78, 30, 91, 55]
PassingScores <- FilterPassing(Scores)
output CalculateAverage(PassingScores)

FilterPassing returns [62, 78, 91, 55] (excluding 45 and 30, both below 50).
CalculateAverage then computes (62 + 78 + 91 + 55)/4 = 286/4 = 71.5. Output: 71.5.
Each subroutine can be independently tested (e.g. testing FilterPassing alone with a list of
all-failing scores, expecting an empty result) before combining them — a key benefit of modular
design highlighted already in Unit 1’s discussion of unit testing.

. GIAI THICH TIENG VIET

Thiét k& module hoa: chia chuong trinh thanh cac chuong trinh con déc 1ap, méi cai ddm nhan
mot trach nhiém rd rang, roi két hop lai d€ giai quyét bai toan téng thé — ap dung truc tiép
nguyén tac phan ra vao ciu tric ma ngudn thuc té. Mbi chuong trinh con cé thé dugc kiém
thir DOC LAP truére khi két hop — day 1a loi ich cot 16i lién hé véi kiém thir don vi (unit testing)
da hoc & Unit 1.

4.16 Understanding exam command words

IB CS exam questions use specific command words that indicate precisely how much detail and
what type of response is required — misreading the command word is a common, entirely avoidable
source of lost marks.

Command What is required
word

State/Identify A brief answer with no explanation required (e.g. naming an
algorithm, a value, a term)

Describe Give a detailed account, in words, of a process/structure/si-
tuation (no justification needed)

Explain Give a detailed account including reasons or causes — "de-
scribe and justify why”

Compare Give the similarities and differences between two or more
things

Distinguish Focus specifically on the differences between two things

Evaluate Weigh up strengths and weaknesses to reach a balanced,
justified conclusion

Outline Give a brief account of the main points, without going into

full explanatory detail
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Vi du miu - Worked example

A question asks "Explain why binary search is more efficient than linear search for large sorted
datasets.” Contrast a response that would only satisfy "Describe” with one that fully satisfies
"Explain.”

A Describe-level response might state: "Binary search repeatedly checks the middle element
and eliminates half the remaining list each time, while linear search checks each element in
turn” — this describes what each algorithm does, but does not yet address why one is more ef-
ficient. A full Explain-level response must additionally give the reason: "...because eliminating
half the remaining data at each step means the number of comparisons grows only logarith-
mically (O(logn)) with the dataset size, whereas linear search’s comparisons grow directly in
proportion to the dataset size (O(n)) — so for large n, binary search requires dramatically fewer
comparisons.” Only this second version connects the described behaviour to the underlying
reason it results in better efficiency, which is what "Explain” specifically requires.

GIAI THICH TIENG VIET

ac tir khod Iénh (command words) trong dé thi IB CS quyét dinh mirc d6 chi ti€t can viét:
State/ldentify (néu ngan gon, khéng can giai thich), Describe (md t3 chi tiét, khéng can ly do),
Explain (md ta VA giai thich LY DO/NGUYEN NHAN), Compare (néu ca diém gidng VA khac),
Distinguish (tap trung vao diém KHAC), Evaluate (can nhic vu/nhugc diém dé dua ra két luan
c6 co s6). Doc sai tir khoa lénh 13 nguyén nhan phé bién va hoan toan cé thé tranh duoc khi
bi mat diém.

4.17 Practice

Bai tap luyén tap

An array of 1000 sorted elements is searched using binary search. Approximately how many
comparisons are needed in the worst case? (219 = 1024.)

(A) 10 (C) 500
(B) 100 (D) 1000

Lai giai chi tiét

Binary search is O(log, n). Since 2'° = 1024 > 1000, at most 10 comparisons are needed in
the worst case. (A).

Bai tap luyén tap

Trace this pseudocode and state the final output.

Result <- 1

loop K from 1 to 4
Result <- Result * K

end loop

output Result
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ENGLISH

Loi giai chi tiét
K=1:Result=1x1=1. K =2:Result=1x2=2. K =3: Result=2x3=6. K = 4:
Result = 6 x 4 = 24. Final output: 24 (this computes 4! = 24).

Bai tap luyén tap

Which algorithm is more appropriate for searching an unsorted list of 50 unique names for a
match, and what is its time complexity?

(A) Binary search, O(logn) (C) Bubble sort, O(n?)
(B) Linear search, O(n) (D) Binary search, O(n)

Loi giai chi tiét
Binary search requires sorted data; the list is unsorted, so linear search must be used, checking
each element in turn: O(n). (B).

Bai tap luyén tap

Rewrite the following buggy pseudocode, which should output the largest value in
List[0..N-1], and explain the bug.

Max <- 0O
loop I from O to N - 1
if List[I] > Max then
Max <- List[I]
end if
end loop
output Max

Loi giai chi tiét

Bug: initialising Max <- 0 fails if every value in the list is negative (the true maximum would
never replace 0). Fix: initialise Max to the first element instead:

Max <- List[0]
loop I from 1 to N - 1
if List[I] > Max then
Max <- List[I]
end if
end loop
output Max

Bai tap luyén tap

A single loop that visits every element of an array once is O(n). What is the complexity of two
consecutive (not nested) loops, each visiting every element once?

(A) O(n?) (C) O(logn)
(B) O(2n), which simplifies to O(n) (D) O(1)
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Loi giai chi tiét

Two sequential loops give n + n = 2n operations — Big-O drops constant factors, so this is still
O(n), not O(n?) (which requires nested loops). (B).

Bai tap luyén tap

Trace the following pseudocode for Word = "PYTHON" and state the output.

Result <- ""
loop I from O to LENGTH(Word) - 1
Letter <- MID(Word, I, 1)
if Letter = "0O" then
Result <- Result + "O"
else
Result <- Result + Letter
end if
end loop
output Result

Loi gidi chi tiét
"PYTHON" has letters P-Y-T-H-O-N. Every letter is copied unchanged except 0 (index 4), which
is replaced by "0" (zero). Result built up: P, PY, PYT, PYTH, PYTHO, PYTHON. Output:

"PYTHON".

Bai tap luyén tap

Trace bubble sort’s first full passonlyon [6, 1, 3, 9, 2], showingthe array after each swap.

Loi giai chi tiét

Compare (6,1): swap — [1,6,3,9,2]. Compare (6,3): swap — [1,3,6,9,2]. Compare (6,9):
no swap. Compare (9,2): swap — [1,3,6,2,9]. After pass 1: [1, 3, 6, 2, 9] — note the
largest value, 9, has correctly "bubbled” to its final position at the end of the list, as expected
after one full pass.

Bai tap luyén tap

Write a function Square that takes one numeric parameter and returns its square, then trace
output Square(5) + Square(3).

L& giai chi tiét
method Square (N)
return N *x N

end method

Square(5) returns 25; Square(3) returns 9. output Square(5) + Square(3) evaluates to
2549 = 34.
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Bai tap luyén tap

An input field for "month of birth” only accepts integers 1-12. Name the type of validation
check this requires, and give a valid piece of erroneous test data.

Loi giai chi tiét

This requires a range check (confirming the value falls within an acceptable numeric range).
Erroneous test data: a non-numeric value such as "May", or an out-of-range integer such as
13 or 0 (boundary-erroneous), should both be rejected by the validation.

Bai tap luyén tap

Explain why validation alone cannot guarantee that a user’s entered date of birth is actually
correct, using an example.

Lai giai chi tiét

Validation only checks that data is plausible in form (e.g. a valid calendar date, within a sensible
range), not that it is factually true. For example, a user could validly enter 01/01/2000 as their
date of birth — this passes every format and range check — even if their real birth date is
different; only independent verification (e.g. checking against an official ID document) could
catch this kind of error, since it looks perfectly valid in form.

Bai tap luyén tap

Trace this pseudocode for List = [10, 20, 30] and Grid is not used; identify what the al-
gorithm computes.

Count <- 0

Sum <- 0

loop I from O to LENGTH(List) - 1
Sum <- Sum + List[I]
Count <- Count + 1

end loop

Average <- Sum / Count

output Average

Lai giai chi tiét

= 0: Sum= 10, Count= 1. I = 1: Sum= 30, Count= 2. I = 2: Sum= 60, Count= 3. Average
= 60/3 = 20. The algorithm computes the arithmetic mean of the list, output: 20.

Bai tap luyén tap

Explain, using decomposition, how you would approach designing a program that manages a
school’s exam timetable (rooms, times, invigilators, no student clashes).

Loi giai chi tiet

-

Decomposition breaks the overall problem into independent, more manageable sub-problems,
such as: (1) collecting the list of exams and enrolled students for each; (2) assigning rooms

Thay Twdng 0332747 169 - Cb6 Nancy 0983422 692 IB Diploma Programme Computer Science - Trang 99



8020 Chuyén luyén thi IELTS/SAT — AP /IB/ A-levels

ENGLISH

based on capacity; (3) assigning time slots so no student has two exams simultaneously; (4)
assigning invigilators to each room/slot without double-booking staff; (5) validating the final
timetable for any remaining clashes. Each sub-problem can be designed, coded, and tested
largely independently before being combined, which is far more manageable than attempting
to solve the entire timetabling problem as one single, monolithic algorithm.

Bai tap luyén tap

Trace a linear search for Target = 99 in [4, 15, 8, 23] (indices 0-3) and state how many
comparisons are made before the search concludes the value is absent.

Loi giai chi tiét

Index O: 4 # 99. Index 1: 15 # 99. Index 2: 8 # 99. Index 3: 23 # 99. All 4 elements checked
with no match; the search concludes 99 is not present after 4 comparisons (the worst case for
linear search on a list of n = 4 elements is exactly n comparisons).

Bai tap luyén tap

Explain why binary search cannot be correctly applied to the unsorted list [15, 3, 42, 8,
27] without first sorting it, using one concrete failed step as evidence.

Loi giai chi tiét

Binary search assumes that if the middle element is greater than the target, the target (if
present) must lie in the left half, and vice versa — this assumption only holds if the array is
sorted. In [15, 3, 42, 8, 271, searching for Target = 8: the middle element (index 2) is
42, which is greater than 8, so binary search would incorrectly discard the right half and search
only [15, 3] — but the actual target, 8, is in the discarded right half. The search would incor-
rectly report the value as absent.

Bai tap luyén tap

A program declares a variable Total inside a function CalculateSum, and a completely sep-
arate variable also named Total outside all functions (global scope). Explain what happens
when CalculateSum modifies its own Total.

Loi giai chi tiét

Because Total inside CalculateSum is a local variable, it exists only within that function’s
scope and is entirely distinct from the global Total declared outside — even though they
share the same name. Modifying the local Total inside the function has no effect whatsoever

on the global Total; each is a separate storage location, and the local one ceases to exist once
the function call ends.

Bai tap luyén tap

Insertion sort is often preferred over bubble sort for data that is "almost sorted already.” Explain
why, referencing what each algorithm does when it encounters elements already in order.
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ENGLISH

Loi giai chi tiét

Insertion sort’s inner loop only shifts elements while they are strictly greater than the current
key — if a section of the list is already sorted, the inner loop for those elements exits almost
immediately (very few comparisons/shifts), making the algorithm run close to O(n) in the best
case (nearly sorted input). Bubble sort, in its simplest form, always performs a fixed number
of nested-loop comparisons regardless of how sorted the data already is (unless an early-exit

"no swaps made” flag is added), so it does not automatically benefit from data being nearly
sorted in the same way.

Bai tap luyén tap

A 2D array Seating[0..2] [0..3] represents a small cinema (3 rows, 4 seats each) where 1
means occupied and 0 means free. Write pseudocode to count the number of free seats.

Loi giai chi tiét
FreeCount <- 0
loop R from O to 2
loop C from O to 3
if Seating[R][C] = O then
FreeCount <- FreeCount + 1
end if
end loop
end loop
output FreeCount

The nested loop visits every one of the 3 x 4 = 12 seats exactly once, incrementing FreeCount
for each seat marked free (0).

Bai tap luyén tap

Explain the difference between a presence check and a format check, giving one example field
for each.

Lai giai chi tiét

A presence check simply confirms that a required field has not been left empty (e.g. an "Email
address” field on a registration form must not be blank). A format check confirms that entered
data follows a specific expected pattern/structure regardless of whether it is present (e.g. an
email field must contain an @ symbol and a domain, such as name@example. com, not just any
non-empty text).

Bai tap luyén tap

Insertion sortisrun on [5, 5, 5, 5] (all equal values). State how many swaps/shifts occur
during the whole sort, and explain why.

Lo gidi chi tiét

Zero shifts occur. Insertion sort’s inner loop only shifts an element when the previous element
is strictly greater than (>) the current key; since every value is equal, the condition List [J] >
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Key is never true for any comparison, so the inner loop exits immediately at every step of the
outer loop — the array is confirmed already in order without a single element needing to move.

Bai tap luyén tap

Explain, with reference to Big-O notation, why an algorithm that is O(n?) can still run faster
in practice than an O(nlogn) algorithm for small input sizes, even though Big-O predicts the
opposite for large n.

Loi giai chi tiét

Big-O describes the growth rate of running time as n becomes large, ignoring constant factors
and lower-order terms — but for small n, those ignored constants can dominate. An O(n?) algo-
rithm with very small constant overhead (e.g. simple operations, no extra memory allocation)
may outperform an O(n logn) algorithm that has larger constant overhead (e.g. the overhead
of recursive calls or merging in merge sort) when n is small enough that »? has not yet grown
large relative to n log n. As n increases beyond some crossover point, the O(n log n) algorithm
will always eventually become faster, which is exactly what Big-O guarantees for sufficiently
large n.

Bai tap luyén tap

Trace merge sort’s divide and merge steps for [8, 3, 5, 11, showing the final sorted result.

j Loi gidi chi tiét
Divide: [8,3,5,1] — [8,3] and [5, 1] — further: [8], [3] and [5], [1]. Merge level 1: merge [8] and
[3]: 3 < 8,50 3,8]. Merge [5] and [1]: 1 < 5, so [1,5]. Merge level 2: merge [3, 8] and [1, 5]:
compare 3 vs 1: take 1; compare 3 vs 5: take 3; compare 8 vs 5: take 5; only 8 remains: take 8.
Result: [1, 3, 5, 8].

Bai tap luyén tap
Explain why merge sort’s O(nlogn) complexity makes it a better choice than bubble sort’s
O(n?) for sorting one million records, using approximate operation counts.

Loi giai chi tiet

For n = 1,000,000: bubble sort’s O(n?) requires roughly n? = 10'? (one trillion) operations in
the worst case. Merge sort’s O(n logn) requires roughly n log, n ~ 1,000,000 x 20 = 2 x 107
(twenty million) operations, since log,(1,000,000) ~ 20. Merge sort therefore needs roughly
50,000 times fewer operations for this input size — a difference between a sort completing in
a fraction of a second versus one that could take hours or longer.

Bai tap luyén tap

Rewrite the triangle-classification pseudocode from this chapter so that it correctly still iden-
tifies an equilateral triangle even if the conditions were mistakenly reordered to check for
"Isosceles” first. Explain what bug this fixes.
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Loi giai chi tiét
If reordered as:

if A=BORB=CO0OR A =C then
output "Isosceles"

else if A = B AND B = C then
output "Equilateral"

else
output "Scalene"

end if

This is buggy: for an equilateral triangle (A = B = C), the first condition (A=B OR B=C OR A=C)
is already true, so the program would incorrectly output "Isosceles” and the second, more spe-
cific "Equilateral” branch would never be reached. The fix is to always test the most specific
condition (Equilateral, requiring all sides equal) before the more general condition (Isosceles, re-
quiring only some sides equal), exactly as in the chapter’s original version — general conditions
must always come after, not before, more specific overlapping ones.

Bai tap luyén tap

Trace the palindrome-checking pseudocode from this chapter for Word = "HELLO" and state
the final output.

Loi giai chi tiét

"HELLO" has indices H(O) E(1) L(2) L(3) O(4), length 5. Left=0,Right=4: compare H,O — mis-
match, so IsPalindrome <- FALSE. Left=1,Right=3: compare E,L — mismatch (IsPalindrome
stays FALSE, already set). Left=2,Right=2: loop condition Left<Right is false (2 < 2), loop

ends. Output: FALSE — correctly, since "HELLO” reversed is "OLLEH", not the same as the
original.

Bai tap luyén tap

Trace the string-reversal pseudocode from this chapter for Word = "CODE" and state the final
output.

Lai giai chi tiét

"CODE" has indices C(0) O(1) D(2) E(3), length 4. I = 3. Reversed = " + "E” = "E".
I = 2: Reversed = "E"+"D"="ED”. I = 1: Reversed="ED"+"O"="EDO”. I = O0:
Reversed="EDO"+"C"="EDOC". Output: "EDOC".

Bai tap luyén tap

Explain why merge sort requires additional memory (temporary arrays to hold merged results)
in a way that bubble sort or insertion sort does not, and state whether this is a meaningful
trade-off in most modern applications.

Lai giai chi tiét

Merge sort’s merge step combines two separately-sorted sub-lists into one sorted list by com-
paring their fronts one at a time — this naturally produces a new list, requiring temporary extra
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memory space roughly proportional to n (this is called not in-place). Bubble sort and inser-
tion sort, by contrast, rearrange elements within the original array using only a small constant
amount of extra memory (a single temporary variable for swapping), making them in-place. In
most modern applications with ample available RAM, this extra O(n) memory use is a very rea-
sonable trade-off given merge sort’s vastly better O(n log n) time complexity on large datasets
— memory is comparatively cheap, while time is often the more critical constraint.

Bai tap luyén tap

A question asks students to "Compare bubble sort and merge sort.” Explain why an answer
that only lists merge sort’s advantages, without mentioning bubble sort at all, would not fully
satisfy this command word.

Loi giai chi tiét

"Compare” specifically requires identifying both similarities and differences between the two
things named, not simply describing the strengths of one of them in isolation. An answer
only listing merge sort’s advantages addresses at most one direction of the comparison (why
merge sort might be preferred) but omits any direct comparison back to bubble sort’s own
characteristics (e.g. bubble sort’s simplicity, lower memory use, or comparable performance
on tiny/already-sorted datasets) — a full "Compare” response should explicitly relate the two
algorithms to each other (e.g. "unlike bubble sort’s O(n?)..., merge sort achieves O(n logn),
though bubble sort requires no extra memory while merge sort does”).

Bai tap luyén tap

Rewrite the instruction "Describe how a stack operates” as a full "Explain”-level question, and
outline what additional content the "Explain” version would require in the answer.

Loi giai chi tiét

An "Explain”-level version might read: "Explain why a stack is well suited to implementing
an 'undo’ feature in a text editor.” The "Describe” version only requires outlining how a stack
works (LIFO, push/pop at the top) without needing to justify anything. The "Explain” version
additionally requires connecting this behaviour to the specific reason it suits the undo feature
— namely, that undo must reverse the most recently performed action first, which is exactly
the LIFO order a stack naturally provides, so the answer must state why this matching of be-
haviours matters, not merely describe the stack’s operations in isolation.

Bai tap luyén tap

Trace the following pseudocode for List = [12, 45, 7, 23, 8] and state the final output.

Count <- O
loop I from O to LENGTH(List) - 1
if List[I] MOD 2 = O then
Count <- Count + 1
end if
end loop
output Count
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Loi giai chi tiét

Checking each value’s remainder when divided by 2 (even if remainder is 0): 12 mod 2 = 0
(even, Count—1); 45 mod 2 = 1 (odd); 7 mod 2 = 1 (odd); 23 mod 2 = 1 (odd); 8 mod 2 = 0
(even, Count—2). Final output: 2 — the list contains exactly 2 even numbers (12 and 8).

Bai tap luyén tap

A "Describe” question asks: "Describe how insertion sort works.” A student instead writes only
"Insertion sort is efficient for nearly-sorted data because its inner loop exits early.” Explain what
is missing from this answer relative to the command word used.

, Loi giai chi tiét
The student’s answer focuses entirely on why insertion sort performs well on certain data (a
justification, appropriate for an "Explain” command word) but never actually describes the al-
gorithm’s mechanism itself — how it builds a sorted section from the front of the list, taking
each new element (the "key”) and shifting larger already-sorted elements rightward until the
key's correct position is found. A "Describe” response needs to communicate what the algo-
rithm does, step by step, not jump straight to a justification of its performance characteristics
— the student has effectively answered a different, unasked "Explain” question instead.

Bai tap luyén tap

Write pseudocode for a function CountVowels that counts how many vowels (A, E, |, O, U,
case-insensitive is not required — assume all uppercase) appear in a string, and trace it for
"ALGORITHM".

Lai giai chi tiét

method CountVowels(Word)
Count <- 0
loop I from O to LENGTH(Word) - 1
Letter <- MID(Word, I, 1)
IsVowel <- Letter = "A" OR Letter = "E" OR Letter = "I"
IsVowel <- IsVowel OR Letter = "0" OR Letter = "U"
if IsVowel then
Count <- Count + 1
end if
end loop
return Count
end method

"ALGORITHM": A-L-G-O-R-I-T-H-M. Vowels present: A (index 0), O (index 3), | (index 5) — three
vowels. CountVowels ("ALGORITHM") returns 3.

Bai tap luyén tap

Trace the following pseudocode, which searches for the second-largest value in List = [15,
42, 8, 42, 30], and state the final output.

Largest <- List[0]
Second <- List[0]
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loop I from 1 to LENGTH(List) - 1
if List[I] > Largest then
Second <- Largest
Largest <- List[I]
else if List[I] > Second AND List[I] <> Largest then
Second <- List[I]
end if
end loop
output Second

Loi giai chi tiét

Initial: Largest= 15, Second= 15. I=1: 42 > 15, so Second— 15(old Largest), Largest— 42.
I=2: 8 not> 42;is 8 > 15 AND 8 #+ 42? No. No change. I=3: 42 not> 42 (equal, not strictly
greater); is 42 > 15 AND 42 = 42? Second condition fails since 42 = 42 (the <>Largest check
correctly excludes counting a duplicate of the largest value as the second-largest). No change.
I=4: 30 not> 42; is 30 > 15 AND 30 # 42?7 Yes — Second— 30. Final output: 30 — correctly
the second-largest distinct value, ignoring the duplicate 42.

~ ~

Bai tap luyén tap

Trace the matrix-transpose pseudocode from this chapter on the 2 x 2 grid
Matrix[0..1]1[0..1] = {{5,6},{7,8}} and state the final Result grid.

|
R=0: C=0: Result[0][0]=Matriz[0][0]=5; C=1: Result[1|[0]=Matriz[0][1]=6. R=1
Result[0][1]=Matriz[1][0]=7; Result[1][1]=Matriz[1][1]=8. Final Result = {{5,7},{6,8}}
— row 0 (5,6) became column 0, and row 1 (7,8) became column 1.

Bai tap luyén tap

Design a test plan (list of test cases with brief justification, not full traces) for the linear search
algorithm from this chapter, ensuring both possible outcomes (found / not found) and at least
one boundary case are covered.

Loi giai chi tiét

A suitable test plan: (1) target present, middle of list — e.g. search for an element known to
be at index 2 of a 5-element list, confirms basic correct-match detection; (2) target present,
first element (boundary) — confirms the search does not skip index O; (3) target present, last
element (boundary) — confirms the loop does not terminate one element too early (an off-by-
one check); (4) target absent — confirms the algorithm correctly reports "not found” rather
than looping forever or crashing; (5) single-element list (boundary) — the smallest valid input,
checked both with the target present and target absent.

Bai tap luyén tap

Explain why testing a sorting algorithm only with already-randomly-shuffled data is insuffi-
cient, and name one additional input pattern that should also be tested.
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Loi giai chi tiét

Randomly shuffled data alone may never exercise certain edge-case code paths that only ap-
pear with specific patterns — for example, some sorting algorithm implementations behave
differently (or contain bugs) specifically when the input is already fully sorted or sorted in
reverse order, since these represent the best-case and worst-case scenarios respectively for
several algorithms’ number of comparisons/swaps. A thorough test plan should explicitly in-
clude an already-sorted list and a reverse-sorted list as additional targeted test cases, along-
side random data, to confirm correct behaviour (and reveal performance characteristics) at
both extremes, not just the "typical” shuffled case.

Bai tap luyén tap

Trace selection sort’s full execution on [8, 3, 6, 11, showing the array after every swap.

Loi giai chi tiét

I = 0: scan indices 1-3 for smallest: 3 < 8 (Minlndex—1), 6 not< 3,1 < 3 (MinIndex—3).
Swap index O and 3: [1, 3,6, 8]. I = 1: scan indices 2-3: 6 not< 3, 8 not< 3. MinIndex stays 1,
no swap: [1,3,6,8]. I = 2: scan index 3: 8 not< 6. No swap: [1, 3,6, 8]. Fully sorted: [1, 3,
6, 8].

Bai tap luyén tap

Explain why selection sort always performs the same number of comparisons for a given list
size n, regardless of whether the input is already sorted, while insertion sort’s number of op-
erations can vary greatly depending on the input order.

Loi gidi chi tiét

Selection sort’s inner loop always scans the entire remaining unsorted section on every pass
to find the minimum, regardless of whether that section happens to already be in order —
there is no mechanism to detect or exploit existing order, so the comparison count is fixed by
n alone. Insertion sort’s inner loop instead exits as soon as it finds an element that does not
need to shift (i.e. the previous element is not greater than the current key) — for already-sorted
input, this means the inner loop exits almost immediately on every outer iteration, giving far
fewer total operations than for randomly-ordered or reverse-sorted input, where many shifts
are needed.

Bai tap luyén tap

Redesign the modular scores program from this chapter to add a third subroutine,
CountFailing, that returns how many scores were below 50, without modifying
FilterPassing or CalculateAverage.

Loi giai chi tiét
method CountFailing(Scores)
Count <- O
loop I from O to LENGTH(Scores) - 1

if Scores[I] < 50 then
Count <- Count + 1
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end if
end loop
return Count
end method

output CountFailing([45, 62, 78, 30, 91, 55]) // outputs 2

This new subroutine can be added entirely independently, without touching the existing
FilterPassing or CalculateAverage subroutines at all — a direct benefit of modular design:
new functionality can be added as new, self-contained modules rather than requiring changes
to already-working, already-tested code.

Bai tap luyén tap

Explain one advantage of testing FilterPassing and CalculateAverage as separate, inde-
pendent subroutines (unit testing) rather than only testing the combined program'’s final out-
put.

Lai giai chi tiét

Testing each subroutine independently makes it far easier to isolate and locate the source of
a bug: if the combined program'’s final output is wrong, testing only the final result cannot
immediately reveal whether the error is in filtering, in averaging, or in how the two are com-
bined. By testing FilterPassing on its own (e.g. confirming it correctly returns an empty list
when all scores fail) and CalculateAverage on its own (e.g. confirming it correctly averages
a simple known list), a fault in either subroutine can be identified and fixed directly, without
needing to reason about the entire combined program at once.
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Abstract Data Structures --- HL

HL ONLY — Higher Level extension topic (not assessed at SL)

Muc tiéu Unit: Ngan xép (stack) va hang doi (queue) tuyén tinh/vong; danh sach lién két (linked list) va
cac thao tac chén/xoa; cay nhi phan, ciy nhi phan tim ki€m (BST) va ba phép duyét; dé quy va ngan xép
goi ham; so sanh cau tric dit liéu tinh va&i dong.

5.1 Static vs dynamic data structures

A static data structure (e.g. an array) has a size fixed at creation — memory is allocated once and
cannot grow, though elements can be overwritten. A dynamic data structure (e.g. a linked list) can
grow or shrink at run time, allocating new memory as needed. Arrays offer O(1) direct index access
but O(n) insertion/deletion in the middle (later elements must shift); dynamic structures offer flexible
size and O(1) insertion/deletion once you have a reference to the right place, but no direct index access
— you must traverse from a starting point.

GIAI THICH TIENG VIET

au trac di liéu tinh (mang): kich thudc c6 dinh khi tao, truy cap chi sé nhanh O(1), nhung
chén/xoa gilra mang tén O(n) (phai dich chuyén phan tlr). Cau tric dir liéu dong (danh sach
lien két): co thé tang/giam kich thuéce lic chay, chén/xoa nhanh néu da co6 vi tri, nhung khéng
truy cap truc tiép theo chi sé — phai duyét tir dau.

5.2 Stacks

A stack is a LIFO (Last-In-First-Out) abstract data type, restricted to two core operations: push (add
an item to the top) and pop (remove and return the item at the top). Attempting to pop an empty
stack is a stack underflow error; a stack with a fixed maximum capacity can suffer stack overflow
if pushed beyond that limit. Stacks are used for undo history, browser back-button history, and
managing function calls (the call stack).

—4— push/pop here

3 (top)

8

5 (bottom)

A stack: both push and pop operate only at the top.

Vi du mau - Worked example

A stack starts empty. Trace push(5), push(8), pop(), push(3), pop().
push(5): [5] push(8): [5,8] pop() removes8 — [5] push(3): [5,3] pop() removes 3 — [5].
Final stack: [5]. Last value popped: 3.
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GIAI THICH TIENG VIET
tack (ngan xép): vao sau ra trugc (LIFO) — nhu chéng dia, chi thao tac & dinh (push/pop).
Dung cho lich str undo, nat back trinh duyét, va quan ly 1&i goi ham (call stack). Tran ngan xép
(overflow): push khi da day; can ngan xé&p (underflow): pop khi dang réng.

5.3 Queues

A queue is a FIFO (First-In-First-Out) abstract data type with enqueue (add to the rear) and dequeue
(remove from the front). Queues model print spoolers, task/job scheduling buffers, and message
qgueues. A circular queue reuses the space freed at the front by wrapping the rear pointer back to
index O once it reaches the end of a fixed-size array, avoiding the need to shift elements or waste
space that a naive linear queue would waste after several dequeues.

Vi du miu - Worked example

A queue starts empty. Trace enqueue (A), enqueue (B), dequeue (), enqueue (C), dequeue ().
enqueue(A): [A] — enqueue(B): [A, B] — dequeue() removes the front, A: [B] — enqueue(C):
[B, C] — dequeue() removes the front, B: [C]. Remaining queue: [C]. Items removed, in order:
A, then B (FIFO order).

GIAI THICH TIENG VIET

ueue (hang doi): vao trudc ra trude (FIFO) — nhu hang ngudi xép hang, thém & cudi
(enqueue), |y ra & dau (dequeue). Hang dgi vong (circular queue): dung lai vi tri tréng & dau
mang bang cach quay con trd cudi vé chi s6 0, tranh lang phi bd nhé so véi hang doi tuyén
tinh théng thuong.

5.4 Linked lists

A linked list is a chain of nodes, each storing a data value plus a pointer to the next node; the
last node’s pointer is NULL. Unlike arrays, linked lists do not require contiguous memory and can
grow/shrink dynamically one node at a time, but they do not support direct index access — traversal
must always start from the head.

HE%D

12 g > 27 g > 9 NULL

A singly linked list: each node holds data and a pointer to the next node; the final pointer is NULL.

Vi du mau - Worked example

Pseudocode to traverse and print every value in a linked list starting at Head:

Current <- Head

loop while Current <> NULL
output Current.Data
Current <- Current.Next

end loop
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Vi du miu - Worked example

A singly linked list has Head pointing to node containing 5, whose Next points to a node
containing 9, whose Next is NULL. Write pseudocode to insert a new node containing 7
between 5 and 9.

NewNode.Data <- 7
NewNode.Next <- Head.Next
Head.Next <- NewNode

The new node must first be pointed at what 5 currently points to (9) before 5's pointer is over-
written to point at the new node — reversing this order would lose the reference to 9 and
permanently break the chain.

(') L6i thuerng gap: When inserting into a linked list, always capture the "next” reference before
overwriting any pointer. The most common linked-list exam error is updating a pointer in the
wrong order, silently orphaning the rest of the list (a memory leak / lost data with no error
message).

. GIAI THICH TIENG VIET

Danh sach lién két (linked list): m6i node gobm dir liéu va mét con tro tré téi node ké tiép; node
cudi trd téi NULL. Uu diém so véi mang: chén/xoa khdng can dich chuyén toan bo phan tir va
khéng can bé nha lién tuc; nhuoc diém: khong truy cap truc tiép theo chi s6, phai duyét tur
Head. Khi chén node mai, LUON Iuu con trd “tiép theo” TRUGC khi ghi dé con trd khac, néu
khoéng sé mat phan con lai cia danh sach.

5.5 Binary trees and traversal

A binary tree has nodes with at most two children (left, right). A Binary Search Tree (BST) additionally
maintains the invariant that every value in a node’s left subtree is less than the node, and every value
in its right subtree is greater, enabling fast O(log n) search, insertion and deletion on a balanced tree
(an unbalanced, "listlike” tree degrades to O(n)).

@

A binary search tree: every left child < parent < every right child.

Traversal orders (recursive): Pre-order = visit Root, then Left subtree, then Right subtree. In-
order = Left, Root, Right (produces sorted order for any valid BST). Post-order = Left, Right,
Root (useful for safely deleting a tree bottom-up, or evaluating an expression tree).
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Vi du mau - Worked example

For the tree above, list the pre-order, in-order, and post-order traversals.

Pre-order (Root, L, R): 50, 30, 15, 40, 70, 60, 90.

In-order (L, Root, R): 15, 30, 40, 50, 60, 70,90 — notice this is fully sorted, as expected for any
BST.

Post-order (L, R, Root): 15,40, 30, 60, 90, 70, 50.

Vi du mau - Worked example

Trace inserting 35 into the BST above (root 50; left subtree 30 with children 15, 40; right
subtree 70 with children 60, 90).

Compare 35 with root 50: 35 < 50, go left to 30. Compare 35 with 30: 35 > 30, go right to 40.
Compare 35 with 40: 35 < 40, go left — but 40 has no left child, so 35 is inserted there as the
new left child of 40. The BST property is preserved: 35 is correctly greater than 30 but less
than 40 and less than 50.

GIAI THICH TIENG VIET

ay nhi phan tim kiém (BST): con trai < nat cha < con phai. Ba phép duyét: Pre-order (Goc-
Trai-Phai), In-order (Trai-Goc-Phai, cho két qua da sap xép vai BST), Post-order (Trai-Phai-
Goc). Khi chén node méi vao BST: so sanh vai goc, di trai néu nho hon, di phai néu |6n hon,
I3p lai cho dén khi gap vi tri trong. Day |a dang bai rat hay gap trong dé thi HL Paper 2.

5.6 Recursion

A recursive algorithm calls itself with a smaller sub-problem, and must have a base case that stops
the recursion without a further call. Each call adds a new stack frame to the call stack (holding that
call’s parameters and local variables); without a base case, calls never stop and the stack grows until
it overflows.

Vi du mau - Worked example

Trace Factorial (4) for the pseudocode:

method Factorial(N)
if N = O then

return 1
else
return N * Factorial(N - 1)
end if
end method
Factorial(4) = 4x Factorial(3) = 4 x (3xFactorial(2)) = -+ =4 x3x 2 x 1 x 1 = 24. Each call

waits on the call stack until Factorial (0) returns 1 (the base case), then the multiplications
unwind back up the stack.

Vi du miu - Worked example

Trace Mystery(5) where method Mystery(N): if N <= 1 then return 1, else return N +
Mystery(N - 1).
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N(N +1)

, the
2

Mystery(5) =544+ 3+ 2+ 1 = 15 — this recursively computes 25:1 k=
DX 6

sum of the first NV positive integers. Check:

Vi du m3u - Worked example

Write a recursive binary search function over List[Low..High] and trace
BinarySearch(List, 23, 0, 7) on [2, 7, 12, 18, 23, 31, 40, 55].

=15. vV

method BinarySearch(List, Target, Low, High)
if Low > High then
return -1
end if
Mid <- (Low + High) DIV 2
if List[Mid] = Target then
return Mid
else if List[Mid] < Target then
return BinarySearch(List, Target, Mid + 1, High)

else
return BinarySearch(List, Target, Low, Mid - 1)
end if
end method
Call 1 Low=0, High=7, Mid= 3, List[3]=18 < 23, recurse  right:

BinarySearch(List,23,4,7). Call 2: Low=4, High=7, Mid= 5, List[5]=31 > 23, re-
curse left: BinarySearch(List,23,4,4). Call 3: Low=4, High=4, Mid= 4, List [4]=23=23,
base case reached: return 4. Final result: index 4, matching the iterative trace from Unit 4.

(1) Loi thueng gap: Forgetting the base case (or writing a recursive call that never actually
reaches it, e.g. always calling Factorial (N) instead of Factorial (N-1)) causes infinite recur-
sion and a stack overflow — this is the single most common recursion bug tested on exams.

. GIAI THICH TIENG VIET

DPé quy: ham tu goi lai chinh né véi bai toan nhé hon, PHAI cé truoing hop co s& (base case)
dé dirng. M6i |61 goi dugc day vao ngin xép goi ham (call stack); thi€u base case = tran ngan
X€p (stack overflow). Tim ki€m nhj phan dé quy va duyét cay déu la cac irng dung dé quy kinh
dién trong dé HL.

GIAI THICH TIENG VIET

VN
On tap nhanh Unit 5: (1) Cau tric tinh (mang) vs dong (linked list, cdy); (2) Stack: LIFO,
push/pop & dinh — dung cho undo, call stack; (3) Queue: FIFO, enqueue/dequeue — hang
doi vong tranh lang phi boé nhd; (4) Linked list: node géom dir liéu + con trd, luén lwu con tro
ti€p theo trudc khi ghi dé; (5) BST: trai < gbc < phai; in-order cho két qua da sap xép; (6) Dé
quy luén can base case, méi 16 goi — 1 stack frame.
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5.7 Doubly linked and circular linked lists

A doubly linked list extends the singly linked list by giving each node two pointers: Next (to the
following node) and Previous (to the preceding node). This allows traversal in either direction and
makes deleting a known node much simpler (the node’s own Previous pointer gives direct access
to the node before it, without needing to traverse from the head to find it) — at the cost of extra

memory per node (one additional pointer) and slightly more complex insertion/deletion logic (two
pointers must be updated correctly on each side).

A circular linked list has its final node point back to the head instead of to NULL, forming a
loop. This is useful for applications that naturally cycle (e.g. a music player’s "repeat playlist”
feature, or round-robin scheduling in Unit 6), since after processing the last node, moving to
"next” automatically returns to the first node without special-case code. A circular list can be
singly or doubly linked.

Vi du mau - Worked example

A doubly linked list has nodes A <+ B ++ C (with A.Previous = NULL and C.Next = NULL).
Write pseudocode to delete node B given only a reference to B itself (not the head).

B.Previous.Next <- B.Next
B.Next.Previous <- B.Previous

Because B already holds direct references to both its neighbours (via its own Previous and
Next pointers), A and C can be linked directly to each other in just two steps, without needing
to traverse the list from the head to locate B’s neighbours first — this is precisely the advantage
a doubly linked list has over a singly linked one for this operation.

. GIAI THICH TIENG VIET

Danh sach lién két déi (doubly linked list): méi node cé 2 con tré (Next va Previous) — duyét
duoc ca hai chiéu, xoa node dé hon (khéng can duyét lai tir dau dé tim node trudc do), nhung
ton thém bd nhé. Danh sach lién két vong (circular linked list): node cuéi trd vé lai Head thay
vi NULL — phu hgp cho &rng dung cé tinh tuan hoan (phat nhac Iap lai, 1ap lich round-robin).

5.8 Heaps and priority queues

A priority queue is an abstract data type where each element has an associated priority, and dequeue
always removes the element with the highest priority first, regardless of arrival order (unlike a plain
FIFO queue). A heap is a common, efficient underlying implementation: a complete binary tree
where every parent node’s priority is (for a max-heap) greater than or equal to both its children’s

e

© ® @

A max-heap: every parent’s value > both its children’s values (unlike a BST, left/right order between siblings does not
matter).
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Unlike a BST, a heap does not require left < parent < right — only that a parent is > (max-
heap) or < (min-heap) both its children. This weaker condition makes heaps faster to maintain
for their specific purpose: both insert and remove-highest-priority run in O(logn) time
on a heap with n elements. Priority queues built on heaps are used in task schedulers (Unit 6),
pathfinding algorithms, and event-driven simulations, wherever "process the most urgent/im-
portant item next” is required.

Vi du m3u - Worked example

A hospital triage system uses a priority queue where patients are assigned a severity score
(higher = more urgent). Patients arrive in this order with these severities: Patient A (3), Patient
B (9), Patient C (5). In what order are they treated, and how does this differ from a plain FIFO
queue?

A priority queue always removes the highest-priority element first: despite arriving last, Pa-
tient B (severity 9) is treated first, then Patient C (severity 5), then Patient A (severity 3) —
treatment order is B, C, A. A plain FIFO queue would instead treat them strictly in arrival or-
der (A, B, C), which would be dangerously inappropriate for emergency triage, since it ignores
how urgently each patient actually needs care.

GIAI THICH TIENG VIET
Hang doi wu tién (priority queue): phan tir c6 d§ wu tién; dequeue ludn Idy phan tor UU TIEN
CAO NHAT truéc, bat ké thir tu dén. Heap: ciy nhi phan hoan chinh, node cha > (max-heap)
ho3c < (min-heap) CA HAI con — khéng can thir tu trai/phai nhu BST. Ca thém va lay phan to
uu tién cao nhat déu chay O(logn). Ung dung: 1ap lich tac vy, tim dudng di, mé phong theo
su kién.

5.9 Expression trees

An expression tree represents an arithmetic expression as a binary tree: each leaf node holds an
operand (a number/variable), and each internal node holds an operator, with its two children being

the sub-expressions it combines.

Expression tree for (3 4 4) x 2: the root operator applies to its two child sub-expressions.

Traversing an expression tree gives different useful notations: in-order traversal (with brackets
added around each operator’s subtree) recovers the familiar infix expression, e.g. (3 +4) x 2;
post-order traversal gives postfix (reverse Polish) notation, e.g. 34 + 2 %, which is convenient
for stack-based evaluation (as seen in Unit 5’s stack calculator example); pre-order traversal
gives prefix notation, e.g. * + 34 2.
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Vi du miu - Worked example

For the expression tree above, evaluate the expression using a recursive tree-evaluation
method, and state the result.

Evaluate(root) sees the root is an operator (x), so it recursively evaluates the left subtree
and right subtree, then combines: Evaluate(left) = Evaluate(+ subtree) = 3 + 4 = 7 (itself
found by recursively evaluating its own leaf children, 3 and 4). Evaluate(right) = 2 (a leaf,
returned directly — the base case of the recursion). Combine: 7 x 2 = 14. The tree evaluates
to 14, matching (3 +4) x 2 = 14.

. GIAI THICH TIENG VIET

Cay biéu thirc (expression tree): nut 14 1a toan hang, nut trong 13 toan tir. Duyét in-order (thém
ngoac) cho ky hiéu trung té (infix) quen thudc; duyét post-order cho ky hiéu hau té (postfix)
— tién loi dé tinh bang stack; duyét pre-order cho ky hiéu tién té (prefix). Danh gia cay biéu
thirc 13 mét (rng dung dé quy kinh dién: nat 14 13 trudng hop co sd, nut toan tir két hop két
qua dé quy cua hai cay con.

5.10 Hash tables and dictionaries

A dictionary (also called a map or associative array) is an abstract data type storing key-value pairs,
where each unique key maps to an associated value, and values are retrieved by key rather than by
numeric index. A hash table is the standard efficient implementation: a hash function converts each
key into an array index (a "bucket”), allowing near-instant lookup, insertion, and deletion on average.

A good hash function distributes keys roughly evenly across available buckets. A collision oc-
curs when two different keys hash to the same bucket; common resolution strategies include
chaining (each bucket holds a small linked list of all entries that hashed there) and open ad-
dressing (probe for the next free bucket according to a fixed rule). With a well-designed hash
function and table size, both insert and lookup run in O(1) average time — dramatically faster
than a linear search’s O(n) for large datasets — though a poorly-designed hash function causing
many collisions can degrade performance toward O(n) in the worst case.

Vi du m3u - Worked example

A simple hash function for string keys sums the ASCII codes of each character and takes the
result modulo 5 (table size 5). Compute the bucket index for the key "CAB" (ASCIl: C= 67,
A= 65, B= 66).

Sum = 67 + 65 + 66 = 198. Bucket index = 198 mod 5 = 198 — (39 x 5) = 198 — 195 = 3. The
key "CAB" is stored in bucket 3 — any other key whose character-sum also happens to be = 3
(mod 5) (e.g. a sum of 193, 198, or 203) would collide with it in the same bucket, requiring
chaining or another collision-resolution strategy to store both.

GIAI THICH TIENG VIET

“Tr dién (dictionary/map): kiéu dir liéu triru tuong luu cip khod-gia tri, truy xust theo khoa
thay vi chi s6. Bang bam (hash table): cach cai dat hiéu qua, dung ham bam chuyén khod thanh
chi s mang — cho phép thém/tim gan nhu O(1) trung binh. Va cham (collision): hai khoa khac
nhau bam ra ciing mét chi s& — giai quyét bang chubi lién két (chaining) ho3c do dia chi m&
(open addressing).
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5.11 Balanced trees: the AVL intuition

A BST’s O(logn) efficiency depends on the tree remaining reasonably balanced; inserting already-
sorted data into a plain BST (Unit 5, earlier) can degrade it into a linked-list shape with O(n) search.
An AVL tree is a self-balancing BST that automatically restores balance after every insertion/dele-
tion.

Each node in an AVL tree tracks a balance factor (the height of its left subtree minus the height
of its right subtree). If an insertion causes any node’s balance factor to become too extreme
(outside —1, 0, 1), the tree performs a rotation — a local rearrangement of a small number of
nodes that restores balance while preserving the BST ordering property. Because rotations
keep the tree balanced after every change, AVL trees guarantee O(logn) search, insertion,
and deletion even in the worst case — unlike a plain BST, which only achieves O(logn) if it
happens to stay balanced.

Vi du mau - Worked example

Explain, conceptually (without full rotation mechanics), why inserting the sequence 10, 20, 30
in that order into a plain (non-self-balancing) BST produces a badly unbalanced tree, while an
AVL tree would not.

Inserting into a plain BST always attaches a new value as a leaf following the BST comparison
rule: 10 becomes the root; 20 > 10, so it becomes 10’s right child; 30 > 20, so it becomes 20’s
right child — producing a straight, purely right-leaning chain (effectively a linked list), giving
O(n) search despite being technically "a BST."” An AVL tree would detect, after inserting 30,
that the root (10)'s balance factor has become too extreme (all its height is on the right side)
and would perform a rotation — restoring a balanced shape (e.g. 20 becomes the new root,
with 10 and 30 as its two children) that preserves O(logn) search depth.

GIAI THICH TIENG VIET

Cay AVL: cay nhj phan tim kiém TU CAN BANG. M&i node theo di hé s6 can bing (chidu cao
cay con trai trlir chiéu cao cay con phai); néu chén/xoa lam hé sé nay vugt ngudng, cay thuc
hién phép xoay (rotation) dé khéi phuc can bang ma van giir ding tinh chat BST. Nho vay, cay
AVL LUON dam bao O(logn) cho tim kiém/chén/xo4, ké ca trudng hop xau nhat — khac véi
BST thudng chi dat O(log n) néu cay tinh c& can bang.

5.12 Graphs as an abstract data structure

A graph generalises a tree: it consists of vertices (nodes) connected by edges, but unlike a tree,
a graph allows cycles and does not require a single root or a strict parent-child hierarchy. Graphs
model many real-world networks: road maps, social networks, the web’s hyperlink structure, and
computer networks themselves (Unit 3).

An undirected graph’s edges have no direction (e.g. a mutual friendship); a directed graph’s
edges point one way (e.g. a one-way street, or "follows” on social media). A weighted graph
attaches a numeric cost/distance to each edge (e.g. road distance between cities). Two com-
mon representations: an adjacency matrix (an n x n grid where cell [i][] records whether/how
an edge connects vertex i to vertex j — simple and fast to check any specific connection, but
wastes memory for graphs with few edges) and an adjacency list (each vertex stores a list of
only the vertices it directly connects to — more memory-efficient for sparse graphs, but slightly
slower to check one specific pair).

Thay Twdng 0332747 169 - Cb6 Nancy 0983422 692 IB Diploma Programme Computer Science - Trang 117



859359 Chuyén luyén thi IELTS/SAT — AP /IB/ A-levels

@
©

A small directed graph with 4 vertices and 5 edges — notice, unlike a tree, vertex D is reachable via two different paths,

and there is no single "root.”
Vi du m3u - Worked example

Represent the graph above as (a) an adjacency matrix and (b) an adjacency list.

(a) Adjacency matrix (row — column means an edge exists from row vertex to column vertex;
1 = edge, 0 = no edge):

(b) Adjacency list: A: [B, ¢],B: [C, D],C: [D],D: []. For this graph (only 5 edges out of
a possible 12 directed pairs among 4 vertices), the adjacency list uses noticeably less memory
than the largely-empty 4 x 4 matrix — a general pattern for sparse graphs (relatively few edges
compared with the maximum possible).

OO w>

cNoNeNoNE
QOO r |
OCOrRLrKL|N
O+~ 0|0

Graph traversal algorithms visit every reachable vertex from a starting point, generalising tree
traversal (Unit 5, earlier) to structures that may contain cycles. Breadth-First Search (BFS) uses
a queue: visit the start vertex, then all its direct neighbours, then all of their unvisited neigh-
bours, and so on, layer by layer outward — naturally finds the shortest path (fewest edges) from
the start vertex in an unweighted graph. Depth-First Search (DFS) uses a stack (or recursion):
explore as far as possible down one path before backtracking to try alternatives — better suited
to tasks like exhaustively exploring every possible path, or detecting cycles. Both must track
visited vertices to avoid looping forever around a cycle.

Vi du miu - Worked example

Trace a BFS starting from vertex A on the graph above (edges: A—B, A—C,B—C,B—D, C—D).

Initialise queue with A; mark A visited. Dequeue A, visit its neighbours B and C (both unvisited):
enqueue both, mark both visited. Queue: [B, C]. Dequeue B, visit its neighbours C (already
visited, skip) and D (unvisited): enqueue D, mark visited. Queue: [C, D]. Dequeue C, visit its
neighbour D (already visited, skip). Queue: [D]. Dequeue D, no unvisited neighbours. Queue
empty, BFS complete. Visit order: A, B, C, D. Notice this is exactly the order vertices were
first discovered, layer by layer outward from A — the queue (FIFO, Unit 5) is what enforces this
"widen outward evenly” behaviour.

. GIAI THICH TIENG VIET

\
D6 thi (graph): téng quat hoa cay — gdom dinh (vertex) va canh (edge), CO THE c6 chu trinh,
khéng nhat thiét co goc. D6 thi cé huéng vs vé hudng; do thi cé trong sd gan gia tri s6 cho
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moi canh. Biéu dién: ma tran ké (don gian nhung tén bd nhé néu it canh) hoic danh sach ké
(tiét kiem bd nhé hon vai d6 thi thua). BFS (dung queue) duyét theo tirng 16p, tim dudng di
ngan nhat (it canh nhat); DFS (dung stack/dé quy) di sdu hét mét nhanh réi mai quay lai — ca
hai can danh dau dinh DA THAM dé tranh 13p vo han khi cé chu trinh.

5.13 Comparing abstract data structures

Choosing the right ADT for a task is a key design skill: each structure trades off differently between
access patterns, ordering, and efficiency.

ADT Access pattern Typical use

Stack LIFO, only at top Undo history, call stack, ex-
pression evaluation

Queue FIFO, rear in / front out Print spooling, task buffering,
BFS

Linked list Sequential, traversal from Dynamic-size ordered data,

head frequent insert/delete

BST Ordered via comparisons  Fast search/insert/delete on
ordered data (O(logn) if bal-
anced)

Heap Priority-based Priority queues, always-need-
the-max/min

Hash table Direct via key Fast key-based lookup, no or-
dering needed

Graph Arbitrary connections Networks, maps, relationships,

dependencies

Vi du mau - Worked example

A ride-sharing app needs to find the shortest route (fewest road segments) between a driver’s
current location and a passenger’s pickup point, given a map of intersections and roads. Which
ADT and which traversal algorithm are most appropriate, and why?

The road map is naturally modelled as a graph (intersections as vertices, roads as edges). To
find the shortest path in terms of fewest road segments (an unweighted shortest path), Breadth-
First Search (BFS) is the appropriate traversal, since BFS explores outward layer by layer and is
guaranteed to reach any vertex via the fewest possible edges before exploring vertices further
away — exactly the "shortest hop-count path” property required here. (If the requirement were
shortest distance, using a weighted graph, a more advanced weighted shortest-path algorithm
building on these same graph foundations would be used instead.)

- GIAI THICH TIENG VIET
Lua chon ding ADT la ky ndng thié€t ké quan trong: stack cho undo/goi ham, queue cho hang
doi cong viéc, linked list cho dir liéu cé thir tu can chén/xoa thudng xuyén, BST cho tim kiém
nhanh trén dir liéu co6 thir tu, heap cho hang doi wu tién, hash table cho tra ctru nhanh theo
khoa, graph cho mang ludi/quan hé/ban dé.
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5.14 Array-based vs pointer-based (dynamic) implementations

Every ADT discussed in this chapter can be implemented in more than one way; a key exam skill
is recognising the trade-offs between a fixed-size array-based implementation and a dynamically-
linked (pointer-based) implementation.

An array-based implementation (e.g. a stack stored in a fixed-size array with a "top” index
variable) is simple, and benefits from spatial locality (Unit 2) since elements sit contiguously in
memory — but its maximum size must be decided in advance, and a full array causes a stack
overflow (or requires a slow, manual resize: allocate a new, larger array and copy every existing
element across). A pointer-based (linked) implementation (e.g. a stack built from linked-list
nodes, Unit 5 earlier) can grow dynamically, limited only by total available memory rather than
a pre-declared size — but uses slightly more memory per element (storing a pointer alongside
each value) and loses the cache-friendly spatial locality of a contiguous array.

Vi du mau - Worked example

A fixed-size array-based stack of capacity 5 is full: [12, 7, 9, 3, 20] with Top = 4 (0-

indexed). Explain what happens if push(15) is attempted, and what a program should do to
handle this correctly.

Attempting push(15) on an already-full fixed-size array would be a stack overflow condition
— there is no array slot available to store the new value. A correctly-written program must
explicitly check whether the stack is full (e.g. if Top = MaxSize - 1) before attempting to
push, and if so, either reject the operation with an appropriate error/message, or (in a more
advanced implementation) allocate a new, larger array, copy all 5 existing elements across,
and only then insert the new value — silently attempting to write past the end of a fixed array
without such a check would corrupt adjacent memory or crash the program.

. GIAI THICH TIENG VIET

Cai dat bang mang: don gian, tan dung tinh cuc bd khéng gian (nhanh hon vé boé nhé dém)
nhung kich thudc toi da phai xac dinh trudc — day mang gay tran ngan xép (stack overflow)
hodc phai cap phat lai mang 16n hon va sao chép (cham). Cai dit bang con tré (linked): phat
trién dong, chi giéi han bai bd nhé kha dung, nhung tén thém bd nhé cho con trd va mat tinh
cuc bé khong gian.

5.15 The Set abstract data type

A set is an unordered collection of unique values — no duplicates are permitted, and (unlike an array
or list) there is no meaningful concept of "position” or index.

Core set operations: add (insert a value, with no effect if it is already present); remove;
contains (test membership); and set-theory operations union (all elements in either set), inter-
section (only elements in both sets), and difference (elements in one set but not the other). Sets
are frequently implemented internally using a hash table (this chapter, earlier) for near-O(1) av-
erage membership testing, since a set’s core requirement — "is this value already present?” —
is exactly what a hash table answers efficiently.

Vi du miu - Worked example

Given Set A = {2,4,6,8} and Set B = {4,8,10}, compute A U B (union), A N B (intersection),
and A — B (difference).
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Union AU B = {2,4,6,8,10} (every element appearing in either set, with duplicates like 4 and
8 counted only once each, since a set never holds duplicates). Intersection AN B = {4,8}
(only elements present in both sets). Difference A— B = {2,6} (elements in A that are not also
in B).

- GIAI THICH TIENG VIET
Tap hop (set): bd suu tap KHONG cé thir tu, khéng cé phan tir trung 13p. Cac phép toan:
add/remove/contains, va cac phép toan tap hgp: hop (union), giao (intersection), hiéu (dif-
ference). Set thudng dugc cai dat bang bang bam dé kiém tra thanh vién gan nhu O(1).

5.16 Practice

Bai tap luyén tap

A queue starts empty. Trace enqueue(A), enqueue(B), dequeue (), enqueue(C), dequeue().
What remains in the queue, and in what order were items removed?

Loi giai chi tiét

enqueue(A): [A] — enqueue(B): [A, B] — dequeue() removes the front, A: [B] — enqueue(C):
[B, C] — dequeue() removes the front, B: [C]. Remaining queue: [C]. Items removed, in order:
A, then B (FIFO order).

Bai tap luyén tap

For the BST in this chapter (root 50; left subtree 30/15/40; right subtree 70/60/90), which
traversal order will always output the values in ascending sorted order?

(A) Pre-order (C) Post-order
(B) In-order (D) None of them

Loi giai chi tiet

In-order traversal (Left, Root, Right) visits every node smaller than the root before the root,
and every node larger than the root after it — recursively, this yields values in strictly ascending
order for any valid BST. (B).

Bai tap luyén tap

A recursive method is defined as: method Mystery(N):if N <= 1 then return 1, else return N
+ Mystery(N - 1). What does Mystery(5) return, and what well-known formula does this
compute?

Loi giai chi tiet

Mystery(5) =5+ 4+ 3+ 2+ 1 = 15 — this recursively computes Z]kvzl k=

5 X 6

sum of the first N positive integers. Check: =15. vV
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Bai tap luyén tap

A singly linked list has Head pointing to node containing 5, whose Next points to a node con-
taining 9, whose Next is NULL. Write pseudocode to insert a new node containing 7 between 5
and 9.

Lai giai chi tiét

NewNode.Data <- 7
NewNode.Next <- Head.Next
Head.Next <- NewNode

The new node must first be pointed at what 5 currently points to (9) before 5's pointer is over-
written to point at the new node — reversing this order would lose the reference to 9 and
break the chain.

Bai tap luyén tap

Which abstract data structure is most appropriate for implementing an "undo” feature in a text
editor, and why?

(A) Queue (FIFO) (C) Binary search tree
(B) Stack (LIFO) (D) Linked list traversed only forward

Lai giai chi tiét

Undo must reverse the most recent action first, which is exactly LIFO behaviour: each edit is
pushed onto a stack, and "undo” calls pop () to retrieve and reverse the last action. (B).

Bai tap luyén tap

Trace push(1), push(2), push(3), pop(), pop(), push(9) on an initially empty stack. State
the final stack contents (top to bottom).

Lai giai chi tiét

push(1): [1]. push(2): [1,2]. push(3): [1,2,3]. pop() removes 3: [1,2]. pop() removes 2: [1].
push(9): [1,9]. Final stack, top to bottom: 9, 1 (9 is on top, having been pushed last).

Bai tap luyén tap

Explain why a circular queue is more memory-efficient than a simple linear queue implemented
in a fixed-size array, after several enqueue/dequeue operations.

Lai giai chi tiét

-

In a simple linear queue, once items are dequeued from the front, those array slots become
unused, but the rear pointer keeps moving forward — eventually the rear pointer reaches the
end of the array and no more items can be enqueued, even though slots at the front are free.
A circular queue instead wraps the rear pointer back to index O once it passes the last array
index, reusing the freed front slots — allowing the same fixed-size array to be used indefinitely
without wasting the space vacated by earlier dequeues.
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Bai tap luyén tap

Insert the value 55 into the BST with root 50 (left subtree 30 with children 15, 40; right subtree
70 with children 60, 90). Show the comparisons made and the final position of the new node.

Loi gidi chi tiét
Compare 55 with root 50: 55 > 50, go right to 70. Compare 55 with 70: 55 < 70, go left to 60.
Compare 55 with 60: 55 < 60, go left — 60 has no left child, so 55 is inserted there as the new

left child of 60. Resulting in-order traversal remains sorted: 15, 30, 40, 50, 55, 60, 70, 90.

Bai tap luyén tap

Write recursive pseudocode for an in-order traversal of a binary tree given a node reference,
assuming each node has Left, Data, and Right fields.

Loi giai chi tiét
method InOrder (Node)
if Node <> NULL then
InOrder (Node.Left)
output Node.Data
InOrder (Node.Right)
end if
end method

The base case is reaching a NULL child (an empty subtree), at which point the method simply
returns without any output — this naturally stops the recursion at every leaf’s children.

Bai tap luyén tap

Explain why searching an unbalanced BST that has degenerated into a single chain (every node
has only a right child, no left children at all) is no longer O(log n), and state its actual complexity.

Loi giai chi tiét

The O(logn) efficiency of BST search relies on each comparison eliminating roughly half of
the remaining nodes, which only happens when the tree is reasonably balanced. If every node
has only a right child, the tree is effectively a linked list in disguise — each comparison elimi-
nates only the single current node, not half the remaining data. Searching such a degenerate
tree therefore requires checking up to every node in the worst case, giving complexity O(n),
identical to a simple linear search.

Bai tap luyén tap

Explain what would happen if the base case were removed entirely from the Factorial func-
tion in this chapter, and name the resulting runtime error.

Lai giai chi tiét

-

Without the base case (if N = 0 then return 1), every call to Factorial (N) would always
call Factorial (N-1) with no condition to ever stop — the recursion would continue indef-
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initely (even going into negative numbers), each call adding another frame to the call stack.
Since the call stack has a finite maximum size, this uncontrolled growth would eventually ex-
haust it, causing a stack overflow error and crashing the program.

Bai tap luyén tap

A print spooler processes documents in the order they were sent to the printer. Which ADT
models this behaviour, and name its two core operations.

Loi giai chi tiet

A queue (FIFO) models this behaviour, since the first document sent should be the first one
printed. Its two core operations are enqueue (adding a new print job to the rear of the queue
as it arrives) and dequeue (removing and printing the job currently at the front of the queue).

Bai tap luyén tap

Given post-order traversal 15, 40, 30, 60, 90, 70, 50 of a BST, identify the root of the tree and
explain your reasoning.

Loi giai chi tiét

In a post-order traversal (Left, Right, Root), the root of the entire tree is always visited last — so
the final value in the sequence, 50, must be the root. (This matches the BST used throughout
this chapter: root 50, left subtree 30/15/40, right subtree 70/60/90.)

Bai tap luyén tap

Compare the worst-case time complexity of searching a value in: (a) an unsorted array using
linear search; (b) a balanced BST; (c) a degenerate (linked-list-shaped) BST. State each in Big-O
notation.

Loi giai chi tiét
(a) Unsorted array, linear search: O(n) — every element may need checking. (b) Balanced BST:
O(logn) — each comparison eliminates roughly half the remaining nodes. (c) Degenerate BST

(effectively a linked list): O(n) — no nodes are eliminated faster than one at a time, identical
to linear search despite superficially being "a tree.”

Bai tap luyén tap

A stack-based calculator evaluates the postfix expression3 4 + 2 * by pushing numbers and,
on seeing an operator, popping two values, applying the operator, and pushing the result. Trace
this evaluation.

Lai giai chi tiét

Push 3: [3]. Push 4: [3, 4]. See +: pop 4 and 3, compute 3 + 4 = 7, push 7: [7]. Push 2: [7, 2].
See *: pop 2 and 7, compute 7 x 2 = 14, push 14: [14]. Final stack: [14] — the expression
evaluates to 14, matching the equivalent infix (3 +4) x 2 = 14.
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Bai tap luyén tap

Explain why a stack (rather than a queue) naturally models the sequence of nested function
calls in a program.

Lai giai chi tiét

When a function calls another function, the calling function must pause and wait for the called
function to finish before it can resume — and this must happen in strict reverse order of call-
ing (the most recently called function must finish first before control can return to whichever
function called it). This "last call must finish first” behaviour is exactly LIFO, which a stack
directly implements: each new call pushes a frame; each return pops it, always affecting the
most recently added (innermost) call first. A queue’s FIFO behaviour would instead resume
calls in the order they were originally made, which does not match how nested function calls
actually unwind.

Bai tap luyén tap

A doubly linked list has nodes X <+ Y « Z. Given only a reference to node Y, write pseu-
docode to delete it, and explain why this would require traversing from the head in a singly
linked list instead.

Lai giai chi tiét

Y.Previous.Next <- Y.Next
Y.Next.Previous <- Y.Previous

This works directly because Y already stores references to both its neighbours (X via
Previous, Z via Next). In a singly linked list, each node only stores a reference to the next
node, not the previous one — so given only Y, there would be no way to find X (the node
pointing to Y) directly; the list would need to be traversed from the Head until the node whose
Next equals Y is found, an O(n) operation instead of the doubly linked list's O(1) deletion once
Y is known.

Bai tap luyén tap

Explain one practical use of a circular linked list, and state what makes it "circular” rather than
a standard singly linked list.

Loi giai chi tiet

One practical use: a music player’s "repeat playlist” feature, where after the last song finishes,
playback should automatically continue from the first song again without special-case code to
detect "end of list, go back to start.” What makes it circular is that the last node’s Next pointer
references the head node instead of NULL — so traversal can continue indefinitely in a loop,
rather than reaching a dead end that the program must explicitly detect and handle.

Bai tap luyén tap

Insert the value 85 into the max-heap shown in this chapter (root 90; left subtree 70 with
children 40, 65; right subtree 80 with children 30, 75), following the rule that a new value is
added as a new leaf and then swapped upward with its parent while it is greater than that
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parent. Describe the final position of 85.

' Loi giai chi tiét
The new value 85 is first added as a new leaf (e.g. as a child of 80, the next available position
in the complete tree). Since 85 > 80 (its parent), they are swapped: 85 moves up to where 80
was (as a child of the root, 90), and 80 becomes 85’s child. Comparing again: is 85 > 90 (the
root)? No, so the swapping ("bubbling up”) stops here. Final position: 85 becomes a child of
the root (90), with 80 now demoted to be 85’s child — the max-heap property (parent > both
children) is preserved throughout.

Bai tap luyén tap

Explain why a priority queue implemented with a heap is more efficient than one implemented
by simply keeping an unsorted list and linearly scanning for the highest-priority element every
time dequeue is called.

Loi giai chi tiét

Scanning an unsorted list for the highest-priority element requires checking every element,
an O(n) operation for every single dequeue call. A heap maintains a partial ordering (parent >
children) that lets both insert and remove-highest-priority be performed in only O(logn)
time, by following a single path from root to leaf (or leaf to root) rather than examining every
element. For an application performing many dequeue operations on a large priority queue,

this difference — O(log n) versus O(n) per operation — becomes very significant as the number
of elements grows.

Bai tap luyén tap

Draw (describe in words) the expression tree for (5—2) x (1+4) and give its post-order (postfix)
traversal.

Loi giai chi tiét

Theroot is x, with a left subtree representing 5—2 (root —, children 5 and 2) and a right subtree
representing 1 + 4 (root +, children 1 and 4). Post-order traversal (Left, Right, Root) visits: left
subtree first in post-order (5,2, —), then right subtree in post-order (1, 4, +), then finally the
root (x). Full postfix result: 5 2 - 1 4 + x,

Bai tap luyén tap

Using the stack-based postfix evaluation method from Unit 5’s earlier example, evaluate the
postfix expression 5 2 - 1 4 + * obtained in the previous question.

Loi giai chi tiét

Push 5: [5]. Push 2: [5,2]. See -: pop 2 and 5, compute 5 — 2 = 3, push 3: [3]. Push 1:
[3,1]. Push 4: [3,1,4]. See +: pop 4 and 1, compute 1 + 4 = 5, push 5: [3,5]. See *: pop
5 and 3, compute 3 x 5 = 15, push 15: [15]. Final result: 15, matching the infix calculation
5—2)x(144)=3x5=15.V
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Bai tap luyén tap

Explain why post-order (not pre-order or in-order) traversal is the natural choice for evaluating
an expression tree using a stack-based calculator.

Lai giai chi tiét

A stack-based postfix evaluator needs to see both operands of an operation before it sees the
operator itself, so it can pop them off the stack and combine them when the operator is finally
read. Post-order traversal (Left, Right, Root) visits an operator’s two operand subtrees com-
pletely before visiting the operator node itself, guaranteeing every operand needed for a given
operation has already been pushed onto the stack by the time that operator is encountered
— exactly matching how postfix (reverse Polish) notation is meant to be evaluated. Pre-order
would output the operator before its operands are known, and in-order does not group oper-
ators and operands in an order a simple left-to-right stack scan could directly evaluate.

Bai tap luyén tap

Using the hash function from this chapter (sum of ASCIl codes, modulo 5), compute the bucket
index for the key "BAD" (ASCII: B= 66, A= 65, D= 68), and state whether it collides with "CAB"
from the worked example (bucket 3).

Loi giai chi tiét

Sum = 66 + 65 + 68 = 199. Bucket index = 199 mod 5: 199 — (39 x 5) = 199 — 195 = 4. "BAD"
hashes to bucket 4, which is different from "CAB"’s bucket 3 — so no collision occurs between
these two specific keys.

Bai tap luyén tap

Explain why a hash table generally offers faster average-case lookup than a BST, and one
advantage a BST retains that a hash table does not.

Loi giai chi tiet

A well-designed hash table computes a key’s bucket directly via its hash function, giving O(1)
average-case lookup — no comparisons against other stored keys are needed at all, unlike a
BST’s O(logn), which requires traversing down the tree comparing at each node. However,
a BST retains the ability to easily retrieve data in sorted order (via in-order traversal) and to
efficiently answer range queries (e.g. "all keys between 10 and 50”) — a hash table has no
inherent ordering between keys, since hashing deliberately scatters keys across buckets with
no relationship to their relative order.

Bai tap luyén tap

Explain what a "collision” is in a hash table, and describe how chaining resolves it.

Loi giai chi tiét

A collision occurs when two different keys are hashed by the hash function to the exact same
bucket index. Chaining resolves this by allowing each bucket to hold not just one entry, but
a small linked list of all entries that have hashed to that bucket — when a collision occurs, the
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new key-value pair is simply appended to that bucket’s linked list, rather than overwriting the
existing entry. Looking up a key that collided with others still works correctly, but requires
a short linear search through that specific bucket’s small linked list to find the matching key,
rather than one direct array access.

Bai tap luyén tap

Explain why a plain (non-self-balancing) BST built by inserting values in strictly ascending order
always degrades to O(n) search, using the BST insertion rule.

Loi giai chi tiet

The standard BST insertion rule always compares a new value with existing nodes and follows
the "greater — go right” branch when the new value exceeds the current node. If values are
inserted in strictly ascending order, every single new value is greater than every value already in
the tree, so each new node is always attached as the right child of the previously-inserted node
— producing a tree that is really just a straight chain leaning entirely to the right (structurally
identical to a linked list). Searching such a tree requires potentially visiting every single node,
exactly like a linear search, giving O(n) rather than the O(logn) a balanced tree would provide.

Bai tap luyén tap

Explain the practical benefit of an AVL tree’s guaranteed O(logn) worst-case performance for
an application that repeatedly inserts already-sorted or near-sorted data (e.g. timestamped
log entries arriving in time order).

Loi giai chi tiét

As shown in this chapter, inserting already-sorted data into a plain BST produces a degener-
ate, linked-list-shaped tree with O(n) search — exactly the kind of data pattern (timestamped
log entries, naturally arriving in increasing time order) that would trigger this worst case in
practice, not just in theory. An AVL tree automatically detects the resulting imbalance after
each insertion and performs rotations to restore balance, guaranteeing O(log n) search perfor-
mance is maintained even under this realistic, commonly-occurring "already sorted” insertion
pattern — making it a much safer choice than a plain BST for applications where sorted or
near-sorted insertion order is likely.

Bai tap luyén tap

For the graph with edges A—B, A—C, B—+C, B—D, C—D (as in this chapter), trace a DFS
starting from vertex A, always choosing to visit the first unvisited neighbour in alphabetical
order, backtracking when stuck.

Loi giai chi tiét

Visit A (mark visited). From A, go to first unvisited neighbour, B (mark visited). From B, go
to first unvisited neighbour, C (mark visited). From C, go to its neighbour D (unvisited, mark
visited). From D, no unvisited neighbours — backtrack to C (no more unvisited neighbours) —
backtrack to B (neighbour D already visited) — backtrack to A (neighbours B, C already visited).
DFS complete. Visit order: A, B, C, D — in this particular small graph DFS happens to produce
the same order as BFS, but in general DFS plunges as deep as possible down one path first,
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while BFS spreads outward evenly layer by layer.

Bai tap luyén tap

Explain why an adjacency list is more memory-efficient than an adjacency matrix for a social
network with 1 million users, where the average user is only directly connected to about 200
others.

Loi giai chi tiet

An adjacency matrix for 1 million vertices would require a 1,000,000 x 1,000,000 grid — one
trillion cells — regardless of how many actual connections exist, the vast majority of which
would be O (no connection), since each user connects to only about 200 out of a million pos-
sible others. An adjacency list instead only stores, for each user, the (roughly 200) users they
are actually connected to — using memory proportional to the actual number of edges (roughly
200 million total, across all users) rather than to the square of the number of vertices, making it
vastly more memory-efficient for this kind of sparse graph (a graph with far fewer edges than
the maximum possible).

Bai tap luyén tap

Explain why BFS, rather than DFS, is the correct choice when the goal is specifically to find
the shortest path (fewest edges) between two vertices in an unweighted graph.

Loi giai chi tiét

BFS explores the graph strictly layer by layer outward from the start vertex — visiting every
vertex exactly one edge away before any vertex two edges away, then every vertex two edges
away before any vertex three edges away, and so on. This guarantees that the first time BFS
reaches any given target vertex, it has done so via the fewest possible number of edges. DFS
instead plunges as deep as possible down one arbitrary path before backtracking, and may eas-
ily reach the target vertex via a long, roundabout path long before it would have found a much
shorter path through a different branch — DFS provides no such shortest-path guarantee.

Bai tap luyén tap

A company needs a data structure to store employee records so that a specific employee can
be retrieved almost instantly by their unique employee ID number, with no need to ever list
employees in ID order. Which ADT from this chapter’s summary table is most appropriate, and
why not a BST?

Loi giai chi tiét

A hash table is most appropriate: since lookups are always by the unique employee ID (the key)
and there is no stated need to retrieve employees in sorted order, a hash table’s O(1) average-
case lookup by key is both sufficient and faster than a BST’s O(logn) lookup. A BST would
be the better choice only if the application also needed to efficiently retrieve employees in
sorted ID order or answer range queries (e.g. "all employees with ID between 1000 and 2000”)
— capabilities a hash table does not provide, but which are not required in this scenario.
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Bai tap luyén tap

Explain why a pointer-based (linked) implementation of a queue is generally preferred over
a fixed-size array-based implementation when the maximum number of items the queue will
ever hold is genuinely unpredictable in advance.

Loi giai chi tiét

A fixed-size array-based queue requires committing to a maximum capacity when the program
is written; if actual demand exceeds this limit, the queue overflows and further enqueue oper-
ations must be rejected (or require an expensive resize-and-copy operation). A pointer-based
(linked) implementation instead allocates a new node for each new element as it is enqueued,
allowing the queue to grow dynamically to whatever size is actually needed at runtime, lim-

ited only by total available memory rather than a size decided in advance — a clear advantage
whenever the maximum realistic size genuinely cannot be predicted ahead of time.

Bai tap luyén tap
Given Set X = {A,C,E,G}and SetY = {C,E,H},compute X UY, XNY,and Y — X.

Lai giai chi tiét

Union X UY = {A,C, E,G, H}. Intersection X NY = {C, E} (elements in both). Difference
Y — X = {H} (elements in Y but not in X — note C' and F are excluded since they also appear
in X).

Bai tap luyén tap

Explain why adding the value "apple" twice to a set results in the set containing "apple" only
once, and contrast this with adding the same value twice to a queue.

Loi giai chi tiét

A set, by definition, only ever stores unique values — its add operation checks whether the
value is already present and has no effect if it is, so adding "apple" a second time leaves
the set unchanged, still containing exactly one "apple". A queue has no such uniqueness
restriction: enqueue ("apple") performed twice simply adds two separate entries of "apple"

to the queue, both of which will eventually be dequeued in turn — a queue is concerned with
order of processing, not with whether values are unique.

Bai tap luyén tap

A binary tree has root 40, with left child 20 (whose children are 10 and 30) and right child 60
(whose children are 50 and 70). Is this a valid BST? Justify your answer using the BST property.

Loi giai chi tiét

Yes, this is a valid BST. Checking the property (every left subtree < parent < every right sub-
tree) at each node: root 40 — left subtree {10, 20,30} are all < 40, right subtree {50, 60, 70}
are all > 40. Node 20 — left child 10 < 20 < right child 30. Node 60 — left child 50 < 60 <
right child 70. Every node satisfies the BST ordering property, so this is indeed a valid BST
(and, being a fully-filled shape at this size, an already balanced one).
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Bai tap luyén tap

Explain the base case and recursive case of a recursive method SumList(List, Index) in-
tended to sum all elements of List from Index to the end, and write its pseudocode.

Loi giai chi tiét

method SumList(List, Index)
if Index >= LENGTH(List) then
return 0O
else
return List[Index] + SumList(List, Index + 1)
end if
end method

The base case (Index >= LENGTH(List)) handles running off the end of the list, returning O
since there is nothing left to add. The recursive case adds the current element to the sum of
everything from the next index onward, computed by a smaller recursive call — each call moves
Index strictly closer to the base case, guaranteeing the recursion eventually terminates.

Bai tap luyén tap

A stack-based undo system has performed 4 actions in order: Type, Bold, Underline, Delete.
The user presses undo twice. Trace which actions remain "active” and in what order the undone
actions were reversed.

Loi giai chi tiet

Each action is pushed as it occurs: stack (bottom to top) is [Type, Bold, Underline,
Delete]. Pressing undo calls pop (), removing and reversing the top item first: first undo pops
and reverses Delete; second undo pops and reverses Underline. Actions reversed, in order:
Delete, then Underline (LIFO order — the most recent actions are undone first). Remaining
stack (still "active,” not undone): [Type, Bold].

Bai tap luyén tap

Explain why a linked list’s traversal to reach the k-th element is O(n) in the worst case, while
an array’s access to its k-th element is O(1), and state the practical implication for an algorithm
requiring frequent random access by index.

Loi giai chi tiet

An array stores elements at contiguous, directly-computable memory addresses, so accessing
index k requires a single calculation (base address plus & times element size) regardless of ks
value — O(1). Alinked list has no such direct addressing; reaching the k-th node requires start-
ing at the Head and following exactly k Next pointers one at a time, so in the worst case (a large
k) this takes time proportional to n — O(n). An algorithm that frequently needs random access
by index (e.g. repeatedly jumping to arbitrary positions) would perform far better backed by
an array than a linked list, despite the linked list's advantages for frequent insertion/deletion.
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HL ONLY — Higher Level extension topic (not assessed at SL)

Muc tiéu Unit: Vai trod ctia hé diéu hanh; quan ly ti€n trinh & cac thuat toan lap lich CPU (FCFS, SJF,
Round Robin, Priority); quan ly bd nh& (phan trang, phan doan, bd nhé ao, thay thé trang); trinh bién
dich/théng dich/hgp ngir va cac giai doan bién dich; deadlock & tranh chap tai nguyén.

6.1 The role of the operating system

The operating system (OS) manages hardware resources (CPU time, memory, storage, I/O devices)
and provides a stable, consistent platform on which application software runs, without every appli-
cation needing to control hardware directly.

Core OS responsibilities: process management (creating, scheduling, and terminating running
programs); memory management (allocating and reclaiming RAM safely between processes);
file management (organising data into files/directories on storage); device management (me-
diating access to 1/O devices via drivers); security (user accounts, permissions, authentication);
providing a user interface (command-line or graphical).

- GIAI THICH TIENG VIET
Heé diéu hanh quan ly tai nguyén phan clirng: CPU, b6 nhd, thiét bi vao/ra, tép tin, va cung cap
mot nén tang 6n dinh cho cac irng dung chay ma khéng can tu diéu khién phan cirng truc tiép.

Multitasking lets one CPU (or core) appear to run several programs at once by rapidly switching
between them (time-slicing), fast enough that it appears simultaneous to a human user. Multipro-
cessing uses multiple physical CPUs/cores to genuinely execute multiple tasks in parallel at the same
instant.

GIAI THICH TIENG VIET

a nhiém (multitasking): 1 CPU luan phién xtr ly nhiéu chuong trinh rat nhanh (chia lat thoi
gian — time-slicing), tao cdm gidc chay song song. Da xtr ly (multiprocessing): nhiéu 16i/CPU
thuc su xtr ly song song tai cing mot thoi diém.

6.2 Process states and scheduling

A process moves through a well-defined set of states during its lifetime.

3 schedpler dispatches . finished
‘ New ’—»‘ Réiygypuantu Running }—»

Terminated ’

needs I/O

1/0O complete
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Process state transitions: New — Ready — Running, with possible detours to Waiting (blocked on 1/0O) before returning
to Ready, and finally Terminated.

Ready means a process has everything it needs to run except CPU time. Running means it
currently has the CPU. Waiting (blocked) means it cannot proceed until an external event com-
pletes (e.g. disk I/O finishes), and is not simply waiting for the CPU. A scheduler decides which
ready process the CPU runs next.

. GIAI THICH TIENG VIET

Trang thai tién trinh: New (m&i) — Ready (san sang) — Running (dang chay) — (Waiting néu
can 1/0, réi quay lai Ready) — Terminated (két thic). Ready: da san sang, chi con ché CPU.
Waiting: dang bi chan bai su kién bén ngoai (vi du chd doc dia), KHONG chi don thuan cho
CPU.

Scheduling algorithms.

e FCFS (First-Come-First-Served): runs processes strictly in arrival order — simple, but can
cause the convoy effect (many short jobs stuck waiting behind one long job).

e SJF (Shortest-Job-First): runs the process with the shortest burst time next — minimises av-
erage waiting time among non-preemptive algorithms, but can starve long jobs indefinitely
if short jobs keep arriving.

e Round Robin: each ready process gets a fixed time quantum in rotation before moving to
the back of the queue — fair and responsive for interactive systems, but incurs context-
switch overhead (time spent saving/restoring process state at each switch).

o Priority scheduling: the highest-priority ready process runs first — can starve low-priority
jobs unless aging is used (gradually increasing the priority of jobs that have waited a long
time).

Vi du mau - Worked example

Three processes arrive at time O with burst times P, = 6, P, = 8, P; = 3. Compare average
waiting time for FCFS (in arrival order) vs SJF.

FCFS (P,, P,, P;): P, starts at O (wait 0); P, starts at 6 (wait 6); P starts at 14 (wait 14). Average
0+6+14 20

SJF (shortest first: P;, P;, P,): Py starts at O (wait O0); P, starts at 3 (wait 3); P, starts at 9 (wait
. 0+3+9
9). Average wait = = 4.

SJF gives the lower average waiting time here — this is a general, provable property of SJF
among non-preemptive scheduling algorithms.

Vi du mau - Worked example

Four processes arrive at time O with burst times P, = 5, P, = 2, P, = 1, P; = 4, run with
Round Robin using a time quantum of 2. Determine the order processes complete.
Round-robin cycles through the ready queue, giving each process at most 2 time units per
turn:

Turn 1: P, runs 2 (remaining 3), P, runs 2 (remaining O, finishes), P; runs 1 (remaining O,
finishes), P, runs 2 (remaining 2).
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Turn 2: P, runs 2 (remaining 1), P, runs 2 (remaining O, finishes).

Turn 3: P, runs 1 (remaining O, finishes).

Completion order: P,, P;, P,, P, — notice the two shortest jobs (P; = 1, P, = 2) finish very
early despite not being first in line, because Round Robin gives every process a turn quickly
rather than making short jobs wait behind long ones.

GIAI THICH TIENG VIET

CFS: chay theo thir tu dén trudc, don gian nhung cé thé gay hiéu (rng doan tau (convoy effect
— job ngan bi ket sau job dai). SJF: chay job ngan nhat trudc, giam thdi gian chd trung binh
nhung cé thé “bo déi” job dai. Round Robin: chia déu mot lugng tir thdi gian cé dinh cho tirng
tién trinh theo vong, cong bang nhung tén chi phi chuyén ngir cadnh (context switch). Priority:
uu tién job quan trong trudc, can ky thuat “aging” dé tranh bo déi job uu tién thap.

6.3 Memory management: paging and virtual memory

Paging divides logical (program) memory into fixed-size pages, mapped to equally-sized physical
frames in RAM via a page table. This allows virtual memory to give each program the illusion of more

memory than physically exists: pages not currently needed are swapped out to disk, and brought
back in on demand.

A page fault occurs when a program accesses a page that is not currently loaded in RAM, forcing
the OS to pause the process and load that page from disk — this is far slower than a normal
memory access, so excessive page faults (thrashing) severely degrade performance. Given a
page size S and logical address A: page number = | A/S |, and offset = A— (page number x 5).

Vi du miu - Worked example

With a page size of 1024 bytes, find the page number and offset for logical address 2050.

2050J = 2. Offset = 2050 — (2 x 1024) = 2050 — 2048 = 2. So logical address
2050 is page 2, offset 2.

1024
Vi du m3u - Worked example

With a page size of 4096 bytes, find the page number and offset for logical address 9000.

ZgggJ = 2 (since 2 x 4096 = 8192 < 9000 < 3 x 4096 = 12288). Offset

= 9000 — 8192 = 808. So the address is page 2, offset 808.

Page number = {

Page number = L

GIAI THICH TIENG VIET

uBh.@m trang (paging): chia b6 nhé thanh cac trang (page) kich thudc c¢6 dinh, anh xa t&i cac
khung (frame) trong RAM qua bang trang. Bo nhé ao (virtual memory) cho phép chuong trinh
“tuwdng” c6 nhieu RAM hon thuc t€ bang cach hoan déi (swap) trang ra dia. Page fault: trang
can dung khong cé trong RAM, phai nap lai tir dia (chdm) — néu xay ra qua thuong xuyén goi
la thrashing. Cong thirc: s6 trang = | A/S|, offset = A — (s6 trang x S).
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Page replacement: FIFO vs LRU

When RAM is full and a new page must be loaded, the OS must choose an existing page to
evict. FIFO (First-In-First-Out) evicts whichever page has been in memory the longest, regard-
less of how recently it was used — simple, but can evict a page that is still frequently needed.
LRU (Least Recently Used) evicts the page that has gone longest without being accessed, on
the reasonable assumption that data unused for a long time is less likely to be needed again
soon — generally performs better than FIFO, but requires extra bookkeeping to track access
recency.

- GIAI THICH TIENG VIET
Thay thé trang FIFO: loai trang da & trong bd nhd 1au nhat, bat ké c6 dang duogc dung hay
khong. Thay thé trang LRU: loai trang lau nhat KHONG duoc truy cap — thudng hiéu qua hon
FIFO vi phan anh dung kha nang trang doé sé con duoc dung lai hay khéng.

Segmentation

Segmentation divides a program’s memory into logically meaningful, variable-sized segments
(e.g. one segment for code, one for the stack, one for global data), unlike paging’s fixed-size,
logically arbitrary chunks. Segmentation matches how programmers naturally think about
memory, but variable sizes make it more prone to external fragmentation (free memory scat-
tered in gaps too small individually to hold a new segment). Many modern systems combine
both (segmented paging).

. GIAI THICH TIENG VIET

Phan doan (segmentation): chia bo nhé thanh cac doan cé kich thuégc THAY POl theo y nghia
logic (ma lénh, ngan x&p, dit liéu toan cuc) — dé hiéu vai lap trinh vién hon nhung dé gay phan
manh ngoai (external fragmentation) hon so vé&i phan trang.

6.4 Translators: compilers, interpreters, assemblers

Compiler: translates the entire source program into machine code before execution — the re-
sulting program runs fast, but any source change requires full recompilation, and errors are
typically reported all together after compilation. Interpreter: translates and executes source
code line by line at runtime — slower overall execution (translation overhead repeats every
run), but easier to debug interactively, since execution stops immediately at the exact faulty
line (e.g. Python). Assembler: translates assembly-language mnemonics into machine code on
a (roughly) one-to-one basis.

. GIAI THICH TIENG VIET

\
Trinh bién dich (compiler): dich toan bé ma ngudn thanh ma mdy TRUGC khi chay — chay
nhanh nhung sira code phai bién dich lai toan bd. Trinh thong dich (interpreter): dich va chay
TUNG DONG mét — chay cham hon nhung dé g& 18i (dirng ngay tai dong 16i). Hop ngir
(assembler): dich ma hgp ngilr (assembly) sang ma may gan nhu 1-1.
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Stages of compilation: (1) Lexical analysis — breaks source code into tokens (keywords, identi-
fiers, operators), discarding whitespace/comments, and flags invalid symbols. (2) Syntax anal-
ysis (parsing) — checks tokens conform to the language’s grammar rules, building a parse tree;
a missing semicolon or unbalanced bracket is caught here. (3) Semantic analysis — checks the
parsed code actually makes logical sense (e.g. type checking: adding a string to an integer
without conversion is a semantic error even though it may be syntactically valid). (4) Code
generation — produces the target machine code. (5) Optimization — improves the generated
code’s speed/size without changing its behaviour (e.g. removing unreachable code, simplifying
expressions computed at compile time).

Vi du miu - Worked example

For the line of code result = totalCost / itemCount; classify each of the following errors
by compilation stage: (a) a missing semicolon at the end of the line; (b) dividing by a variable
that was declared as a String, not a number.

(@) A missing semicolon breaks the required grammatical structure of a statement — this is
caught during syntax analysis. (b) Dividing by a String is grammatically valid in form (it looks
like a normal division statement) but is logically meaningless given the variable’s declared type
— this is caught during semantic analysis (type checking).

GIAI THICH TIENG VIET

4c giai doan bién dich: phan tich tir vng (tdch ma nguén thanh token) — phan tich ca phap
(ki€ém tra dang ngir phap, vi du thi€u dau chdm phiy) — phan tich ngir nghia (kiém tra y nghia
logic, vi du ki€m tra ki€u dir liéu) — sinh ma may — t6i uu hoa (cai thién téc dd/kich thudc ma
khéng d6i hanh vi chuong trinh).

6.5 Deadlock and concurrency

A deadlock occurs when two or more processes are each waiting for a resource held by another, so
none can ever proceed. Four conditions must all hold simultaneously for deadlock to occur:

Necessary conditions for deadlock: (1) Mutual exclusion — at least one resource can only be
used by one process at a time. (2) Hold and wait — a process holding at least one resource
is waiting to acquire additional resources held by others. (3) No pre-emption — a resource
cannot be forcibly taken from a process; it must be released voluntarily. (4) Circular wait — a
closed chain of processes exists, each waiting for a resource held by the next. Breaking any
one of these four conditions prevents deadlock.

Vi du m3u - Worked example

Process A holds Printer 1 and is waiting for Printer 2; Process B holds Printer 2 and is waiting
for Printer 1. Explain why this is a deadlock and suggest one way it could have been prevented.
This is a deadlock: A cannot proceed without Printer 2 (held by B), and B cannot proceed with-
out Printer 1 (held by A) — a circular wait with no possibility of either process releasing what
it holds until it gets what it needs, which never happens. One prevention strategy: enforce a
fixed global ordering on resource requests (e.g. always request Printer 1 before Printer 2) so
that circular wait becomes structurally impossible — B would then have had to request Printer
1 first, before Printer 2, avoiding the cycle entirely.
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- GIAI THICH TIENG VIET
Deadlock (bé& tac): hai hay nhiéu tién trinh chd tai nguyén do tién trinh khac gilr, khdng ai tién
duoc. Bén diéu kién can dong thai xay ra: loai trir twong hd, gilr va chd, khéng tudc doat, chd
vong tron — pha v& MOT trong bén diéu kién nay 13 du dé€ ngan deadlock (vi du: quy dinh thir
tu xin tai nguyén cd dinh dé loai bd ché vong tron).

GIAI THICH TIENG VIET

On t3p nhanh Unit 6: (1) OS quan ly CPU/bd nhd&/thiét bi/tép; da nhiém (1
CPU luan phién) khdc da xt&r ly (nhiéu 16i song song that); (2) trang thai tién trinh
New—Ready—Running—(Waiting)— Terminated; (3) FCFS don gidn nhung convoy effect; SJF
t6i wu thoi gian chd trung binh; Round Robin céng bang cho hé tuong tac; Priority can aging;
(4) phan trang: so6 trang = | A/S|; FIFO vs LRU thay thé trang; (5) compiler dich hét r6i chay,
interpreter dich-chay tirng dong; 5 giai doan bién dich; (6) deadlock can da 4 diéu kién, pha 1
diéu kién la ngan duoc.

6.6 Threads vs processes

A process is an independent running program with its own private memory space; processes cannot
directly access each other’'s memory (enforced by the OS), making them robust but relatively expen-
sive to create and to switch between. A thread is a lightweight unit of execution within a process;
multiple threads in the same process share that process's memory space, making them cheaper to
create and to switch between, and allowing them to communicate and share data directly and ef-
ficiently — but also meaning one thread’s error (e.g. corrupting shared data) can more easily affect
other threads in the same process, whereas a crashing process does not directly corrupt another
process’s separate memory.

Multithreading lets a single application perform several tasks concurrently within one pro-
cess (e.g. a word processor’s Ul remaining responsive while a document autosaves in the
background, both as separate threads of the same program). Because threads share mem-
ory, switching between threads of the same process is faster (a smaller context switch) than
switching between entirely separate processes, which must swap out an entire private memory
context.

Vi du mau - Worked example

A web browser uses one thread to render a web page’s visuals and a separate thread to con-
tinue downloading page resources in the background, both within the same browser process.
Explain why this improves user-perceived responsiveness compared with doing both tasks
strictly one after another in a single thread.

If rendering and downloading happened strictly sequentially within one thread, the entire page
would appear frozen/blank while a slow resource downloads, since the single thread cannot
do anything else until that download completes. By splitting the work into two threads sharing
the same process, the rendering thread can continue displaying already-downloaded content
and remain responsive to user scrolling/interaction while the download thread works indepen-
dently in the background — the user perceives the browser as responsive even though a slow
network resource is still loading.
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. GIAI THICH TIENG VIET

Tién trinh (process): chuong trinh chay doc lap, cé ving nhé riéng — chuyén déi gitra cac tién
trinh t6n kém hon nhung an toan hon (16i tién trinh nay khéng anh huéng tién trinh khac).
Ludng (thread): don vi thuc thi nhe hon BEN TRONG mét tién trinh, CHIA SE ving nhé voi
cac ludng khac cuing tién trinh — chuyén d&i nhanh hon, giao tiép dé hon, nhung 16i mot ludng
dé anh hudng ludng khac cuing tién trinh.

6.7 Disk scheduling algorithms

When multiple processes request data from the same hard disk at around the same time, a disk
scheduler decides the order in which to service these requests, since the physical read/write head
can only be in one place at a time, and unnecessary head movement (seek time) wastes time.

FCFS (First-Come-First-Served) disk scheduling services requests strictly in arrival order — sim-
ple and fair, but can cause excessive head movement if requests happen to arrive in a "scat-
tered” order across the disk. SSTF (Shortest Seek Time First) always services whichever pend-
ing request is physically closest to the head’s current position — minimises total head movement
in the short term, but can indefinitely starve a request that happens to be located far from a
cluster of closer, constantly-arriving requests. SCAN ("elevator algorithm”) moves the head
steadily in one direction, servicing every request it passes, until it reaches the end of the disk,
then reverses direction — like a lift servicing every floor along its current direction of travel,
this avoids the starvation risk of SSTF while still keeping head movement reasonably efficient.

Vi du miu - Worked example

The disk head is currently at track 50. Pending requests are for tracks 20, 90, 55, 40, 75 (in
that arrival order). Using SSTF, determine the order requests are serviced.

From track 50, distances to each pending request: 20 (|50 — 20| = 30), 90 (40), 55 (5), 40 (10),
75 (25). The closest is 55 (distance 5) — serviced first. From 55, remaining distances: 20 (35),
90 (35), 40 (15), 75 (20); closest is 40 — serviced next. From 40: 20 (20), 90 (50), 75 (35); closest
is 20 — serviced next. From 20: 90 (70), 75 (55); closest is 75 — serviced next, leaving 90 last.
Service order: 55, 40, 20, 75, 90 — notice this ignores arrival order entirely, always jumping to
whichever pending request is currently nearest.

- GIAI THICH TIENG VIET
Lap lich dia (disk scheduling): quyét dinh th( tu phuc vu yéu ciu doc/ghi dia dé giam thoi gian
di chuyén dau doc (seek time). FCFS: theo thir tw dén, don gian nhung c6 thé di chuyén dau
doc nhiéu. SSTF: ludn phuc vu yéu cau GAN NHAT hién tai — giam di chuyén nhung c6 thé
bé déi yéu cau & xa. SCAN (thuat toan thang may): dau doc di chuyén mét huéng, phuc vu
moi yéu cau gip phai, réi ddo hudng — tranh bé doéi ma van hiéu qua.

6.8 Virtual machines and hypervisors

A virtual machine (VM) is a software-based emulation of a complete computer, running its own
guest operating system as if it were separate physical hardware, even though it actually shares the
underlying physical machine’s resources with other VMs.
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A hypervisor is the software layer that creates and manages VMs, allocating each one a share of
the physical CPU, memory, and storage, and keeping VMs isolated from one another (one VM
cannot directly access another VM’s memory, similar in spirit to how the OS isolates separate
processes). Type 1 (bare-metal) hypervisors run directly on the physical hardware, without a
separate host operating system underneath — typically used in data centres/servers for bet-
ter performance and security. Type 2 (hosted) hypervisors run as an application on top of a
conventional host operating system (e.g. running a Linux VM inside a virtualisation app on a
Windows laptop) — simpler to set up, but with somewhat more performance overhead from
the extra software layer beneath it.

Vi du mau - Worked example

A cloud provider runs 20 separate customers’ virtual servers on one powerful physical server,
each customer believing they have their own dedicated machine. Explain the role of the hy-
pervisor in making this possible and secure.

The hypervisor creates and manages 20 separate VMs on the one physical server, allocating
each a defined share of the physical CPU cycles, memory, and storage, and presenting each
with the illusion of dedicated, private hardware. Critically, the hypervisor also enforces isola-
tion between VMs: a customer’s VM cannot directly read or interfere with another customer’s
VM'’s memory or data, even though they physically share the same underlying hardware — this
isolation is what allows a cloud provider to safely host multiple, mutually-untrusted customers
on shared physical infrastructure.

GIAI THICH TIENG VIET

ay 30 (VM): moé phong phan mém ctia mot may tinh hoan chinh, chay hé diéu hanh khach
riéng du chia sé phan cirng vat ly vai cdc VM khac. Hypervisor: |6p phdn mém tao va quan ly
VM, phan chia CPU/b6 nhé/Iuu trit va CACH LY cac VM véi nhau. Type 1 (bare-metal): chay
truc ti€p trén phan cirng — hiéu nang/bao mat tét hon, dung cho server. Type 2 (hosted): chay
nhu mot &rng dung trén hé diéu hanh host — dé cai dit hon nhung cé thém overhead.

6.9 Processing modes: batch, interactive and real-time

Different applications require fundamentally different scheduling philosophies from the OS, depend-
ing on how and when results are needed.

Batch processing collects a large group of jobs and processes them together, without a user
waiting interactively for immediate results (e.g. an overnight payroll run processing every em-
ployee’s pay at once) — efficient for large volumes of similar work, but unsuitable when an
immediate response is needed. Interactive processing responds to a user’s input essentially
immediately, supporting a back-and-forth dialogue (e.g. a word processor responding to each
keystroke) — prioritises responsiveness for a human user over raw processing efficiency. Real-
time processing (Unit 7) must respond within a guaranteed, bounded time limit, as discussed
for embedded control systems — the strictest of the three, since even interactive systems tol-
erate occasional small, variable delays that a real-time system cannot.

Vi du m3u - Worked example

A bank runs its overnight interest-calculation job across all 2 million customer accounts start-
ing at 1 a.m., completing before branches open at 9 a.m. Identify the processing mode and
explain why it is appropriate here rather than interactive processing.
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This is batch processing: a large, uniform volume of work (identical interest calculations across
every account) is processed together as one big job, with no individual customer waiting in-
teractively for their own personal result. This is appropriate because there is no need for an
immediate, per-customer interactive response at 1 a.m. — processing all accounts together as
one efficient overnight batch, well before the 9 a.m. deadline, is a far more efficient use of
computing resources than handling each account as a separate real-time interactive request.

GIAI THICH TIENG VIET
ﬁ%’r ly theo 16 (batch processing): gom nhiéu céng viéc x(r ly cung luc, khéng cé ngudi dung
cho két qua ngay lap tire (tinh lvong qua dém) — hiéu qua vaéi khéi lwgng 16n cong viéc giong
nhau. Xt ly twong tac (interactive): phan héi gan nhu ngay lap tirc theo thao tac nguoi dung.
Xtr ly thai gian thure (real-time): phai phan héi trong gidi han thoi gian ddm bao — nghiém ngat
nhat trong ba loai.

6.10 Interrupts and interrupt handling

An interrupt is a signal sent to the CPU indicating that an event requiring immediate attention has
occurred — from hardware (e.g. a keypress, a disk finishing a read, a network packet arriving) or from
software (e.g. a program requesting an OS service, or an error condition).

On receiving an interrupt, the CPU: (1) finishes its current instruction (interrupts are not mid-
instruction); (2) saves the current process’s state (registers, PC) so it can resume later exactly
where it left off; (3) looks up the appropriate interrupt service routine (ISR) — a small piece of
code specifically written to handle that type of interrupt — using an interrupt vector table (a
lookup table mapping interrupt types to their ISR’s address); (4) executes the ISR; (5) restores
the saved state and resumes the interrupted process exactly where it left off. Interrupts let
the CPU respond promptly to events without wasting time continuously polling (repeatedly
checking "has anything happened yet?” in a loop) — a much more efficient approach when
events are relatively infrequent and unpredictable.

Vi du miu - Worked example

Explain why using interrupts to detect a keypress is more efficient than the CPU repeatedly
polling the keyboard in a tight loop thousands of times per second, "just in case” a key has
been pressed.

Polling would force the CPU to spend a large amount of processing time repeatedly checking
the keyboard status, even during the (typically very long, relative to CPU speed) intervals be-
tween actual keypresses — this is wasted computation that could otherwise be used running
other processes. Using interrupts instead, the CPU can get on with other useful work entirely,
and the keyboard hardware itself only signals the CPU (via an interrupt) at the exact moment a
key is actually pressed — the CPU'’s attention is requested only when genuinely needed, rather
than constantly "checking in” on the small chance something has happened.

- GIAI THICH TIENG VIET
Ngat (interrupt): tin hiéu gl t&i CPU bao cé su kién can xtr ly ngay (ban phim, dia xong viéc,
16i). CPU xtr ly ngat: hoan tat 1énh hién tai — luu trang thai tién trinh — tra bang vector ngat
tim chuong trinh xtr ly ngat (ISR) — chay ISR — khéi phuc trang thai va tiép tuc tién trinh bj
ngat. Ngat hiéu qua hon polling (lién tuc kiém tra “cé gi xay ra chua?”) vi CPU chi bi lam phién
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I dang lGc can thiét.

6.11 Memory fragmentation

Poorly-managed memory allocation over time leads to fragmentation — wasted or unusable memory
— of two distinct kinds.

External fragmentation (introduced with segmentation, earlier in this chapter): free memory
exists in total, but is scattered across many small, non-contiguous gaps, none individually large
enough to satisfy a new request even though their sum would be sufficient. Internal fragmen-
tation: a process is allocated a fixed-size block (e.g. one page) larger than it actually needs,
wasting the unused remainder within its own allocated block — this can occur even with pag-
ing’s fixed-size blocks, whenever a process’s actual data does not exactly fill a whole number
of pages (the last, partially-used page wastes the remainder). Paging trades external fragmen-
tation (largely eliminated, since any free frame fits any page) for a small amount of internal
fragmentation (wasted space within the last page of each process); segmentation has the op-
posite trade-off.

Vi du mau - Worked example

A process needs 4500 bytes of memory, and the system uses 2048-byte pages. Calculate how
many pages must be allocated, and the resulting internal fragmentation.
4500

2048
page). Total memory allocated = 3 x 2048 = 6144 bytes. Internal fragmentation (wasted space)

= 6144—4500 = 1644 bytes — memory reserved for this process but never actually used, since
only whole pages can be allocated even though the process’s true need falls partway through
the third page.

Pages needed = { -‘ = [2.197] = 3 pages (partial pages must still be allocated as a whole

- GIAI THICH TIENG VIET
Phan manh ngoai (external fragmentation): téng bé nh& tréng da nhung bi chia nho, rai rac
thanh nhiéu khodng khéng da |6n cho yéu cau méi. Phan manh trong (internal fragmentation):
mot tién trinh duoc cap mot khéi kich thude CO DINH 16n hon nhu cau thuc té, 1ang phi phin
du BEN TRONG khéi da cap — xay ra ngay ca véi phan trang khi trang cudi khéng duoc dung
hét. Phan trang gidm phan manh ngoai nhung van cé chat phan manh trong; phan doan thi
nguoc lai.

6.12 Memory allocation strategies

When variable-sized memory requests must be fitted into available free blocks (relevant to segmen-
tation, earlier in this chapter), the OS must choose which free block to use for each request.
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First-fit: allocate the request to the first free block found that is large enough, scanning from
the start of memory each time — fast to compute, but can leave many small, awkward leftover
fragments near the start of memory. Best-fit: search all free blocks and choose the smallest one
that is still large enough — minimises the leftover wasted space for this individual allocation, but
requires scanning every free block (slower) and can still leave many very small, barely-usable
leftover fragments scattered throughout memory over time. Worst-fit: deliberately choose
the largest available free block — leaves a larger, potentially more useful leftover fragment after
allocation (rather than a tiny sliver), at the cost of using up large blocks quickly, potentially
leaving no large block available for a future large request.

Vi du miu - Worked example

Free memory blocks of sizes 100, 500, 200, and 300 (KB) are available, in that order. A new re-
quest for 150 KB arrives. State which block first-fit, best-fit, and worst-fit would each choose.
First-fit: scans from the start and picks the first block > 150 KB — skips the 100 KB block (too
small), picks the 500 KB block (leaving 350 KB free there). Best-fit: examines all blocks > 150
KB (500, 200, 300) and picks the smallest suitable one, the 200 KB block (leaving only 50 KB
free there — a tight fit). Worst-fit: picks the largest available block, the 500 KB block (leaving
350 KB free, a large, more flexible leftover for future requests).

GIAI THICH TIENG VIET

First-fit: chon khoi tréng DAU TIEN du 16n — nhanh nhung c6 thé dé lai nhidu manh nho.
Best-fit: chon khéi trong NHO NHAT van da I16n — gidm lang phi cho I3n cip phat nay nhung
cham hon va van c6 thé dé lai nhidu manh rat nhd. Worst-fit: chon khéi trong LON NHAT —
dé lai phan du 16n hon, hitu ich hon, nhung dung hét khéi I6n nhanh, c6 thé thiéu khéi lan cho
yéu cau tuong lai.

6.13 Deadlock detection and recovery

Rather than preventing deadlock by structurally eliminating one of the four necessary conditions
(earlier in this chapter), some systems instead allow deadlock to potentially occur, but actively detect
and recover from it when it does.

Deadlock detection: the OS periodically examines resource-allocation data (which process
holds/waits for which resource) looking for a circular-wait pattern — often modelled as a
resource-allocation graph, where a cycle in the graph indicates deadlock. Recovery strategies
once deadlock is detected: process termination (kill one or more of the deadlocked processes,
forcibly freeing their held resources so others can proceed — simple, but the killed process loses
all unsaved work); resource pre-emption (forcibly take a resource away from one process and
give it to another, rolling the first process back to an earlier safe state). Detection-and-recovery
trades the overhead of prevention’s stricter operating rules for occasional, more disruptive re-
covery action when deadlock does occur — appropriate when deadlock is expected to be rare.

Vi du m3u - Worked example

An OS’s deadlock detection algorithm finds a cycle: Process A holds Resource 1 and waits
for Resource 2; Process B holds Resource 2 and waits for Resource 1. Describe one recovery
action the OS could take, and one consequence of that action.

The OS could terminate Process B, forcing it to release Resource 2 — Resource 2 then becomes
available for Process A, which can proceed and eventually release Resource 1. Consequence:
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any unsaved work or progress made by Process B is lost entirely, and Process B (or the user
relying on it) will need to restart that work from scratch — a real cost of this simple recovery
strategy, which is why prevention (avoiding deadlock ever occurring in the first place) is often
preferred for critical systems where losing a process’s work is unacceptable.

- GIAI THICH TIENG VIET
Phat hién deadlock: dinh ky kiém tra dir liéu cap phat tai nguyén dé tim mau chd vong tron
(thuong dung do thi cap phat tai nguyén — chu trinh trong d6 thi bao hiéu deadlock). Khéi
phuc: chdm dirt tién trinh (don gian nhung mat cong viéc chua luu) hodc tudc doat tai nguyén
(Iay lai tai nguyén, dua tién trinh vé trang thai an toan trudc do). Cach ti€p can nay danh doi
chi phi phong ngtra nghiém ngat dé 1ay hanh déng khéi phuc gay gian doan hon khi deadlock
thuc su xay ra.

6.14 Practice
Bai tap luyén tap

Four processes arrive at time O with burst times P, = 4, P, = 1, P; = 8, P, = 2. Using SJF
(non-preemptive), what is P;’s waiting time?

(A) 0 (C) 8
(B) 7 (D) 15

Lai giai chi tiét

SJF order by burst time: P,(1), P,(2), P;(4), P;(8). Start times: P, at 0, P, at1, P, at 3, P; at
7. Py waits until all shorter jobs finish: waiting time = 7. (B).

Bai tap luyén tap

Which process state describes a process that is loaded and eligible to run, but is not currently
being executed because the CPU is busy with another process?

(A) New (C) Running
(B) Ready (D) Waiting

Loi giai chi tiet

Ready means the process has everything it needs and is waiting only for CPU time; Running
means it currently has the CPU; Waiting means it is blocked on 1/0, not just waiting for the
CPU. (B).

Bai tap luyén tap

With a page size of 4096 bytes, find the page number and offset for logical address 9000.
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Loi giai chi tiét
9000

Page number = LMJ = 2 (since 2 x 4096 = 8192 < 9000 < 3 x 4096 = 12288). Offset

= 9000 — 8192 = 808. So the address is page 2, offset 808.

Bai tap luyén tap

A programmer wants to test small snippets of code interactively, seeing results immediately
after each line, and is not concerned about final execution speed. Which translator best suits
this workflow, and why?

(A) Compiler, because it is faster overall (C) Assembler, because it works with
mnemonics

(B) Interpreter, because it executes and re- (D) None; translators are unrelated to inter-
ports results line by line active testing

Loi giai chi tiet

An interpreter translates and runs code one line/statement at a time, giving immediate feed-
back after each line — ideal for interactive testing, even though the resulting execution is
slower than compiled code. (B).

Bai tap luyén tap

Explain why Round Robin scheduling is considered fairer than FCFS for an interactive multi-
user system, using the idea of a time quantum in your answer.

Loi gidi chi tiét

In FCFS, a process that arrives first — even a very long one — monopolises the CPU until it fin-
ishes, forcing every later process (however short) to wait its entire duration (the convoy effect).
Round Robin instead gives each ready process only a fixed time quantum before moving to
the next process in a circular queue; this guarantees every process gets regular, bounded ac-
cess to the CPU, keeping the system responsive for all interactive users rather than favouring
whichever process merely arrived earliest.

Bai tap luyén tap

Explain why priority scheduling can lead to starvation, and describe how "aging” fixes this.

Loi giai chi tiét

Under pure priority scheduling, a low-priority process only ever runs once no higher-priority
process is ready — if higher-priority processes keep arriving continuously, a low-priority pro-
cess could theoretically wait forever, which is called starvation. Aging fixes this by gradually
increasing the priority of a process the longer it waits, so that eventually even an initially low-
priority process's priority rises high enough to guarantee it gets scheduled, without needing
to abandon priority scheduling altogether.
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Bai tap luyén tap

Three processes arrive at time O with burst times P, = 10, P, = 2, P, = 3. Calculate the
average waiting time under FCFS (arrival order) and under SJF, and state which is lower.

Lai giai chi tiét

. . . 1 12 22
FCFS (P, P,, P;): P, waits O, P, waits 10, P; waits 12. Average = Ox1owiz = & 7.33.

3
. . . . 0+2+5
SJF (P,, P;, P, by burst time 2, 3, 10): P, waits O, P; waits 2, P, waits 5. Average = % =

g ~ 2.33. SJF gives the lower average waiting time — placing the long job (P,) last prevents

it from forcing the two short jobs to wait through its entire burst time.

Bai tap luyén tap

Explain the difference between a page fault and normal page access, and state one conse-
quence of frequent page faults ("thrashing”).

Loi giai chi tiét

A normal page access finds the required page already loaded in a RAM frame, so the CPU
can read/write it directly at RAM speed. A page fault occurs when the required page is not
currently in RAM, forcing the OS to pause the requesting process and load the page from
much slower secondary storage (disk) before continuing. If page faults happen very frequently
(thrashing) — e.g. because too many processes compete for too little RAM — the system can
spend more time swapping pages in and out than doing useful work, causing severe overall
performance degradation.

Bai tap luyén tap

Compare FIFO and LRU page replacement using an example: RAM holds pages loaded in
order A, B, C (A oldest). Page D must now be loaded and one page evicted. Page B was just
accessed a moment ago; A and C have not been accessed in a long time. Which page does
each algorithm evict?

Loi giai chi tiét

FIFO evicts whichever page has been in memory the longest, regardless of recent use — that is
Page A (loaded first). LRU evicts whichever page has gone the longest without being accessed
— since B was just accessed, and A/C have not been accessed recently, LRU would evict either

A or C depending on which of those two was accessed least recently; it would specifically not
evict B, since B has clearly been used most recently of the three.

Bai tap luyén tap

Classify the following as a lexical, syntax, or semantic error: a program declares Age as an
integer, then later executes Age = Age + "5" (adding a string literal to an integer variable
without conversion).
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Loi giai chi tiét
The statement is grammatically well-formed (an assignment with a plus operator between two
operands) — the problem is that the operand types are incompatible for direct addition given

their declared types. This is a semantic error (caught during semantic analysis / type checking),
not a lexical or syntax error.

Bai tap luyén tap

Explain one advantage of an interpreter over a compiler specifically during the software devel-
opment phase (not for the finished product).

Loi giai chi tiét

During development, code changes constantly and programmers need fast feedback on
whether a change works. An interpreter translates and runs code line by line, so it can im-
mediately execute (and report an error in) the exact line just written, without waiting for the
entire program to be translated first — letting a developer test small changes almost instantly.
A compiler, by contrast, must retranslate the entire program before it can be run at all, which
is slower for this rapid edit-test-edit cycle even though the compiled program ultimately runs
faster once finished.

Bai tap luyén tap

Two processes, A and B, each need both a scanner and a printer to complete their task. A has
acquired the scanner and is waiting for the printer; B has acquired the printer and is waiting
for the scanner. Identify which of the four deadlock conditions is most directly illustrated by
this exact situation, and explain.

Loi giai chi tiét

This most directly illustrates circular wait: A is waiting on a resource (printer) held by B, and
B is waiting on a resource (scanner) held by A, forming a closed cycle of two processes each
waiting on the other. (The scenario also relies on the other three conditions holding — mutual
exclusion of each device, hold-and-wait behaviour, and no pre-emption of the devices — but
the circular chain of dependency itself is the condition most specifically shown here.)

Bai tap luyén tap

Suggest one practical operating-system strategy that prevents deadlock by breaking the "hold
and wait” condition specifically.

Loi giai chi tiét

Require every process to request all the resources it will need at once, before starting execu-
tion, rather than acquiring some resources and then later requesting more while still holding
the first ones. If a process cannot obtain every resource it needs immediately, it acquires none

and must wait/retry later — this directly eliminates "hold and wait,” since a process is never
simultaneously holding one resource while blocked waiting for another.
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Bai tap luyén tap

Explain why segmentation is more prone to external fragmentation than paging, using the
concept of segment/page size.

Lai giai chi tiét

Paging divides memory into fixed-size pages/frames, so any free frame can hold any page —
free space is never "the wrong shape” for a waiting page. Segmentation uses variable-sized
segments matched to logical program units (code, stack, data); as segments are loaded and
removed over time, the free memory left behind is scattered in gaps of varying, unpredictable
sizes. A new segment may fail to fit into any single gap even if the total free memory is more
than enough, because no single gap is large enough on its own — this scattered, unusable free
space is external fragmentation.

Bai tap luyén tap

A single-core CPU appears to run a web browser, a music player, and a word processor "at the
same time.” Explain, using the term "time quantum,’ how this is actually achieved.

Loi giai chi tiét

A single core can only truly execute one process at any given instant. The OS achieves the
appearance of simultaneous execution through multitasking: the scheduler rapidly switches
the CPU between the browser, music player, and word processor, giving each one a short time
quantum of CPU time in turn (often just milliseconds), then performing a context switch to the
next process. Because these switches happen so fast relative to human perception, all three
applications appear to run simultaneously, even though only one is genuinely executing at any
single instant.

Bai tap luyén tap

Explain why switching between two threads of the same process is generally faster than
switching between two entirely separate processes.

Loi giai chi tiet

Switching between separate processes requires the OS to save and later restore an entire
private memory context (memory mappings, open file handles, and more) for each process,
since each process has its own completely separate address space. Switching between threads
of the same process only requires saving/restoring each thread’s own small execution state
(its registers, stack pointer, program counter), since the shared memory space, open files, and
other process-wide resources do not need to be swapped out at all — this smaller context
switch is significantly cheaper and faster.

Bai tap luyén tap

Explain one risk of multithreading that does not apply to using entirely separate processes,
using the concept of shared memory.
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Loi giai chi tiét

Because threads within the same process share the same memory space, a bug in one thread —
such as writing incorrect data to a shared variable, or corrupting a data structure while another
thread is reading it at the same time (a race condition) — can directly corrupt data used by other
threads in that process, or cause unpredictable, hard-to-reproduce bugs. Separate processes
do not share memory directly (enforced by the OS), so an error in one process cannot directly

corrupt another process’s private memory in the same way, making processes more robustly
isolated from each other’s failures.

Bai tap luyén tap

A disk head is at track 30. Pending requests (in arrival order) are for tracks 10, 65, 35, 80.
Using SSTF, determine the full service order.

Loi giai chi tiet

From track 30: distances are 10 (20), 65 (35), 35 (5), 80 (50). Closest: 35 (distance 5) — serviced
first. From 35: remaining distances are 10 (25), 65 (30), 80 (45); the smallest is 25, so 10 is
serviced next. From 10: remaining distances are 65 (55) and 80 (70); the smaller is 55, so 65 is
serviced next, leaving 80 last. Service order: 35, 10, 65, 80.

Bai tap luyén tap

Explain why SSTF disk scheduling can lead to starvation of a distant request, using a scenario
where new nearby requests keep arriving.

Loi giai chi tiet

SSTF always chooses whichever currently pending request is physically closest to the disk head,
without any regard for how long a request has already been waiting. If new requests keep arriv-
ing in the region where the head currently is (or nearby), those newly-arrived, closer requests
will repeatedly be chosen ahead of an older but more distant request — the distant request
could, in principle, wait indefinitely as long as a steady stream of closer requests keeps tak-
ing priority over it, a form of starvation. The SCAN algorithm avoids this specific problem
by committing to sweep past every pending request in the current direction before reversing,
guaranteeing every request is eventually serviced within one full sweep.

Bai tap luyén tap

Explain why running several VMs on one physical server is more resource-efficient than dedi-
cating a separate physical server to each workload, for workloads that individually only use a
small fraction of a server’s total capacity.

Lai giai chi tiét

If each workload only uses, say, 15% of a dedicated physical server’s capacity, running it on
its own separate physical machine leaves roughly 85% of that expensive hardware sitting idle
and wasted. Running multiple such workloads as separate VMs on one shared physical server,
managed by a hypervisor, allows the underlying hardware’s capacity to be pooled and allocated
dynamically across all the VMs — several lightly-loaded workloads can share one physical ma-
chine’s resources far more fully, substantially reducing the amount of idle, wasted hardware
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capacity (and the associated cost of purchasing, powering, and maintaining many separate
underused physical servers).

Bai tap luyén tap

Explain why a Type 1 (bare-metal) hypervisor generally offers better performance than a Type
2 (hosted) hypervisor.

Loi giai chi tiét

A Type 2 hypervisor runs as an application on top of a full host operating system, meaning ev-
ery VM's requests to the underlying hardware must pass through an additional software layer
(the host OS) before even reaching the hypervisor itself — adding extra processing overhead
at each step. A Type 1 hypervisor runs directly on the physical hardware with no separate host
OS underneath it at all, so VM requests reach the hypervisor (and hence the real hardware)
more directly, with one less layer of software overhead — this is why performance-critical
data-centre and server environments typically use Type 1 hypervisors.

Bai tap luyén tap

A university’s exam-result processing system compiles and finalises all students’ results to-
gether once, several days after the exam period ends, rather than as each script is marked.
Identify the processing mode and give one advantage of this choice.

Loi giai chi tiet

This is batch processing: all results are gathered and processed together as one large job,
rather than each individual result being processed and released the moment it becomes avail-
able. One advantage: processing all results together allows the university to apply consistency
checks and any necessary grade moderation/scaling across the entire cohort at once before any
results are released, which would be far more difficult (or produce inconsistent results across
students) if each result were processed and finalised independently and immediately as it came

Bai tap luyén tap

Explain why a hard real-time system (e.g. an airbag controller) cannot simply be built using or-
dinary interactive-processing scheduling, even though interactive systems also aim to respond
quickly.

Lai giai chi tiét

Interactive processing aims for responses that feel fast to a human user, but tolerates occa-
sional small, variable delays (e.g. a brief lag while an application is busy) without this being
considered a failure. A hard real-time system instead requires an absolute guarantee that a re-
sponse will occur within a strict deadline, every single time, because a late response (however
rare) constitutes complete system failure with potentially catastrophic consequences. Ordi-
nary interactive scheduling provides no such formal guarantee — it optimises for good typical
responsiveness, not a guaranteed worst-case bound — so hard real-time systems require spe-
cialised real-time scheduling algorithms specifically designed to provide provable worst-case
timing guarantees.
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Bai tap luyén tap

Free memory blocks of sizes 250, 100, 400, and 150 (KB) are available, in that order. A request
for 120 KB arrives. State which block first-fit and best-fit would each select.

Loi gidi chi tiét

First-fit: scanning from the start, the 250 KB block is the first one > 120 KB (the 100 KB block
is skipped as too small), so first-fit selects the 250 KB block (leaving 130 KB free). Best-fit:
examining all blocks > 120 KB (250, 400, 150), the smallest suitable one is the 150 KB block
(leaving only 30 KB free — the tightest possible fit among the eligible blocks).

Bai tap luyén tap

Explain one disadvantage of best-fit memory allocation, despite it minimising wasted space
for each individual allocation.

Lai giai chi tiét

Although best-fit minimises the leftover space for any single allocation, it tends to create many
very small leftover fragments scattered throughout memory over time (since it deliberately
picks the tightest-fitting block, the remainder is often too small to usefully satisfy any future
request) — contributing significantly to external fragmentation in the long run. Best-fit also re-
quires scanning every free block to find the smallest suitable one, making it slower to compute
than first-fit, which can stop as soon as it finds the first block that fits.

Bai tap luyén tap

Explain why a system relying on deadlock detection and recovery (rather than prevention)
might be an acceptable design choice for a non-critical desktop application, but a poor choice
for a hospital’s life-support control system.

Loi giai chi tiét

Detection-and-recovery accepts that deadlock can occasionally occur, then deals with it after
the fact — usually by terminating a process and losing its unsaved work, or rolling back to
an earlier state. For a non-critical desktop application, an occasional deadlock causing one
program to close and lose unsaved changes is inconvenient but rarely catastrophic. For a
hospital life-support system, however, a process controlling critical equipment being forcibly
terminated (or briefly stalled while deadlock is detected and resolved) could directly endanger a
patient’s life — here, deadlock prevention (structurally guaranteeing deadlock can never occur
in the first place, by eliminating one of the four necessary conditions) is essential, since even
a brief, rare deadlock is an unacceptable risk.

Bai tap luyén tap

Explain why a resource-allocation graph containing a cycle indicates a deadlock, using the
definition of circular wait.
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Loi giai chi tiét

Aresource-allocation graph represents each process and resource as a node, with edges show-
ing which process holds which resource and which process is waiting for which resource. A
cycle in this graph means there exists a closed chain: Process 1 waits for a resource held by
Process 2, which waits for a resource held by Process 3, ..., which eventually waits for a re-
source held by Process 1 again — this is precisely the definition of circular wait, one of the four
necessary conditions for deadlock (Unit 6, earlier). If such a cycle exists (and each resource
involved can only be held by one process at a time), none of the processes in the cycle can
ever proceed, confirming a genuine deadlock.

Bai tap luyén tap

Five processes arrive at time O with burst times P, = 3,P, = 5,P; = 2P, = 7,P, = 1.
Calculate the average waiting time using SJF (non-preemptive).

Loi giai chi tiét

SJF order by burst time: P;(1), P5(2), P,(3), P»(5), P,(7). Start times: P; at O, P; at 1, P, at
3, P, at 6, P, at 11. Waiting times: P, = 0, P, = 1, P, = 3, P, = 6, P, = 11. Average

0+1+3+6+11 21
:++++:€:4.2.

IO-‘

Bai tap luyén tap

Explain why an operating system uses virtual memory rather than simply requiring every pro-
gram to fit entirely within physical RAM.

Loi giai chi tiét

Requiring every program to fit entirely in physical RAM would strictly limit the size and number
of programs that could run to whatever RAM happens to be physically installed — a serious
constraint given RAM is expensive relative to secondary storage. Virtual memory lets the
OS present each program with the illusion of a large, contiguous address space, transparently
swapping less-currently-needed pages out to slower secondary storage (disk) and only keeping
actively-needed pages in RAM at any moment — allowing more programs (or larger programs)
to run than physical RAM alone could hold, at the cost of occasional slower page-fault-driven
disk access when a needed page must be swapped back in.

Bai tap luyén tap
With a page size of 2048 bytes, find the page number and offset for logical address 5000.

Loi giai chi tiét

Page number = BngJ = 2 (since 2 x 2048 = 4096 < 5000 < 3 x 2048 = 6144). Offset

= 5000 — 4096 = 904. Address is page 2, offset 904.

Bai tap luyén tap

Explain why an operating system uses separate "Ready” and "Waiting” states rather than merg-
ing them into one single "Not Running” state.
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Loi giai chi tiét

Merging these into a single state would hide critically important information the scheduler
needs: a Ready process has everything it needs and is only waiting for CPU time — the sched-
uler could select it to run at any moment. A Waiting process is blocked on an external event
(e.g. disk 1/0) and cannot usefully run even if given the CPU right now — selecting it would sim-
ply waste a CPU time slot on a process that cannot make progress. Keeping these as distinct

states lets the scheduler correctly select only from truly Ready processes, avoiding wasted
CPU allocations to processes that are not actually able to proceed yet.

Bai tap luyén tap

Explain the purpose of the "interrupt vector table” in interrupt handling, using an example of
a keyboard interrupt versus a disk-read-complete interrupt.

Lai giai chi tiét

The interrupt vector table maps each distinct type of interrupt to the memory address of the
specific interrupt service routine (ISR) responsible for handling it. When a keyboard interrupt
occurs, the CPU looks up the keyboard interrupt’s entry in this table to find and jump to the
keyboard-handling ISR (e.g. reading the pressed key and storing it in a buffer); when a disk-
read-complete interrupt occurs instead, the CPU looks up a completely different entry in the
same table, jumping to a different ISR appropriate for disk operations (e.g. copying the read
data into the requesting process’s memory). This table lets the CPU respond correctly and
quickly to whichever specific type of interrupt has occurred, without needing to check every
possible interrupt type in sequence.

Bai tap luyén tap

A process needs 10,000 bytes of memory, and the system uses 4096-byte pages. Calculate
how many pages must be allocated and the resulting internal fragmentation.

Loi giai chi tiét

1
Pages needed = { 2(’)%%0-‘ = [2.44] = 3 pages. Total memory allocated = 3 x 4096 = 12,288

bytes. Internal fragmentation = 12,288 — 10,000 = 2288 bytes.

Bai tap luyén tap

Explain why reducing the page size (e.g. from 4096 bytes to 512 bytes) would reduce internal
fragmentation, and state one disadvantage of using a very small page size.

Lai giai chi tiét

Internal fragmentation is, at most, one page’s worth of wasted space per process (the unused
remainder of the last, partially-filled page) — a smaller page size directly caps this maximum
possible waste to a smaller amount, since the largest possible "leftover” within any single page
shrinks along with the page size itself. However, a very small page size means any given process
needs many more pages to hold the same total amount of data, which increases the size of the
page table needed to track all those mappings, and increases the overhead of managing many
more, smaller page transfers between RAM and disk — a real trade-off between minimising
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wasted space and minimising management overhead.

Bai tap luyén tap

Explain why segmentation, unlike paging, cannot suffer internal fragmentation in the same
way, yet is more prone to external fragmentation.

Loi giai chi tiet

Segmentation allocates memory in variable-sized segments sized to exactly match each logical
unit’s actual need (e.g. a segment sized precisely for a program’s stack or code), so there is
no fixed block size that a segment could be smaller than — eliminating internal fragmentation
almost entirely (a segment’s size is chosen to be no larger than needed). However, because
segments have variable sizes, as they are allocated and freed over time, the memory freed
by removed segments leaves gaps of inconsistent, unpredictable sizes scattered throughout
memory — exactly the external fragmentation problem discussed earlier in this chapter, since
a new segment may not fit into any single existing gap even if enough total free memory exists
across several smaller gaps.
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HL ONLY — Higher Level extension topic (not assessed at SL)

Muc tiéu Unit: Hé théng nhang; cdm bién & bd truyén dong; vong lap phan héi (feedback loop) vong
kin/vong ha; gidm sat (monitoring) so vai diéu khién (control); hé théng thoi gian thuc cirng/mém; ghi
nhat ky dir liéu & tan s6 18y mau; cac nghién clru tinh huéng diéu khién.

7.1 Embedded and control systems

An embedded system is a computer built into a larger device to perform one dedicated function,
rather than being a general-purpose computer (e.g. a car’s engine-management controller, a washing
machine’s cycle controller, a digital thermostat, a pacemaker). Embedded systems typically run a
small, fixed piece of software, often on modest hardware chosen specifically for reliability, low power
use, and cost, rather than raw performance.

Monitoring means a system reads values from the environment and records/reports them,
without changing anything (e.g. a weather station logging temperature every hour). Con-
trol means the system uses readings to actively change the environment (e.g. a thermostat
switching a heater on or off in response to temperature). Many real systems do both at once
— monitoring is a necessary first step, but control additionally requires an action.

- GIAI THICH TIENG VIET
Hé théng nhing: may tinh dugc tich hop vao mot thiét bi Ién hon dé thuc hién mét chirc nang
chuyén biét duy nhat (b6 diéu khién déng co 6 t6, may gidt, may diéu nhiét, may tao nhip tim),
thuwong dung phan cirng nhd gon, tiét kiém nang luvgng. Giam sat (monitoring): chi DOC va
ghi lai dir liéu, khong can thiép. Diéu khién (control): dung dir liéu doc duwgc dé CHU DONG
thay d6i moéi trudng — nhiéu hé théng 1am c3 hai.

7.2 Sensors, actuators and feedback loops

Sensors convert physical conditions into data the system can read (temperature, light, pressure,
motion/PIR, humidity, proximity, sound). Actuators let the system act back on the physical world
(motors, valves, heaters, relays, speakers, LEDs). A closed-loop (feedback) system continuously
measures its own output and feeds that measurement back into the controller to adjust behaviour;
an open-loop system has no feedback path at all — it runs a fixed, pre-programmed action regardless
of the actual outcome.

feedback

——

Actuat Process
ctuator |— stem)

Closed-loop (feedback) control: the sensor continually measures the process output and reports it back to the controller.

‘ Sensor —| Controller
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Vi du miu - Worked example

Pseudocode for a thermostat (a classic closed-loop control system) with target temperature
21°C:

Target <- 21
loop
CurrentTemp <- READSENSOR()
if CurrentTemp < Target then
HEATER <- "ON"
else
HEATER <- "OFF"
end if
end loop

The loop repeats indefinitely, continually reading the sensor (feedback) and adjusting the ac-
tuator (heater) — this is monitoring and control combined, and its closed-loop nature means
the system automatically self-corrects if the room temperature drifts for any reason (an open
window, more people entering the room, etc).

Vi du mau - Worked example

A garden sprinkler runs for exactly 10 minutes every day at 6 a.m., regardless of recent rainfall
or current soil moisture. Classify this as open-loop or closed-loop, and redesign it as the other
type.

This is open-loop: the controller runs a fixed action (10 minutes) with no sensor feeding back
the actual outcome (soil moisture), so it wastes water after rain and may under-water during
a heatwave. A closed-loop redesign would add a soil-moisture sensor: the controller reads
current soil moisture and runs the sprinkler only until a target moisture level is reached (or
skips watering entirely if already moist), continuously adapting to real conditions instead of
blindly following a fixed schedule.

. GIAI THICH TIENG VIET

Cam bién (sensor): chuyén dai lwvong vat ly (nhiét do, anh sang, ap suat, chuyén doéng) thanh
dir liéu s6. B6 truyén déng (actuator): tac dong nguoc lai thé gidi vat ly (dong co, van, ro-le,
loa). Vong kin (closed-loop/feedback): lién tuc do dau ra va phan hoi dé diéu chinh — tu sira
sai, nhu may diéu nhiét. Vong hé (open-loop): khong c6 phan héi, chay mét hanh déng c6 dinh
bat ké két qua thuc té€ — vi du hen gid tudi ciy co dinh bat ké dé am dat.

(1) L6i thuong gap: A system can measure something and still be open-loop if that measure-
ment is never fed back to influence the controller’s future actions. The defining test for closed-
loop is not "does it have a sensor?” but "does the sensor’s output change the controller’s future
behaviour?”

7.3 Real-time systems and data logging

A real-time system must respond to input within a guaranteed time limit, not merely "quickly.”
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Hard real-time: missing a deadline constitutes a system failure, with potentially severe con-
sequences (e.g. an airbag controller that deploys even a fraction of a second late, an aircraft
flight-control system, industrial safety shutoffs). Soft real-time: occasional missed deadlines
degrade quality but do not cause catastrophic failure (e.g. video streaming that occasionally
buffers, a live scoreboard update arriving a moment late).

- GIAI THICH TIENG VIET
Hé thong thaoi gian thuc: phai phan hoi trong gidi han thai gian dam bao, khong chi “nhanh”.
Thai gian thuc cirng (hard): tré han = hé théng that bai, hau qua nghiém trong (tui khi 6 t6, hé
théng diéu khién bay). Th&i gian thuc mém (soft): tré han chi lam giam chat lugng, khéng gay
tham hoa (xem video truc tuyén bi giat mot chat).

Data logging automatically records sensor readings at a chosen sampling rate (readings per unit
time). A higher sampling rate captures more detail/accuracy (better able to catch short bursts of
change) but consumes more storage and power; a lower sampling rate saves resources but may miss
important short-lived events entirely.

Vi du mau - Worked example

A weather station logs temperature every 5 seconds, continuously, for 1 hour. How many
readings are recorded?

1 hour = 3600 seconds. Number of readings = @ = 720 readings.

Vi du miu - Worked example

A soil-moisture data logger samples every 15 minutes for 24 hours. How many readings does

it store, and what happens if the sampling interval is instead reduced to every 1 minute?
24 x 60

At 15-minute intervals:

= 96 readings per day. At 1-minute intervals: 24 x 60 = 1440

readings per day — roughly 15 times more data, giving far finer detail (better chance of catching
short bursts of change) at the cost of much greater storage use and battery/power drain.

GIAI THICH TIENG VIET

VN .
Ghi nhat ky dir liéu (data logging): tu dong ghi lai s6 doc cam bién theo mot tan sé 1ay mau
(sampling rate). Tan sé cao hon — chi tiét/chinh xac hon nhung tén bd nhd va ning lugng
hon; tan sé thap hon — tiét kiém nhung cé thé bd 16 su kién ngin han quan trong.
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7.4 Case studies in control systems

Traffic light system: sensors (inductive loops or cameras) detect vehicle presence at each ap-
proach; the controller applies fixed or adaptive timing rules to decide which direction gets a
green light, and for how long — a closed-loop design (using real-time vehicle counts) gener-
ally reduces congestion better than a fixed-timer (open-loop) design that ignores actual traf-
fic. Washing machine: sensors detect water level, drum temperature, and load balance; the
controller sequences the wash/rinse/spin cycle, actuating the water valve, heater and motor —
largely closed-loop for water level and temperature, but the overall cycle length is often simply
a pre-set open-loop timer once a program is chosen. Autonomous greenhouse: soil-moisture,
light, and temperature sensors feed a controller that actuates irrigation valves, grow lights, and
roof vents — a fully closed-loop system that continuously adapts to real plant conditions rather
than following a fixed schedule.

. GIAI THICH TIENG VIET

Dén giao théng: cam bién phat hién xe, bd diéu khién quyét dinh thoi gian dén xanh — thiét ké
vong kin (dung s6 liéu xe thuc t€) gidm Un tac t6t hon vong hé (hen gid ¢d dinh). My giat: cam
bién muc nuwdc/nhiét dd/can bang tai, vong kin cho nudc va nhiét dé nhung téng thai gian
chu trinh thuong 13 hen gio vong hé. Nha kinh tu déng: cam bién doé am dat/anh sang/nhiét
dé diéu khién van tudi, dén, ctra théng gié — hoan toan vong kin.

Vi du miu - Worked example

A city upgrades its traffic lights from a fixed 60-second cycle at every intersection to a system
using real-time vehicle-count sensors that adjust green-light duration dynamically. Explain,
using the terms "open-loop” and "closed-loop,” why this upgrade should reduce congestion.
The original fixed 60-second cycle is open-loop: it allocates the same green-light time to every
direction regardless of how many vehicles are actually waiting, wasting green time on a nearly-
empty road while a busy road remains stuck on red. The upgraded system is closed-loop: real-
time vehicle-count sensors continuously feed back the actual traffic level to the controller,
which can allocate more green time to the direction with more waiting vehicles and less time
to an empty approach — automatically adapting to real, changing traffic conditions rather than
a rigid, one-size-fits-all schedule.

GIAI THICH TIENG VIET

On tap nhanh Unit 7: (1) Hé théng nhing = may tinh chuyén biét trong thiét bi I&n hon; (2)
giam sat chi DOC, diéu khién thi HANH DONG; (3) vong kin cé phan hdi (tu stra sai), vong hd
khéng cé phan hoéi (hanh déng c6 dinh); (4) thdi gian thuc clirng: tré = that bai; thoi gian thuc
mém: tré chi gidm chat lwgng; (5) tan s6 1ay mau cao hon = chi tiét hon nhung tén tai nguyén
hon; (6) ludn kiém tra xem cam bién c6 thuc sw ANH HUONG hanh vi tuong lai ctia bo diéu
khién hay khéng dé phan biét vong kin/vong hé.

7.5 Proportional control

The thermostat example earlier in this chapter uses on/off (bang-bang) control: the actuator is either
fully ON or fully OFF depending on a single threshold. This is simple but can cause the controlled
value to repeatedly overshoot and undershoot the target (oscillation), since the actuator gives no
information about how far the current value is from the target.
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Proportional control instead adjusts the actuator’s output in proportion to the error (the dif-
ference between the target value and the current measured value): a large error produces a
large corrective action, while a small error produces a small, gentler correction as the system
approaches the target. This generally reaches and holds the target more smoothly than sim-
ple on/off control, reducing oscillation — though pure proportional control can still leave a
small permanent gap between the target and actual value (a steady-state error), which more
advanced control (e.g. full PID control, beyond this course) can further reduce.

Vi du mau - Worked example

A robot’s motor speed is controlled proportionally to reduce distance-to-target error:
MotorSpeed = K x Error, where Error = TargetDistance — CurrentDistance and K = 2.
Calculate the motor speed when the error is 10 units, and again when the error has shrunk to
2 units, and explain the resulting behaviour.

At Error = 10: MotorSpeed = 2 x 10 = 20 (fast, since the robot is far from its target). At
Error = 2: MotorSpeed = 2 x 2 = 4 (much slower, since the robot is nearly at its target). The
motor automatically slows down as the robot approaches its destination, rather than moving
at full speed until suddenly stopping — this smoother approach reduces the risk of overshoot-
ing the target compared with simple on/off control, which would run the motor at full speed
right up until the exact target is reached.

GIAI THICH TIENG VIET

Diéu khién bat/tit (on/off): bd truyén dong chi BAT hodc TAT hoan toan — don gian nhung
dé gay dao dong (vot 16 roi lai thi€u). Diéu khién ty 1é (proportional control): diéu chinh dau ra
TY LE v&i sai s (Error = muc tiéu — gia tri hién tai) — sai s6 16n thi diéu chinh manh, sai s6 nho
thi diéu chinh nhe, gitp tiém can muc tiéu ém hon, it dao déng hon so véi bat/tat don gian.

7.6 loT and edge computing in control systems

The Internet of Things (loT) refers to everyday physical devices (thermostats, door locks, fitness
trackers, industrial sensors) embedded with sensors/actuators and network connectivity, allowing
them to be monitored and controlled remotely and to share data with other systems over the inter-
net.

Cloud-based control sends sensor data over the internet to a remote server for processing,
which then sends control instructions back — flexible and powerful (can use large-scale com-
putation, combine data from many devices), but adds latency (round trip to a distant server)
and depends entirely on network connectivity being available and fast enough. Edge com-
puting instead processes data locally, close to (or on) the device itself, before only sending a
summary or exceptions to the cloud — reducing latency and bandwidth use, and allowing the
system to keep functioning (at least for critical, time-sensitive decisions) even if the internet
connection is temporarily lost.

Vi du miu - Worked example

A factory’s safety system must stop a machine within 50 milliseconds of detecting a hazard, but
the factory's internet connection is occasionally unreliable. Explain why an edge-computing
design is more appropriate than a cloud-based design for this specific safety function.

A hard real-time safety deadline of 50 milliseconds could easily be missed if the decision de-
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pended on a round trip to a distant cloud server — network delay or an unreliable/unavailable
connection could cause the deadline to be missed entirely, an unacceptable risk for a safety
system. An edge computing design processes the hazard-detection logic locally, directly at (or
very near) the machine, so the stop decision does not depend on external network connectiv-
ity at all — guaranteeing the response time is met even during a temporary internet outage,
while still potentially sending summary data to the cloud afterwards for logging/analysis when
connectivity is available.

- GIAI THICH TIENG VIET
loT (Internet van vat): thiét bj vat ly hang ngay gan cdm bién/bo truyén déng va két néi mang,
cho phép giam sat/diéu khién tur xa. Diéu khién qua dam may: guri dir liéu [én server tir xa
X0 ly réi glri Iénh vé — manh mé nhung c6 do tré va phu thudc két néi mang. Dién toan bién
(edge computing): xtr ly dir liéu NGAY TAI thiét bi — giam dd tré, van hoat dong duoc (Vi
quyét dinh quan trong, khan cap) ngay ca khi mat két néi Internet tam thoi.

7.7 Actuator types

Different actuators suit different control tasks, depending on whether continuous, precisely-positioned,
or simple on/off movement is required.

DC motor — rotates continuously at a speed roughly proportional to applied voltage; simple
and cheap, but does not inherently know or control its own exact position/angle without an
additional sensor (e.g. an encoder) feeding back rotation data. Servo motor — a motor com-
bined with built-in position feedback and control circuitry, allowing it to rotate to (and hold)
a specific, precise angle on command — ideal where exact positioning matters (e.g. a robotic
arm joint, an automatic camera gimbal). Stepper motor — rotates in fixed, discrete increments
("steps”) per electrical pulse received, allowing precise, repeatable positioning by simply count-
ing pulses sent, without needing a separate position sensor — common in 3D printers and pre-
cision instruments. Relay/solenoid — a simple electrically-controlled switch or linear push/pull
actuator, suited to basic on/off actions (e.g. switching a heater circuit on or off, or an electronic
door lock).

Vi du mau - Worked example

A robotics student needs a robot arm’s elbow joint to move to and hold a precise, specific
angle. Which actuator type is most suitable, and why would a plain DC motor alone be a poor
choice?

A servo motor is most suitable, since it is specifically designed with built-in feedback to move
to, and hold, a precise commanded angle. A plain DC motor alone only controls rotational
speed (roughly proportional to voltage) and continues rotating as long as voltage is applied —
it has no inherent awareness of its current angular position, so without extra external sensors
and control logic, it cannot reliably be commanded to "stop at exactly 47 degrees and hold that
position,” which is exactly what a servo motor is built to do.

GIAI THICH TIENG VIET

ong co DC: quay lién tuc, toc do ti lé véi dién ap — don gian, ré, nhung khong tu biét vi tri
gbc quay chinh xac. Ddng co servo: c6 phan hai vi tri tich hop, quay tdi va gilr dung moét goc
cu thé — dung cho canh tay robot, gimbal camera. Pdng co buéc (stepper motor): quay theo
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tirng budc rdi rac ¢d dinh moi xung dién — dinh vi chinh xac ma khéng can cam bién riéng,
dung trong may in 3D. Relay/solenoid: cong tac diéu khién dién don gian, phu hop hanh déng
BAT/TAT co ban.

7.8 Fail-safe and fail-secure design

Every control system must be designed with a deliberate answer to "what happens when something
goes wrong?" — power loss, sensor failure, or a software crash.

A fail-safe design defaults to the safest possible state for people/property when a failure occurs,
even if that state is inconvenient (e.g. a level-crossing barrier that automatically lowers if it
loses power or its control signal, since a barrier stuck open during a power failure could allow
a car onto the tracks in front of an oncoming train). A fail-secure (or fail-locked) design instead
defaults to the state that best protects security, even at the cost of convenience or safety
in some contexts (e.g. an electronic door lock that stays locked if it loses power, prioritising
preventing unauthorised entry over allowing people to exit freely). The correct choice depends
entirely on which risk — physical safety or security breach — is more critical for that specific
system.

Vi du mau - Worked example

A fire-exit door uses an electronic lock. Explain why this door should almost certainly be de-
signed fail-safe (unlocking on power loss) rather than fail-secure (locking on power loss), even
though fail-secure might seem more "secure.”

If the building loses power during a fire (a very plausible scenario, since fires often damage
electrical systems), a fail-secure design would lock the fire exit shut exactly when people most
urgently need to escape — trading a security benefit for an unacceptable, potentially fatal
safety risk. A fail-safe design instead automatically unlocks the door if power is lost, priori-
tising occupants’ ability to escape during an emergency over the comparatively minor risk of
the door being briefly unsecured during a power outage — for a life-safety exit, physical safety
must take priority over security.

GIAI THICH TIENG VIET

Thiét k& an toan khi I8i (fail-safe): mic dinh vé trang thai AN TOAN NHAT cho con ngudi khi
6 su ¢8 (vi du: barie dudng sit tu dong HA XUONG khi mat dién). Thiét k& bao mat khi 16i
(fail-secure): mic dinh vé trang thai BAO MAT NHAT khi c6 su ¢8 (vi du: khoa cira dién tir tu
dong KHOA khi mat dién). Lua chon ddng tuy vao rui ro ndo (an toan tinh mang hay an ninh)
nghiém trong hon véi hé théng cu thé dé.

7.9 Case study: sensor fusion in autonomous vehicles

An autonomous vehicle’s control system must build a reliable picture of its surroundings by com-
bining data from multiple different types of sensors, since no single sensor type is reliable in every
condition — a technique called sensor fusion.
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Cameras provide rich visual detail (reading road signs, lane markings, traffic-light colour) but
perform poorly in darkness, fog, or direct glare. Radar reliably measures distance and speed
of other objects even in poor weather/visibility, but provides much coarser detail about an
object’s exact shape. LiDAR (laser-based distance sensing) builds a very precise 3D map of
surrounding shapes and distances, but is more expensive and can be degraded by heavy rain/s-
now. Combining all three (sensor fusion) lets the control system cross-check readings against
each other, so a temporary weakness in one sensor type (e.g. a camera blinded by sun glare)
can be compensated for by the others (e.g. radar still reliably detecting a vehicle ahead) — a
direct application of robustness (Unit 1) in a safety-critical control system.

Vi du miu - Worked example

An autonomous car’s camera is temporarily unable to see a pedestrian clearly due to heavy
glare from low sun. Explain how sensor fusion allows the vehicle's control system to still de-
tect and react to the pedestrian safely.

Even though the camera’s visual detection is degraded by glare, the vehicle’s radar and/or Li-
DAR sensors are not affected by visible-light glare in the same way, and can still detect the
pedestrian’s presence, distance, and movement using entirely different physical principles (re-
flected radio waves or laser pulses rather than visible light). The control system’s sensor fusion
logic combines readings from all sensor types, weighting or cross-checking them against each
other, so a temporary weakness in one specific sensor does not necessarily mean the over-
all system loses awareness of the hazard — this redundancy across genuinely different sensor
technologies is precisely what makes the overall system more robust than relying on any single
sensor type alone.

GIAI THICH TIENG VIET

Hop nhat caAm bién (sensor fusion): két hop dit liéu tir NHIEU LOAI cam bién khac nhau (cam-
era, radar, LiDAR) vi khong loai cam bién nao dang tin cay trong MOI diéu kién. Camera cho
chi tiét hinh anh nhung kém trong bong t6i/choéi sang; radar do khoang cach/toc do tot trong
thai tiét xau nhung kém chi tiét; LIDAR cho ban d6 3D chinh xac nhung dat va kém trong mua
to. K&t hop ca ba gitip hé théng van hoat ddng ding du mét loai cam bién tam thai bi suy gidm
— (rng dung truc tiép cla tinh robustness trong hé théng diéu khién an toan.

7.10 Analogue-to-digital conversion

Physical quantities (temperature, sound, light) vary continuously (analogue), but a digital computer
can only store discrete numeric values. An Analogue-to-Digital Converter (ADC) bridges this gap,
and the choices made in this conversion directly determine how faithfully the digital data represents
the original physical signal.

An ADC's sampling rate (Unit 7, earlier) determines how often the continuous signal is mea-
sured; its resolution (in bits) determines how many discrete levels each individual measurement
can be rounded to. A signal that changes rapidly requires a higher sampling rate to avoid miss-
ing important short-lived variations (undersampling can make rapid changes appear as a false,
much slower pattern — a distortion effect called aliasing). Higher resolution reduces quanti-
sation error (the small rounding error introduced whenever a continuous value is forced into
the nearest available discrete level), at the cost of more bits (storage) per sample.
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Vi du miu - Worked example

A temperature sensor’s ADC has 8-bit resolution over a measurement range of 0 to 51.2°C.
Calculate the smallest temperature change (quantisation step) the ADC can distinguish.

An 8-bit ADC has 28 = 256 discrete levels across the full range. Smallest distinguishable step =
51.2°C . . . .

T 0.2°C. Any actual temperature difference smaller than 0.2°C cannot be distinguished
by this ADC — two slightly different real temperatures within the same 0.2°C "bucket” would
be recorded as numerically identical digital readings.

GIAI THICH TIENG VIET

Chuyén déi twong tu sang sd (ADC): chuyén tin hiéu vat Iy LIEN TUC thanh gia tri s6 RO
RAC. Tan s6 1ay mau thap qua cé thé gy ring cua (aliasing) — tin hiéu bién déi nhanh bi hiéu
sai thanh bién d6i cham gia tao. D& phan giai (resolution) cao hon gidm sai s lwong tir hoa
(quantisation error) nhung t6n nhiéu bit lvu trir hon méi mau.

7.11 Case study: smart home automation

A smart home system integrates many individual sensors and actuators under one coordinating con-
troller, illustrating how the concepts of this chapter combine in a single real system.

Vi du mau - Worked example

A smart home system: a motion sensor and a light sensor jointly control hallway lighting (turn
lights on only if motion is detected and ambient light is below a threshold); a smart thermostat
maintains temperature using feedback from a temperature sensor; a water-leak sensor trig-
gers an emergency shutoff valve and an immediate phone alert. Identify the type of control
(open/closed loop) for each subsystem, and classify the water-leak subsystem'’s real-time re-
quirement.

The hallway lighting subsystem is closed-loop with respect to light level (continuously sensing
ambient light to decide whether to act) but note the "motion AND darkness” rule is itself just a
combined condition, not full continuous feedback on the lighting’s own effect. The thermostat
is a classic closed-loop system (continuously measuring and correcting temperature, exactly
as in this chapter’s earlier thermostat example). The water-leak shutoff is hard real-time: a
delayed response to a detected leak could allow significant, costly water damage to accumu-
late, so the valve must close and the alert must fire within a strictly bounded time of detection,
every time, without exception.

. GIAI THICH TIENG VIET

Nha thong minh két hop nhiéu cdm bién/bé truyén déng dudi mot bod diéu khién trung tam:
dén hanh lang (cdm bién chuyén dong + anh sang), may diéu nhiét (vong kin kinh dién), cam
bién rd ri nudc (thdi gian thuc ciing — vi phan hoi tré cé thé gay thiét hai I6n). Day 1a vi du
thuc té€ téng hap cac khai niém: cam bién/bo truyén dong, vong kin/vong ha, va phan loai thai
gian thuc.

7.12 Redundancy in control systems

Safety-critical control systems often cannot rely on a single sensor or actuator, since any single point
of failure could be catastrophic — redundancy deliberately duplicates critical components.
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Redundancy means including backup/duplicate components so the system continues operat-
ing correctly even if one component fails. Common patterns: dual redundancy (two identical
components; if one fails, the other takes over — but if the two disagree, the system cannot
tell which is faulty); triple modular redundancy (TMR) (three identical components; the sys-
tem uses a majority vote — if one disagrees with the other two, the majority is trusted and the
outlier is flagged as faulty, allowing the system to continue operating correctly and identify
which unit failed). Aircraft flight-control computers commonly use triple (or greater) redun-
dancy specifically because a single computer error, undetected, could be catastrophic.

Vi du mau - Worked example

An aircraft uses triple modular redundancy for its critical altitude sensor: three independent
sensors report readings of 10,050 ft, 10,048 ft, and 9,200 ft. Explain how the system determines
the correct altitude and identifies the faulty sensor.

The system compares all three readings: two of them (10,050 and 10,048 ft) closely agree with
each other, while the third (9,200 ft) differs drastically from both. Using a majority vote, the
system trusts the two closely-agreeing readings as correct (taking, e.g., their average or one of
them as the working altitude value) and flags the third sensor as faulty — the aircraft’s control
system continues operating safely using the trusted majority reading, while maintenance can
later investigate and repair/replace the identified faulty sensor, all without ever exposing the
flight to an unverified, potentially dangerous altitude reading.

GIAI THICH TIENG VIET
Du phong (redundancy): bao gbm thanh phan du phong/nhan ban dé hé théng van hoat dong
ding du moét thanh phan hong. Dy phong kép: hai thanh phan giong nhau, nhung khong biét
cai ndo sai néu chung bat déng. Du phong ba (TMR): ba thanh phan, dung biéu quyét da sé —
néu mot cai khac biét vai hai cai kia, da s6 duoc tin dung va thanh phan léch bi danh dau 16i.
May bay dung TMR cho may tinh diéu khién bay vi mét 16i don |& khéng bi phat hién cé thé
gay tham hoa.

7.13 Case study: automated traffic light control

Vi du m3u - Worked example

Design simplified pseudocode for a traffic-light controller at a junction with vehicle-presence
sensors on each of two roads (Road A, main road; Road B, side road), giving Road A priority
but switching to Road B if a vehicle waits there for too long.

RoadALight <- "GREEN"
RoadBLight <- "RED"
WaitTimeB <- 0

loop
VehicleOnB <- READSENSOR(RoadBSensor)
if VehicleOnB = TRUE then
WaitTimeB <- WaitTimeB + 1
else
WaitTimeB <- 0
end if
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if WaitTimeB > 30 then
RoadALight <- "RED"
RoadBLight <- "GREEN"
WaitTimeB <- 0
end if
end loop

This is a closed-loop control system: the RoadBSensor reading continuously feeds back into
the controller’s decision, dynamically adjusting the actuator (the traffic lights) rather than fol-
lowing a rigid, fixed timer regardless of actual conditions — directly combining this chapter’s
sensor/actuator/feedback-loop concepts into one realistic worked system.

- GIAI THICH TIENG VIET
Vi du diéu khién dén giao thong: cam bién phat hién xe & dudng phu (Road B), néu xe chd qua
lau (bi€n dém WaitTimeB vuot ngudng) thi hé théng chuyén dén xanh sang dudng phu — day
|3 hé théng vong kin vi tin hiéu cdm bién lién tuc phan héi vao quyét dinh cta bd diéu khién,
thay vi dung hen gi& cé dinh bat ké tinh huéng thuc té.

7.14 Practice

Bai tap luyén tap

A rain gauge simply records rainfall amounts to a log file every hour, with no other device
reacting to the readings. Is this monitoring, control, or both?

(A) Monitoring only (C) Both monitoring and control
(B) Control only (D) Neither

Lai giai chi tiét

The system only reads and records data — it does not use the readings to change anything in
the environment. This is monitoring only. (A).

Bai tap luyén tap

Explain, using the terms sensor, controller, and actuator, how a closed-loop system differs from
an open-loop system.

Lai giai chi tiét

Both systems use a controller to decide what an actuator should do. The key difference is
feedback: in a closed-loop system, a sensor continually measures the actual output of the pro-
cess and reports it back to the controller, which adjusts its actions accordingly (self-correcting).
In an open-loop system there is no sensor feeding results back — the controller runs a fixed ac-
tion (e.g. a timer) regardless of the actual outcome, so it cannot correct for errors or changing
conditions.
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Bai tap luyén tap

A patient monitor in an ICU must trigger an alarm within 2 seconds of detecting an irregular
heartbeat, every time, without exception. What type of system is this?

(A) Soft real-time (C) Batch processing
(B) Hard real-time (D) Open-loop only

Loi giai chi tiét

Missing the deadline here could be fatal, so every deadline must be met without exception —
this is the defining feature of a hard real-time system. (B).

Bai tap luyén tap

A soil-moisture data logger samples every 15 minutes for 24 hours. How many readings does
it store, and give one advantage and one disadvantage of increasing the sampling rate to every
1 minute.

Loi giai chi tiet

At 15-minute intervals: 24 > 60

= 96 readings per day. Increasing the rate to every 1 minute

gives 24 x 60 = 1440 readings/day — an advantage is much finer detail (better chance of
catching short bursts of change, more accurate trend analysis); a disadvantage is far greater
storage use and power/battery drain (roughly 15x more data to store and transmit).

Bai tap luyén tap

A video-streaming service occasionally has to briefly lower video resolution when network
conditions worsen, rather than freezing completely. Classify this requirement as hard or soft
real-time, and justify.

Loi gidi chi tiét

This is soft real-time: an occasional missed deadline (insufficient data arriving in time for the
next frame at full quality) results only in a temporary, tolerable degradation of quality (lower
resolution), not a catastrophic system failure. A hard real-time failure would instead be unac-

ceptable regardless of how "graceful” the degradation — soft real-time systems are specifically
designed to tolerate this kind of occasional shortfall.

Bai tap luyén tap

A washing machine’s water-level sensor stops the water valve exactly when the drum reaches
the correct level for the selected wash size, then proceeds through a wash/rinse/spin sequence
of pre-set, fixed durations. Identify which part of this system is closed-loop and which part is
open-loop.

Loi giai chi tiét

The water-level control is closed-loop: the sensor continuously measures the actual water
level and feeds this back to stop the valve at exactly the right point, adapting to whatever
the real water level currently is. The wash/rinse/spin sequence timing is open-loop: once a
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wash programme is selected, each stage runs for a fixed, pre-programmed duration regardless
of any actual measured outcome (e.g. it does not check whether clothes are actually clean
before ending the wash stage).

Bai tap luyén tap

Explain why an embedded system in a pacemaker is designed with hard real-time constraints,
and describe the likely consequence of even a very rare missed deadline.

Lai giai chi tiét

A pacemaker’s function is to deliver an electrical pulse to regulate the heartbeat at precisely
the moment the heart’s natural rhythm requires it — a delayed or missed pulse can directly
threaten the patient’s life within seconds. Because the cost of a missed deadline is catastrophic
and irreversible, the system is designed with hard real-time guarantees: even a single missed
or excessively late deadline, however rare, is treated as a complete system failure, not merely
a quality reduction, because in this context there is no such thing as an acceptable "slightly
late” response.

Bai tap luyén tap

A smart irrigation controller only ever waters a garden for a fixed 20 minutes at 7 a.m. every
day, based on a schedule set once by the installer, never adjusted afterwards. A neighbour’s
system instead uses live soil-moisture readings to decide both whether and how long to water
each day. Compare the two systems’ likely water efficiency and explain why.

Loi giai chi tiet

The fixed-schedule system is open-loop: it waters for the same 20 minutes regardless of
whether it rained yesterday, how hot the weather is, or how moist the soil already is — likely
wasting water after rain and possibly under-watering during a heatwave. The neighbour’s
closed-loop system continuously measures real soil moisture and adapts both the decision to
water and the duration to actual current conditions, watering only when and as much as gen-
uinely needed. The closed-loop system is therefore very likely more water-efficient, since it
responds to the real, changing state of the garden rather than following a rigid, one-size-fits-all
schedule.

Bai tap luyén tap

A factory’s automated safety system must cut power to a machine within 50 milliseconds of
detecting an operator’s hand entering a dangerous zone. State the type of real-time system
this requires, and explain what would make the associated sensor and actuator "monitoring
and control,” not monitoring alone.

Loi giai chi tiét

This requires a hard real-time system: a missed or late deadline could result in serious injury,
an unacceptable outcome regardless of how rarely it might occur. The sensor detecting the
hand is only monitoring on its own; the system becomes monitoring and control because the
reading is actively used to trigger an actuator (the power cut-off mechanism) that changes
the physical state of the machine — the defining feature of control is this active response, not

Thay Twdng 0332747 169 - Cb6 Nancy 0983422 692 IB Diploma Programme Computer Science - Trang 166



8020 Chuyén luyén thi IELTS/SAT — AP /IB/ A-levels

ENGLISH

merely detecting the hand’s presence.

Bai tap luyén tap

Explain why a data logger recording earthquake vibrations would need a much higher sampling
rate than one recording daily outdoor temperature, referencing how quickly each phenomenon
changes.

Loi giai chi tiét

The sampling rate must be fast enough to capture the phenomenon’s fastest meaningful
changes — a general principle is that if a signal changes significantly within a certain time
window, samples must be taken more often than that window to avoid missing (or badly mis-
representing) the change. Earthquake vibrations oscillate extremely rapidly (many times per
second), so a logger must sample hundreds or thousands of times per second to accurately
capture the waveform. Outdoor temperature changes gradually over minutes to hours, so
sampling once every few minutes is more than sufficient to capture its trend accurately —
sampling it as fast as an earthquake sensor would be unnecessary and would waste storage
with no benefit, since nothing meaningful changes between such closely-spaced samples.

Bai tap luyén tap

A greenhouse controller reads a light sensor every second but the reading is only ever displayed
on a screen for staff to view manually; nothing in the greenhouse automatically responds to
the reading. Later, the greenhouse is upgraded so that the same reading automatically opens
or closes a shading screen. Explain the classification change.

Loi giai chi tiét

In the original version, the system only monitors: light level is read and displayed, but noth-
ing in the system itself changes as a direct, automatic result of the reading (staff might act
on it, but that is a human decision, not the system controlling anything). After the upgrade,
the same reading is fed back into a controller that actuates the shading screen automatically —
the system now performs monitoring and control, and specifically becomes a closed-loop sys-
tem, since the sensor’s output now directly and automatically influences the actuator’s future
behaviour without requiring a human in the loop.

Bai tap luyén tap

A proportional heating controller uses HeaterPower = K x Error with K = 5, where Error =
TargetTemp — CurrentTemp. Calculate the heater power when the room is 8°C below target,
and when itis only 1°C below target, and explain the behavioural difference from simple on/off
control.

Lai giai chi tiét

At Error = 8: HeaterPower = 5 x 8 = 40 (units of power) — a strong response since the room
is far from target. At Error = 1: HeaterPower = 5 x 1 = 5 — a much gentler response as the
room nears target temperature. Unlike simple on/off control (which would run the heater at
full power right up until the exact target temperature is reached, then suddenly switch off —
likely overshooting due to residual heat), proportional control tapers the heater’s output down
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smoothly as the room approaches the target, reducing the risk of overshoot and the resulting
oscillation around the target temperature.

Bai tap luyén tap

Explain one disadvantage of simple on/off (bang-bang) control compared with proportional
control, using the concept of "oscillation.”

Loi giai chi tiét

On/off control only ever fully switches the actuator ON or OFF based on a single threshold,
with no information about how close the system is to the target. As a result, the controlled
value often overshoots past the target before the "OFF” signal takes effect (e.g. residual heat
continues warming a room briefly after a heater switches off), then drifts back down until it
triggers "ON” again, overshooting again in the other direction — this repeated overshoot/un-
dershoot cycle is called oscillation. Proportional control reduces this problem by tapering the
actuator’s output down as the error shrinks, approaching the target more smoothly rather than
swinging fully on and fully off around it.

Bai tap luyén tap

A wearable fitness tracker analyses raw heart-rate sensor data directly on the device to detect
an irregular heartbeat pattern, only sending a summary alert to a cloud server if something
concerning is found. Identify whether this is an edge-computing or cloud-computing design,
and give one advantage of this choice for this specific use case.

Loi giai chi tiet

This is an edge computing design: the time-critical analysis (detecting an irregular heartbeat)
happens locally on the device itself, rather than requiring every raw sensor reading to be sent to
a distant cloud server for processing. One advantage for this use case: the device can detect
and respond to a potentially urgent health event with minimal delay and without depending
on an internet connection being available at that moment — critical for a safety-relevant, time-
sensitive alert, whereas a cloud-only design could be delayed or fail entirely if connectivity
were temporarily lost exactly when needed most.

Bai tap luyén tap

Explain one disadvantage of edge computing compared with cloud computing for a control
system, using the idea of available processing power.

Loi giai chi tiet

Edge devices are typically small, low-power embedded systems with limited processing power,
memory, and storage compared with large-scale cloud data centres. This means edge comput-
ing is well suited to relatively simple, fast, time-critical local decisions, but is poorly suited to
computationally intensive analysis (e.g. training a large machine-learning model, or combining
and analysing data from thousands of devices at once) — such heavy processing is generally
better performed in the cloud, which can allocate far greater computational resources than
any single small embedded device could provide locally.
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Bai tap luyén tap

A 3D printer must move its print head to precise, repeatable X-Y positions many times per
print, without needing a separate position sensor. Which actuator type is most appropriate,
and why?

(A) DC motor, because it is the cheapest op- (C) Stepper motor, because it moves in pre-
tion cise, countable increments per pulse

(B) Servo motor, because it moves continu-
ously (D) Relay, because it only needs two states

Loi gidi chi tiét
A stepper motor moves in fixed, discrete steps for each electrical pulse it receives, allowing
the controller to achieve precise, repeatable positioning simply by counting how many pulses

have been sent — without requiring a separate feedback sensor, unlike a servo motor’s built-in
feedback loop. (C).

Bai tap luyén tap

Explain why a simple relay would be an inappropriate actuator choice for smoothly and pre-
cisely controlling a robot arm’s joint angle.

Loi giai chi tiét

A relay is fundamentally a simple electrically-controlled switch, capable only of an on/off (or
open/closed) state — it provides no means of controlling a continuous range of positions or
angles, only a binary state change. Precisely controlling a robot arm'’s joint angle requires an
actuator capable of moving to, and holding, a wide range of specific intermediate positions

(such as a servo or stepper motor) — a task a simple two-state relay is structurally incapable
of performing.

Bai tap luyén tap

A bank vault’s electronic lock is designed to remain locked if it loses power. Explain why fail-
secure, rather than fail-safe, is the appropriate design choice here.

Lai giai chi tiét

For a bank vault, the primary risk being managed is unauthorised access to valuable/sensitive
contents, not the physical safety of people trapped inside during normal operating conditions
(a vault is not a life-safety fire exit that people need to escape through in an emergency). A fail-
secure design — remaining locked during a power failure — correctly prioritises preventing a
security breach during a vulnerable moment (a power outage that might otherwise be exploited
by an intruder), which is the dominant risk for this specific type of system, unlike a fire-exit
door where the safety risk of trapping occupants dominates.

Bai tap luyén tap

Explain why designing every safety-critical door in a building identically fail-secure would be
inappropriate, using the contrast between a fire exit and a server-room door.
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Loi giai chi tiét

A fire exit must prioritise occupant safety above all else — trapping people inside during a
power failure (which a fail-secure design would risk) could be fatal, so it should be fail-safe
(unlocking on power loss). A server-room door, by contrast, primarily protects valuable equip-
ment and sensitive data from unauthorised access, with no urgent need for people to be inside
during a power failure — here fail-secure (remaining locked on power loss) correctly prioritises
security. Applying one single design choice (fail-safe or fail-secure) uniformly to every door in
a building, without considering each door’s specific risk profile, would create an unacceptable
outcome for at least one of these two very different use cases.

Bai tap luyén tap

Explain why an autonomous vehicle relying on only a camera sensor (no radar or LiDAR) would
be considered less robust than one using sensor fusion, referencing a specific weather condi-

Loi giai chi tiet

g
o
=

A camera-only system depends entirely on visible light and clear optical conditions to function
correctly; in heavy fog (or similarly, heavy rain, snow, or darkness), a camera’s ability to detect
and classify obstacles is severely degraded or may fail altogether, since visibility itself is phys-
ically reduced regardless of camera quality. A system using sensor fusion additionally relies
on radar, which uses radio waves largely unaffected by fog/rain/darkness and can still reliably
detect the distance and speed of obstacles even when the camera’s view is severely compro-
mised — providing a level of continued safe operation that a camera-only system structurally
cannot guarantee under the same conditions.

Bai tap luyén tap

Explain why sensor fusion, rather than simply installing the single "best” sensor type available,
is the standard approach in autonomous vehicle design.

Lai giai chi tiét

No single sensor type is reliable under every condition an autonomous vehicle might encounter
— each has specific weaknesses (cameras struggle in glare/darkness, radar has coarse resolu-
tion, LiDAR is degraded by heavy precipitation) that are largely independent of each other's
weaknesses. Relying on even the objectively "best” single sensor type still leaves the vehi-
cle vulnerable during precisely the conditions that sensor type handles poorly. Sensor fusion
combines fundamentally different sensing technologies so that each sensor’s weaknesses are
very unlikely to occur simultaneously with another sensor’s weakness in the same condition —
providing robust perception across a much wider range of real-world driving conditions than
any single sensor, however good, could achieve alone.

Bai tap luyén tap

A pressure sensor’'s ADC has 10-bit resolution over a range of 0O to 1023 kPa. Calculate the
smallest pressure change this ADC can distinguish.
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Loi giai chi tiét
: 10 : L 1023 kPa
A 10-bit ADC has 29 = 1024 discrete levels. Smallest distinguishable step = —ood ~ 0.999

kPa ~ 1 kPa. Two real pressures differing by less than approximately 1 kPa would be recorded
as the same digital reading by this ADC.

Bai tap luyén tap

Explain why sampling a rapidly oscillating signal too slowly can cause "aliasing,” making the
digital data appear to represent a much slower, false pattern.

Loi giai chi tiet

If the sampling rate is too low relative to how quickly the actual signal is changing, the samples
captured may happen to catch the signal at similar points in its cycle each time (e.g. always
near a peak), because the sampling interval and the signal’s own cycle length are of a similar
order — the sequence of recorded values can then trace out a smooth, slowly-varying pattern
that does not represent the signal’s true (much faster) behaviour at all. This false, misleadingly
slow-looking pattern reconstructed from too-infrequent samples is aliasing — the only reliable
fix is to sample fast enough, relative to the signal’s true rate of change, to capture its real
behaviour faithfully.

Bai tap luyén tap

Explain why the water-leak shutoff subsystem in the smart-home case study must be treated
as hard real-time, while the hallway-light subsystem is not similarly critical.

Lai giai chi tiét

A delayed response to a detected water leak allows water damage to actively accumulate ev-
ery additional second the valve remains open — a missed or late deadline directly translates
into worsening, costly physical damage, exactly the defining feature of a hard real-time re-
quirement. The hallway-light subsystem, by contrast, responding a fraction of a second late
to motion/darkness causes at most a very minor, harmless inconvenience (a brief delay before
the light turns on) — an occasional small delay here has no serious consequence, so it does not
need the strict, guaranteed-deadline behaviour that the water-leak subsystem requires.

Bai tap luyén tap

Explain why increasing an ADC'’s resolution from 8-bit to 12-bit reduces quantisation error,
and state the cost of this improvement.

Loi giai chi tiét

An 8-bit ADC divides its measurement range into 28 = 256 discrete levels, while a 12-bit
ADC divides the same range into 2!2 = 4096 discrete levels — each individual level there-
fore represents a much smaller range of the original analogue value, so rounding any given
analogue reading to its nearest available digital level introduces a smaller maximum quanti-
sation error. The cost is that each sample now requires more bits (12 instead of 8) to store,
increasing the total data/storage size for the same number of samples, and increasing the
data-processing/transmission bandwidth required.
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Bai tap luyén tap

A safety system uses dual redundancy (two identical sensors) rather than triple redundancy
for cost reasons. Explain a key limitation of dual redundancy if the two sensors ever disagree.

Lai giai chi tiét

With only two sensors, if their readings disagree, the system has no reliable way to determine
which of the two sensors is the faulty one — both readings are equally "outvoted” by the other,
with no third, independent reading to break the tie. Triple modular redundancy solves exactly
this limitation: with three sensors, a majority (two agreeing readings) can be trusted over the
single outlier, allowing the system to both continue operating correctly and identify which
specific unit is faulty — a capability dual redundancy alone cannot provide.

Bai tap luyén tap

Three redundant pressure sensors in a chemical plant report 102 kPa, 101 kPa, and 150 kPa.
State which reading the system should trust using majority voting, and identify the faulty sen-
sor.

Lai giai chi tiét

The readings 102 kPa and 101 kPa closely agree with each other, while 150 kPa differs substan-
tially from both — using majority voting, the system trusts the closely-agreeing pair (around
101-102 kPa) as the correct pressure, and flags the sensor reporting 150 kPa as faulty, al-
lowing continued safe operation using the trusted majority reading while the faulty sensor is
scheduled for repair.

Bai tap luyén tap

In the traffic-light pseudocode from this chapter, explain what would happen if the line
WaitTimeB <- 0 inside the else branch were accidentally deleted, using a trace of a vehi-
cle briefly appearing and then leaving Road B.

Loi giai chi tiet

Without resetting WwaitTimeB to O when no vehicle is detected, the counter would never reset
once it starts incrementing — even if a vehicle only waits briefly and then leaves Road B en-
tirely, WaitTimeB would remain at whatever value it last reached and continue incrementing
further on any future occasion a vehicle appears again, rather than restarting from zero for each
new waiting vehicle. This bug would cause Road B to incorrectly get priority (its light turning
green) much sooner than actually justified, based on an inflated, never-reset wait count rather
than the true continuous waiting time of a vehicle currently present.

Bai tap luyén tap

Explain why the traffic-light system in this chapter is described as closed-loop rather than
open-loop, referencing the specific line of pseudocode responsible.
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Loi giai chi tiét

The system is closed-loop because the line VehicleOnB <- READSENSOR(RoadBSensor) con-
tinuously feeds a real, current sensor reading back into the controller’s ongoing decision-
making, and this feedback directly determines the controller’s future actions (whether to
switch the lights) — the defining test for closed-loop control established earlier in this chap-
ter. An open-loop version would instead switch the lights purely based on a fixed timer (e.g.
"switch every 60 seconds”) with no sensor reading involved at all, regardless of whether any
vehicle was actually present or waiting on Road B.

Bai tap luyén tap

A smart irrigation system logs soil moisture every 10 minutes for 12 hours. Calculate the
number of readings taken, and explain one reason the system might additionally log the exact
timestamp of each reading, not just the moisture value itself.

Loi gidi chi tiét
12 x 60

10
value allows the readings to later be correctly ordered and analysed as a time series (e.g. iden-

tifying exactly when soil moisture dropped sharply, correlating readings with a specific wa-
tering event or weather change) — without a timestamp, a bare sequence of moisture values
would lose all information about exactly when each reading was taken, making meaningful
trend analysis over time impossible.

Number of readings = = 72 readings. Logging the exact timestamp alongside each

Bai tap luyén tap

Explain why a home smoke detector is designed as a hard real-time, closed-loop-like
monitoring-and-control system, referencing both properties.

Loi gidi chi tiét

It is hard real-time because a delayed alarm in the event of an actual fire could directly en-
danger lives — there is no acceptable "slightly late” response when a genuine fire is detected,
exactly the defining feature of hard real-time systems. It performs monitoring and control
(rather than monitoring alone) because it does not merely record smoke levels for later review

— it actively uses the sensor reading to immediately trigger an actuator (the alarm siren), taking
direct action based on the sensed condition rather than just passively logging it.

Bai tap luyén tap

An automatic car wash uses a fixed sequence of stages (soap, scrub, rinse, dry), each running
for a preset duration regardless of how dirty the car actually is. Classify this as open-loop or
closed-loop, and suggest one sensor that could be added to make it closed-loop.

Lai giai chi tiét

This is open-loop: each stage runs for a fixed, pre-programmed duration with no feedback
about the car’s actual current cleanliness influencing the controller’s behaviour. Adding a dirt/-
turbidity sensor (measuring how much dirt is present in the rinse water, for example) could
make the system closed-loop: the controller could extend the scrub/rinse stage automatically
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if the sensor detects the car is still significantly dirty, and shorten it if the car is already clean —
continuously adapting to the real, measured condition of the car rather than following a fixed
schedule regardless of actual need.

Bai tap luyén tap

Explain why a spacecraft’s life-support control system would use triple modular redundancy
for its oxygen-level sensor rather than a single sensor, even though this adds cost and weight.

Loi giai chi tiet

A single oxygen sensor failing (giving an incorrect reading, or failing silently) in a spacecraft
could lead the control system to make a catastrophically wrong decision (e.g. failing to in-
crease oxygen supply during a genuine shortage, or wasting limited oxygen reserves react-
ing to a false low reading) — with astronauts’ lives directly at stake, this is an unacceptable
single point of failure. Triple modular redundancy allows the system to use a majority vote
to both continue operating correctly if one sensor fails or gives an outlying reading, and to
identify which specific sensor is faulty for repair/replacement — the added cost and weight is
considered justified given the extreme consequences of an undetected sensor failure in this
life-critical context.
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Option: Object-Oriented Programming
and Databases

Muc tiéu Unit: T6ng quan 4 phan tu chon (Option) cta IB CS. Di siu vao lap trinh huéng déi twong
(OOP): I6p, d6i twong, dong goi, ké thira, da hinh, so d6 I6p UML; va co s& dir liéu quan hé: khoa
chinh/khoa ngoai, chuin hod 1NF-3NF, SQL, so d6 ER. Téng quan gon vé md hinh hoa & mé phong va
khoa hoc Web.

The IB CS syllabus offers four Options; a student studies one in depth for the exam. This
chapter develops Object-Oriented Programming and Databases in full depth (two of the most
commonly studied options), and gives a compact but complete treatment of Modelling & Sim-
ulation and Web Science for orientation and the "Options” section of Paper 1/2.

8.1 Classes, objects and attributes

Object-oriented programming (OOP) organises a program around objects — self-contained units
that bundle together data and the operations on that data — rather than around a sequence of
instructions acting on separate data structures.

Class vs object

A class is a blueprint/template that defines what attributes (data fields) and methods (be-
haviours/functions) its objects will have — a class itself is not a "thing” in the running program,
only a description. An object (or instance) is a specific, concrete realisation of a class, with its
own actual values stored in its attributes. Many objects can be created from the same class,
each with independent attribute values but sharing the same defined methods.

Vi du miu - Worked example

Define a Car class with attributes Make, Speed, and a method to accelerate; then create two
independent objects from it.

class Car
private Make
private Speed

constructor (M)
Make <- M
Speed <- 0

end constructor

public method Accelerate(Amount)
Speed <- Speed + Amount
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end method

public method GetSpeed()
return Speed
end method
end class

Carl <- new Car("Toyota")

Car2 <- new Car("Honda")
Carl.Accelerate(30)

output Carl.GetSpeed() // outputs 30
output Car2.GetSpeed() // outputs O

Car1 and Car?2 are two independent objects of the same Car class: calling Accelerate on Carl
changes only Car1’s own Speed attribute, leaving Car2’s Speed at its initial value of 0 — each
object maintains its own separate copy of the class’s attributes.

GIAI THICH TIENG VIET
6p (class): ban thiét ké dinh nghia thudc tinh (dir liéu) va phuong thirc (hanh vi) — ban than
|&p khdng phai la mot “thuc thé” dang chay. Dai twong (object/instance): mét thuc thé cu thé
duorc tao ra tir 1&p, co gia tri thudc tinh RIENG ctia minh. Nhiéu d6i tuong cé thé duoc tao tir
cung moét 16p, mbi d6i twong dodc 1ap véi nhau vé dir liéu nhung dung chung cac phuong thirc
da dinh nghia.

8.2 Encapsulation

Encapsulation bundles an object’s data (attributes) together with the methods that operate on it, and
restricts direct outside access to that data — typically by marking attributes private and providing
controlled public methods (often called getters and setters) to read or modify them.

Access modifiers: private — accessible only from within the class’s own methods; public —
accessible from anywhere the object is visible, including outside code. Encapsulation’s ben-
efits: data integrity (a setter method can validate a new value before accepting it, rejecting
invalid data that direct access could not prevent); information hiding (external code depends
only on the public interface, not on internal implementation details, so the internal implemen-
tation can later be changed freely without breaking external code that uses the class); reduced
risk of accidental interference between unrelated parts of a large program.

Vi du m3u - Worked example

Add a SetSpeed method to the Car class that validates the new speed cannot be negative,
demonstrating encapsulation’s data-integrity benefit.

public method SetSpeed(NewSpeed)
if NewSpeed >= 0 then
Speed <- NewSpeed
else
output "Error: speed cannot be negative"
end if
end method
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Because Speed is private, external code cannot bypass this method to set an invalid negative
speed directly — it must go through SetSpeed, which enforces the validation rule. If Speed were
instead public, any external code could set Carl.Speed <- -50 directly, with no validation
ever applied.

GIAI THICH TIENG VIET

6ng goi (encapsulation): gop dir liéu va phuong thire lai, gidi han truy cap truc ti€p (thudc
tinh private, truy cip qua phuong thirc public nhu getter/setter). Loi ich: dam bao tinh toan
ven dir liéu (setter co thé kiém tra gia tri hop |é trudce khi gan), che gidu thdng tin (ma bén ngoai
chi phu thuéc vao giao dién cong khai, cho phép thay déi cach cai dit bén trong ma khéng anh
hudng ma bén ngoai).

8.3 Inheritance

Inheritance lets a new class (the subclass/child class) reuse and extend the attributes and methods
of an existing class (the superclass/parent class), modelling an "is-a” relationship (e.g. a SportsCar
is a Car).

Car

Make

Speed

Accelerate()

GetSpeed()

yy A

SportsCar Truck
Topitees LoadCapacity
Accelerate() (overrid-
den) LoadCargo()

A UML class diagram: SportsCar and Truck both inherit from Car (arrow points to the superclass), each adding their
own attributes/methods and SportsCar overriding Accelerate().

Vi du m3u - Worked example

Define SportsCar as a subclass of Car, adding a TopSpeed attribute and overriding Accelerate
to cap speed at TopSpeed.

class SportsCar inherits Car
private TopSpeed

constructor(M, T)
super (M)
TopSpeed <- T

end constructor

public method Accelerate(Amount)
Speed <- Speed + Amount
if Speed > TopSpeed then
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Speed <- TopSpeed
end if
end method
end class

MyCar <- new SportsCar("Ferrari", 200)
MyCar.Accelerate(250)
output MyCar.GetSpeed() // outputs 200

SportsCar inherits Make, Speed, and GetSpeed () directly from Car without rewriting them,
calling super (M) in its constructor to reuse Car’s own constructor logic. It overrides
Accelerate with its own version that additionally caps speed at TopSpeed — so accelerating
by 250 from a standing start (0) is capped at 200, not 250, since SportsCar’s own Accelerate
method (not Car’s) is the one actually called.

- GIAI THICH TIENG VIET
Keé thtra (inheritance): I1&p con (subclass) dung lai va ma& rong thudc tinh/phuong thirc cta I6p
cha (superclass), mé hinh hod quan hé “la mét loai cta” (is-a). super(...) goi lai construc-
tor/phuong thirc clia I6p cha. Ghi dé (overriding): 16p con dinh nghia lai mét phuong thirc da
¢6 & |6p cha vai hanh vi riéng — khi goi phuong thirc dé trén déi tuong I&p con, phién ban cua
[&p con duoc wu tién thuc thi.

8.4 Polymorphism and abstraction

Polymorphism ("many forms”) lets objects of different classes respond to the same method call, each
in its own class-specific way — typically through method overriding combined with a shared super-
class or interface.

Vi du mau - Worked example

Given Car, SportsCar (overriding Accelerate), and a plain Truck (using Car’s original
Accelerate unmodified), trace calling Accelerate (50) on each, starting all from Speed = 0.

Vehicles <- [new Car("Kia"), new SportsCar("Ferrari", 40), new Truck("Volvo")]
loop I from O to LENGTH(Vehicles) - 1

Vehicles[I].Accelerate(50)

output Vehicles[I].GetSpeed()
end loop

The identical call Accelerate(50) produces different results depending on the object’s actual
class: plain Car outputs 50 (no cap); SportsCar (TopSpeed 40) outputs 40 (capped by its over-
ridden method); Truck (using Car’s unmodified method, assuming no override) outputs 50.
The calling code did not need to know which specific subclass each object was — this is poly-
morphism: the same method call automatically produces the behaviour appropriate to each
object’s actual class.
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Abstraction in OOP means exposing only the relevant details of an object through its pub-
lic interface, hiding unnecessary internal complexity — closely related to encapsulation, but
abstraction is about conceptual simplicity (what an object does) while encapsulation is about
access control (protecting how it does it). An abstract class cannot itself be instantiated (no ob-
jects can be created directly from it) and exists purely to be inherited from, typically defining
method signatures that every subclass must implement in its own way — guaranteeing a consis-
tent public interface across many different subclasses while leaving the actual implementation
to each one.

. GIAI THICH TIENG VIET

Vi
Da hinh (polymorphism): cac d6i tugng thuoc I6p KHAC NHAU phan hdi KHAC NHAU véi
CUNG mét 16 goi phurong thirc — ma goi khong can biét ddi tuong cu thé thudc I6p con nao.
Triru tugng hoa (abstraction) trong OOP: chi hién thi phan can thiét qua giao dién cong khai,
an di dé phurc tap bén trong. Lép triru tuwong (abstract class): khong thé tao déi twong truc
ti€p, chi d€ 16p con ké thira va budc phai cai dat riéng cac phuong thirc da khai bao.

8.5 Composition and design considerations

Composition models a "has-a” relationship: one class contains an object of another class as one of
its attributes, rather than inheriting from it (e.g. a Car has a Engine, but a Car is not a kind of Engine).

(1) L6i thuong gap: A common design error is using inheritance where composition would
be more appropriate. Ask "is a X truly a specific kind of Y?” (inheritance/is-a) versus "does X
simply contain or use a Y?” (composition/has-a). Modelling Car inherits Engine would be
incorrect design — a car is not a type of engine, it merely contains one.

Vi du mau - Worked example

Model a Car that has an Engine using composition, rather than inheritance.

class Engine
private HorsePower

constructor (HP)
HorsePower <- HP
end constructor

public method GetPower ()
return HorsePower
end method
end class

class Car
private CarEngine

constructor (HP)
CarEngine <- new Engine (HP)

end constructor

public method DescribeEngine()
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output "This car has " + CarEngine.GetPower() + " horsepower"
end method
end class

Here, Car does not inherit from Engine — instead, a Car object contains its own Engine object
as one of its private attributes (CarEngine), correctly modelling the "has-a” relationship rather
than incorrectly implying a car is a specialised type of engine.

- GIAI THICH TIENG VIET
Két hop (composition): mé hinh hoa quan hé “cé mét” (has-a) — mét I6p CHUA d6i tuong ctia
|6p khac lam thudc tinh, thay vi k& thira. L6i thiét k& phé bién: dung k& thira khi 18 ra nén
dung két hop — ludn tu héi “X ¢ PHAI LA mét loai Y khong?” (ké thira) hay “X chi don gian Ia
CcO/DUNG mét Y?” (két hop).

8.6 Relational databases: tables, keys and relationships

A relational database organises data into tables (relations), where each row is a record (tuple) and
each column is a field (attribute). A primary key is a field (or combination of fields) that uniquely
identifies each record in a table; a foreign key is a field in one table that references the primary key
of another table, creating a relationship between them.

Students Classes
Inany-to-on

StudentID (PK) > ClassID (PK)

Name Subject

ClassID (FK) Teacher

A simple entity-relationship (ER) diagram: each Student record references one Class via the ClassID foreign key, which
matches a Class’s primary key.

Referential integrity requires that every foreign-key value in a table must either match an ex-
isting primary-key value in the referenced table, or be null (indicating no relationship) — the
database should reject an attempt to insert a foreign key value that does not correspond to
any existing record (e.g. assigning a student to a ClassID that does not exist), preventing
"orphaned” references. Relationships can be one-to-many (one class has many students, as
above), one-to-one (each record in one table relates to exactly one record in another), or many-
to-many (typically implemented using a separate "junction” table holding pairs of foreign keys,
e.g. students and clubs, where each student can join many clubs and each club has many stu-
dents).

- GIAI THICH TIENG VIET
Co s& dir liéu quan hé: dir liéu t6 chirc thanh bang, méi dong 1a mot ban ghi, mbi cot 13 mot
trudng. Khoa chinh (primary key) dinh danh duy nhat méi ban ghi; khoa ngoai (foreign key)
& mot bang tham chiéu t&i khoa chinh cta bang khac, tao quan hé gilra cic bang. Toan ven
tham chiéu: gia tri khoa ngoai phai khép véi mot khoa chinh dang tén tai (hoic dé trong) —
ngan tham chi€u “mé c6i”. Quan hé cé thé 1a mét-nhiéu, mot-mét, hoac nhiéu-nhiéu (dung
bang trung gian).
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8.7 Normalization

Normalization is a systematic process of organising a database’s tables to reduce data redundancy
and avoid update anomalies (where the same fact, stored in multiple places, could become inconsis-
tent if only some copies are updated).

1NF (First Normal Form): every field holds a single, atomic value (no repeating groups or lists
crammed into one field), and each record is uniquely identifiable. 2NF (Second Normal Form):
the table is in 1NF, and every non-key field depends on the entire primary key, not just part
of it (only relevant when the primary key is composite/made of multiple fields) — eliminates
partial dependency. 3NF (Third Normal Form): the table is in 2NF, and no non-key field de-
pends on another non-key field rather than directly on the primary key — eliminates transitive
dependency.

Vi du mau - Worked example

A table StudentPhones(StudentID, Name, Phonel, Phone2, Phone3) stores up to three
phone numbers per student in separate columns. Explain why this violates 1NF and redesign
it correctly.

This violates 1NF because it effectively stores a repeating group (a list of phone numbers)
spread awkwardly across multiple similarly-named columns — students with only one phone
number waste two empty columns, and a student needing a fourth number cannot be ac-
commodated without changing the table structure. Correct redesign: split into two tables
— Students(StudentID, Name) and Phones(PhoneID, StudentID, PhoneNumber), where
StudentID in Phones is a foreign key referencing Students. Now each student can have any
number of phone numbers, each phone number is a single atomic value in its own record, and
no columns are wasted.

Vi du mau - Worked example

A table OrderItems(OrderID, ProductID, ProductName, Quantity) has composite pri-
mary key (OrderID, ProductID). ProductName depends only on ProductID, not on the full
composite key. Explain the 2NF violation and redesign it.

This is a partial dependency: ProductName depends on only part of the composite primary
key (ProductID alone), not the whole key (0rderID, ProductID) — violating 2NF. If a prod-
uct’s name ever needs correcting, it would need to be updated in every order row contain-
ing that product, risking inconsistency. Correct redesign: split into Products(ProductID,
ProductName) and OrderItems(OrderID, ProductID, Quantity), where ProductID in
OrderItems is a foreign key. Now ProductName is stored exactly once per product, regard-
less of how many orders include it.

Vi du miu - Worked example

A table Employees (EmployeeID, DepartmentID, DepartmentName) stores the department’s
name directly alongside each employee. Explain the 3NF violation and redesign it.

DepartmentName depends on DepartmentID (a non-key field), not directly on the primary
key EmployeeID — this is a transitive dependency, violating 3NF. If a department is re-
named, every employee row referencing that department must be updated, risking inconsis-
tency if some rows are missed. Correct redesign: split into Departments (DepartmentID,
DepartmentName) and Employees(EmployeeID, DepartmentID), where DepartmentID in
Employees is a foreign key referencing Departments. The department name is now stored
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exactly once, in one place, and updating it there automatically applies everywhere it is refer-
enced.

- GIAI THICH TIENG VIET
Chuan hoa (normalization): quy trinh té chirc lai bang dé gidam du thira dir liéu va tranh bat
thuong khi cap nhat. ANF: moi trudng chi chira MOT gia tri nguyén t6, khong cé nhém 13p lai.
2NF: 1NF + moi trudong khéng khoa phu thudc vao TOAN BO khoa chinh (khéng phu thudc
b6 phan — chi lién quan khi khoa chinh gébm nhiéu truong). 3NF: 2NF + khéng trudng khong
khoa nao phu thudc vao truong khéng khoa KHAC (khéng phu thudc bic cau).

8.8 SQL: querying and modifying data

SQL (Structured Query Language) is the standard language for defining, querying, and modifying
relational database tables.

Statement Purpose
SELECT Retrieve data: columns, from which table(s), filtered by
WHERE, ordered by ORDER BY
INSERT Add a new record to a table Aggregate func-
UPDATE Modify existing record(s) matching a condition
DELETE Remove record(s) matching a condition
JOIN Combine rows from two or more tables based on a related

field (e.g. a foreign key matching a primary key)
tions used with SELECT: COUNT () (number of matching rows), SUM() (total of a numeric field),
AVG () (mean average), MAX () /MIN() (largest/smallest value), often combined with GROUP BY to
aggregate per category.

Vi du miu - Worked example

Write an SQL query to list the name and grade of every student scoring above 80, highest first.

SELECT Name, Grade
FROM Students

WHERE Grade > 80
ORDER BY Grade DESC;

Vi du miu - Worked example

Using the Students(StudentID, Name, ClassID) and Classes(ClassID, Subject,
Teacher) tables from earlier, write an SQL query to list each student’s name alongside the
subject they are enrolled in.

SELECT Students.Name, Classes.Subject
FROM Students
JOIN Classes ON Students.ClassID = Classes.ClassID;

The JOIN...ON clause combines each Students row with the matching Classes row where
the foreign key Students.ClassID equals the referenced primary key Classes.ClassID —
without this join, Students alone has no Subject column to display directly.
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Vi du miu - Worked example

Write an SQL query to count how many students are enrolled in each ClassID, listing only
classes with more than 20 students.

SELECT ClassID, COUNT(StudentID) AS NumStudents
FROM Students

GROUP BY ClassID

HAVING COUNT(StudentID) > 20;

GROUP BY ClassID groups all student rows by their class before counting; HAVING (not WHERE)
is required here because the filter condition applies to the aggregated count, not to individual
rows — WHERE filters rows before grouping, while HAVING filters groups after aggregation.

Vi du miu - Worked example

Write SQL statements to insert a new student, then update their class, then delete a student
who has left the school.

INSERT INTO Students (StudentID, Name, ClassID)
VALUES (1042, "Minh Anh", 7);

UPDATE Students
SET ClassID = 9
WHERE StudentID = 1042;

DELETE FROM Students
WHERE StudentID = 1042;

(1) L6i thueng gap: Always include a WHERE clause with UPDATE and DELETE unless you gen-
uinely intend to affect every row in the table. Omitting WHERE from DELETE FROM Students;
would delete every single student record in the table, not just one — a catastrophic and common
real-world mistake.

. GIAI THICH TIENG VIET

SQL: ngdén ngir truy van co s& dir liéu chuan. SELECT...WHERE...ORDER BY: truy van dir
liéu c6 diéu kién, sap x€p. JOIN: két hop dir liéu tir nhiéu bang qua khoa lién két. GROUP
BY. . .HAVING: nhom dir liéu rdi loc theo digu kien TONG HOP (khac véi WHERE loc tirng dong
TRUGC khi nhém). INSERT/UPDATE/DELETE: thém/stra/xoa dir liéu — LUON dung WHERE Vi
UPDATE/DELETE trir khi thuc su mudn ap dung cho TOAN BO bang.

8.9 ACID properties (brief)

Database transactions (a group of operations that must all succeed or all fail together) are ex-
pected to satisfy ACID properties: Atomicity (a transaction is all-or-nothing — if any part fails,
the entire transaction is rolled back, leaving no partial changes); Consistency (a transaction
only ever moves the database from one valid state to another, never violating defined rules
like referential integrity); Isolation (concurrent transactions do not interfere with each other’s
intermediate results); Durability (once a transaction is confirmed complete/"committed,” its
changes survive even a subsequent power failure or crash).
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Vi du miu - Worked example

A bank transfer moves $100 from Account A to Account B, requiring two updates: subtract
$100 from A, then add $100 to B. Explain, using atomicity, what must happen if the system
crashes immediately after the first update but before the second.

Atomicity guarantees the transaction is treated as a single indivisible unit: if it does not com-
plete entirely, the database must roll back any partial changes already made, restoring Account
A's original balance as if the transfer had never been attempted. Without atomicity, a crash at
this exact moment would leave $100 permanently deducted from A but never credited to B —
the money would simply vanish from the system, a serious and unacceptable financial error.

GIAI THICH TIENG VIET

CID: Atomicity (giao dich phai tron ven — that bai 1 phan thi huy toan bd), Consistency (luén
chuyén CSDL tur trang thai hop 1€ nay sang trang thai hop 1é khac), Isolation (cac giao dich
ddng thoi khéng can thiép 1an nhau), Durability (giao dich da hoan tat thi ton tai vinh vién, ké
ca khi mat dién/crash ngay sau do).

8.10 Option: Modelling and simulation (overview)

A model is a simplified representation of a real system, deliberately omitting irrelevant detail so
the essential behaviour can be studied or predicted. A simulation runs that model forward over
(simulated) time to observe behaviour, without the cost, danger, or impracticality of experimenting
on the real thing (e.g. flight simulators, climate models, epidemic-spread models).

Validation checks whether a model’s behaviour accurately reflects real-world behaviour, typi-
cally by comparing simulation output against real observed data. Verification checks whether
the model/program was built correctly according to its own design specification (i.e. free of
implementation bugs), independent of whether the design itself is realistic. A deterministic
model always produces the exact same output for the same input (no randomness); a stochas-
tic model incorporates randomness/probability, so repeated runs with identical inputs can pro-
duce different outputs (e.g. modelling random chance events like customer arrival times).

Vi du mau - Worked example

A traffic simulation’s predicted congestion patterns are compared against a month of real
traffic-camera data and found to match closely. Separately, the simulation’s source code is
checked line-by-line against its design document to confirm it was implemented correctly.
Identify which activity is validation and which is verification.

Comparing the simulation’s output against real-world observed data is validation — checking
whether the model accurately represents reality. Checking the source code against its design
specification is verification — checking whether the model was built correctly according to its
intended design, regardless of whether that design itself is realistic. A model can pass verifica-
tion (correctly implements its design) yet still fail validation (the design itself does not match
reality), and vice versa.

GIAI THICH TIENG VIET

6 hinh: ban mé phong don gian hoa ctia hé théng thuc. M6 phéng: chay md hinh theo thoi
gian dé quan sat hanh vi ma khéng can thir nghiém trén hé théng that. Xac thuec (validation):
md hinh c6 phan anh dung thuc té khéng (so vai dir liéu that)? Kiém chirng (verification): mo
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hinh c6 duoc xay dung DUNG theo thiét ké khong (khéng cé 16i lap trinh)? M6 hinh tat dinh:
ludn cho cung két qua vai cling dau vao; mé hinh ngiu nhién (stochastic): cé yéu t6 xac suat,
két qua c6 thé khac nhau gitra cac lan chay.

8.11 Option: Web science (overview)

The web operates on a client-server architecture over HTTP/HTTPS: a browser (client) requests
a page; a web server responds with content, typically built from HTML (structures content), CSS
(styles/formats it), and JavaScript (adds interactivity/behaviour). Hyperlinks connect pages into a
vast directed graph.

Search engines use automated programs called crawlers (or "spiders”) to systematically dis-
cover and index web pages by following hyperlinks from page to page. A ranking algorithm
then orders search results by estimated relevance/importance — historically influenced by
ideas like link-based authority (a page linked to by many other important pages is itself likely
important, similar in spirit to the original PageRank algorithm), alongside many other mod-
ern signals (content relevance, user engagement, freshness). Since HTTP is stateless (each
request is treated independently, with no built-in memory of previous requests), cookies are
small pieces of data a server asks the browser to store and resend with every subsequent re-
quest, allowing the server to recognise the same client across multiple requests (e.g. keeping
a user logged in, or remembering the contents of a shopping cart).

Vi du mau - Worked example

Explain why a shopping website would lose track of a user’s shopping-cart contents between
page loads if cookies were completely disabled in the user’s browser.

HTTP is stateless: by default, the server treats each incoming page request as entirely inde-
pendent, with no automatic memory linking it to any previous request from the same user.
Normally, a cookie issued on the first request is sent back by the browser with every subse-
qguent request, letting the server recognise "this is the same shopping session” and retrieve the
associated cart contents. With cookies disabled, the server has no reliable way to link a new
page request back to the earlier one where items were added to the cart, so (without some
alternative session-tracking mechanism) the cart would appear empty on every new page load.

GIAI THICH TIENG VIET

eb hoat dong theo mo6 hinh client-server qua HTTP/HTTPS. HTML = cau tric, CSS = dinh
dang, JavaScript = tuong tac. Crawler: chuong trinh tu dong thu thap trang web bang cach
theo cac siéu lién két. Thuat toan xé€p hang: sip xép két qua tim ki€m theo mirc dd lién quan/uy
tin (vi du dua trén s6 lugng/chat lugng lién két tro téi trang). Cookie: giup luu trang thai vi
HTTP von khong luu trang thai (stateless) — vi du gilr gio hang, phién dang nhap.

8.12 NoSQL databases (brief comparison)

Not all data fits neatly into rigid, predefined tables. NoSQL ("Not Only SQL") databases offer alter-
native data models better suited to certain workloads.
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Document databases (e.g. storing JSON-like documents) let each record have a flexible, even
different, set of fields without requiring every record to share an identical rigid schema —
convenient when data naturally varies in structure (e.g. product listings with very different
attributes per category). Key-value stores are essentially large-scale, distributed hash tables
(Unit 5) — extremely fast simple lookups by key, ideal for caching or session storage. Compared
with a relational database (this chapter’s main focus), NoSQL databases typically sacrifice some
of the strict consistency/referential-integrity guarantees (ACID) in exchange for easier horizon-
tal scaling across many servers and more flexible, schema-less data storage — an appropriate
trade-off for some large-scale web applications, but not for applications (e.g. banking) where
strict transactional consistency is essential.

Vi du mau - Worked example

A social media platform needs to store billions of simple "user ID — session token” lookups with
extremely fast read/write speed, while a bank needs strict guarantees that a money transfer
is never partially applied. Identify the more appropriate database type for each, and justify.

For the social media session lookups, a key-value store (a NoSQL type) is most appropriate:
the data is a simple, massive-scale key-to-value mapping requiring extremely fast lookups,
with no need for complex relationships between records or strict transactional guarantees
across multiple records. For the bank’s money transfer, a relational database with full ACID
guarantees is essential: the strict atomicity guarantee (Unit 8, earlier) that a transaction is
entirely all-or-nothing is critical to prevent money disappearing or being duplicated during a
transfer — a property NoSQL databases often relax in exchange for scalability, making them
unsuitable for this specific financial use case.

. GIAI THICH TIENG VIET

NoSQL: mé hinh di¥ liéu thay thé cho bang quan hé cirng nhac. Co s& dir liéu tai liéu (docu-
ment): mdi ban ghi cé cau tric linh hoat, khéng can giéng nhau hoan toan. Kho khoa-gia tri
(key-value store): vé ban chat 13 bang bam quy mé I&n, tra clru cuc nhanh. So v&i co sé& dir
liéu quan hé, NoSQL thudng danh déi bot tinh nhat quan/toan ven chit ché (ACID) dé doi lay
kha ning m& réng ngang dé dang hon — phu hgp cho web quy mé I&n nhung KHONG phu
hop cho (rng dung can ddm bao giao dich nghiém ngat nhuw ngan hang.

8.13 Common design patterns (brief)

A design pattern is a reusable, well-tested general solution to a commonly recurring design problem
in object-oriented software — not specific code to copy, but a proven structural approach.

Singleton pattern: ensures a class has exactly one instance throughout the entire program, with
a single global point of access to it (e.g. a single shared configuration-settings object that every
part of a program reads from, avoiding inconsistent copies). Factory pattern: centralises object
creation logic in one dedicated method/class, rather than scattering the specific details of "how
to construct a particular object” throughout the codebase — useful when the exact class to
instantiate depends on some runtime condition (e.g. a ShapeFactory that creates a Circle,
Square, or Triangle object depending on a parameter, without the calling code needing to
know each class’s specific constructor details).
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Vi du miu - Worked example

A drawing application must create different shape objects (Circle, Square, Triangle) based
on which toolbar button the user clicks, without the toolbar code needing to know the details
of each shape class’s constructor. Explain how a Factory pattern helps here.

Instead of the toolbar’s click-handling code directly containing logic like if ButtonName
= "Circle" then new Circle(...) else if ButtonName = "Square" then new
Square(...) scattered throughout the interface code, a Factory method (e.g.
CreateShape (ButtonName)) centralises this decision in one place: the toolbar code sim-
ply calls CreateShape (ButtonName) and receives back the correct object, without needing to
know or repeat each shape class’s specific construction details itself. If a new shape type is
added later, only the factory method needs updating, rather than searching through scattered
creation logic across the whole codebase.

- GIAI THICH TIENG VIET
Ma3u thiét ké (design pattern): giai phap tdng quat, da duoc kiém chirng, cé thé tai sir dung
cho moét van dé thiét ké thudng gap — khong phai doan ma cu thé dé sao chép ma |a cach tiép
can cau truc da duoc chirng minh hiéu qua. Singleton: dam bao mot I6p CHI CO DUY NHAT
mot thuc thé trong toan chuong trinh. Factory: tap trung logic tao d6i twong vao mét noi duy
nhat, hiru ich khi I&p cu thé can tao phu thudc vao diéu kién luc chay chuong trinh.

8.14 Database indexes and views
As tables grow large, two further database features become essential for performance and usability.

An index is an auxiliary data structure (conceptually similar to a book’s index, or in practice
often implemented using a B-tree — a wide, shallow, balanced tree related to the BSTs of Unit
5) built on one or more columns, allowing the database to locate matching rows without scan-
ning the entire table. A SELECT query filtering on an indexed column can jump almost directly
to matching rows (O(log n)-like performance); without an index, the database must check ev-
ery single row (a slow full table scan, O(n)). Indexes speed up reads, but slightly slow down
INSERT/UPDATE/DELETE (since the index itself must also be updated) and use additional stor-
age — so indexes are typically added only to columns frequently used in WHERE clauses or joins,
not to every column. A view is a saved, named SELECT query that behaves like a virtual table:
querying the view re-runs its underlying query each time, without duplicating the actual data —
useful for simplifying complex, frequently-repeated queries or restricting which columns/rows
certain users can see.

Vi du mau - Worked example

A Students table with 2 million rows is frequently queried by StudentID (the primary key,
automatically indexed) but also very frequently searched by Surname (not indexed). Explain
the performance problem this causes and how to fix it.

Searching by StudentID benefits from the automatic primary-key index, giving fast lookups.
But searching by Surname with no index forces the database to perform a full table scan —
checking all 2 million rows one by one to find matches — which is slow and grows worse as the
table grows. Adding an explicit index on the Surname column would let the database locate
matching surnames far more directly, dramatically speeding up this frequent query type, at the
small cost of slightly slower inserts/updates (since the new index must also be maintained) and
some additional storage for the index itself.
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GIAI THICH TIENG VIET
mEhi muc (index): c3u tric dir liéu phu (thuong dua trén ciy B-tree) gitip tim dong khép ma
khoéng can quét toan b6 bang — tang téc SELECT nhung lam chdm INSERT/UPDATE/DELETE
mot chat va ton thém bd nhé. View: truy van SELECT da lwu, hoat dong nhu bang 4o — khong
nhan ban dir liéu that, hiru ich d€ don gian hoa truy van phirc tap hay gidi han quyén xem dir
liéu.

8.15 Multiple inheritance and interfaces

Some OOP languages allow a class to inherit from more than one superclass simultaneously (multiple
inheritance); many others deliberately avoid this in favour of interfaces.

Multiple inheritance lets a class combine behaviour from several superclasses at once (e.g.
a FlyingCar inheriting from both Car and Aircraft) but risks the diamond problem: if two
superclasses both define a method with the same name (differently), the subclass inherits an
ambiguous conflict — which version should apply? An interface sidesteps this: it defines a
set of method signatures that any implementing class must provide its own implementation
for, with no actual inherited implementation to conflict over. A class can implement multiple
interfaces safely (gaining multiple sets of required behaviours) while still inheriting actual im-
plemented code from only a single superclass — avoiding the diamond problem entirely while
still supporting a form of "multiple inheritance” of behaviour contracts.

Vi du mau - Worked example

Explain the "diamond problem” using a FlyingCar class that inherits from both Car and
Aircraft, where both superclasses separately define a method Stop () with different imple-
mentations.

If FlyingCar inherits from both Car (whose Stop() applies brakes) and Aircraft (whose
Stop() cuts engine thrust and deploys a parachute), calling myFlyingCar.Stop() creates a
genuine ambiguity: which superclass’s Stop () implementation should actually run? Different
languages resolve this ambiguity differently (e.g. by inheritance order, or requiring the pro-
grammer to explicitly specify), but the underlying problem — an inherited method existing in
conflicting versions from multiple parents — is exactly the diamond problem, and is a central
reason some OOP languages (e.g. Java) disallow multiple inheritance of implemented classes
altogether, permitting multiple interfaces instead.

GIAI THICH TIENG VIET

Da ké thira (multiple inheritance): mét I6p ké thira tir NHIEU 16p cha cung ltc — ¢é nguy co
gap van dé kim cwong (diamond problem) khi hai I&p cha cé clng tén phuong thirc nhung cai
dat khac nhau, gdy mo ho khong biét dung ban nao. Interface: chi khai bao CHU KY phuong
thirc (khdng cé cai dit), I6p con BAT BUOC tu cai dit riéng — mot 16p o thé trién khai NHIEU
interface an toan (khéng xung dot) trong khi chi ké thira cai dat that tr MOT I6p cha duy nhat.

8.16 Method overloading vs overriding

Two frequently-confused OOP concepts both let a method name be reused, but in fundamentally
different ways.
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Method overriding (this chapter, earlier) occurs between a superclass and subclass: the subclass
redefines a method with the same name and parameters, replacing the superclass’s behaviour
when called on a subclass object. Method overloading occurs within a single class: multiple
methods share the same name but have different parameter lists (a different number and/or type
of parameters) — the correct version to call is automatically chosen based on the arguments
actually supplied at the call site, allowing one conceptual operation (e.g. "add”) to sensibly
handle several different input situations under one shared, intuitive name.

Vi du miu - Worked example

A Calculator class overloads an Add method: one version takes two integers, another takes
a list of numbers. Show both, and trace two different calls.

class Calculator
public method Add(A, B)
return A + B
end method

public method Add(NumberList)
Total <- 0
loop I from O to LENGTH(NumberList) - 1

Total <- Total + NumberList[I]

end loop
return Total

end method

end class

Calc <- new Calculator()
output Calc.Add(3, 5) // calls the two-integer version: outputs 8
output Calc.Add([1, 2, 3, 4]) // calls the list version: outputs 10

Even though both methods share the name Add, the calculator automatically selects the correct
version based on what was passed in: two individual numbers invoke the first version, while a
single list argument invokes the second — this is overloading, entirely distinct from overriding,
which instead involves a subclass replacing a superclass’s method of the exact same signature.

. GIAI THICH TIENG VIET

Ghi deé (overriding): xay ra GIUA 16p cha va I6p con — I8p con dinh nghia lai phuong thirc
CUNG tén va tham s6. Nap chéng (overloading): xay ra TRONG mét I6p — nhiéu phuong
thirc CUNG tén nhung KHAC danh sach tham so; phién ban dung dugc chon tu dong dua
trén déi s6 truyén vao luc goi. Day 1a hai khai niém khac nhau, dé bi nham lan.

8.17 Client-server database architecture

In practice, a database rarely runs in isolation — it typically operates as the server side of a client-
server system (Unit 3), with applications acting as clients issuing queries to it.
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A Database Management System (DBMS) is the software that manages a database, handling
guery execution, enforcing constraints (primary/foreign keys, data types), controlling concur-
rent access (Unit 8's ACID isolation property), and managing security/permissions — applica-
tions never manipulate the raw stored data files directly; they always go through the DBMS. In
a typical three-tier architecture: the presentation tier (user interface, e.g. a web browser or
app) sends requests to the application/logic tier (business logic, e.g. a web server processing
the request), which in turn queries the data tier (the DBMS and its underlying database) and
returns results back up through the same layers. Separating these tiers means, for example,
the underlying database technology could be changed without needing to rewrite the user in-
terface, since the interface only ever communicates with the application tier, never directly
with the database.

Vi du miu - Worked example

Explain why a banking app’s mobile interface never connects directly to the bank’s database,
instead always going through an intermediate application server.

Connecting the client (mobile app) directly to the database would expose the database’s con-
nection details and structure directly to every user’s device, creating serious security risks (e.g.
a compromised or reverse-engineered app could potentially be manipulated to run unautho-
rised queries directly against sensitive financial data) and would make it far harder to enforce
consistent business rules (e.g. daily withdrawal limits) across every possible client. Routing
all requests through an intermediate application/logic tier lets the bank centrally enforce se-
curity checks, business rules, and data validation in one controlled place, before any request
ever reaches the actual database — the mobile app only ever "asks” the application server to
perform actions on its behalf, never touching the database directly.

- GIAI THICH TIENG VIET
DBMS: phan mém quan ly co s& dir liéu — thuc thi truy van, rang budc khoa, kiém soat truy cap
dong thoi, bao mat. Ung dung KHONG BAO GIO thao tac truc tiép file dir liéu tho, ludn thong
qua DBMS. Kién trac 3 tang: tang giao dién (presentation) — tang logic (rng dung (application)
— tang dir liéu (data/DBMS) — tach tang giup thay déi cong nghé CSDL ma khéng can viét lai
giao dién ngudi dung, va tap trung kiém soat bdo mat/quy tic nghiép vu & tang (ng dung.

8.18 Practice

Bai tap luyén tap

A Students table has a repeating group storing three phone numbers in one field. Which
normal form does this violate?

(A) INF (C) 3NF

(B) 2NF (D) None; this is fully normalized

Loi giai chi tiét

1NF requires every field to hold a single, atomic value — a repeating group (multiple phone
numbers crammed into one field) violates 1NF and should be split into a separate related table.
(A).
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Bai tap luyén tap

A traffic simulation predicts congestion patterns that closely match real observed traffic data
collected over a month. This comparison against real-world data is an example of:

(A) Verification (C) Normalization
(B) Validation (D) Encapsulation

Loi gidi chi tiét
Comparing the model’s output against real-world observations checks whether the model ac-

curately represents reality — this is validation (verification would instead check that the sim-
ulation code correctly implements its design specification). (B).

Bai tap luyén tap

Inthe SportsCar inherits Car example, which OOP principle is demonstrated by Speed and
Make being declared private and only accessible via methods?

(A) Inheritance (C) Encapsulation

(B) Polymorphism (D) Normalization

Loi giai chi tiét
Restricting direct access to an object’s internal data, exposing it only through defined methods,
is the definition of encapsulation. (C).

Bai tap luyén tap

Explain briefly why HTTP cookies are necessary given that HTTP itself is a stateless protocol.

Loi giai chi tiét

HTTP treats every request independently, with no built-in memory of previous requests from
the same user — without help, a server could not tell that two requests came from the same
logged-in visitor. Cookies are small pieces of data the server asks the browser to store and
resend with every subsequent request, letting the server recognise the same client across
requests (e.g. keeping a user logged in or a shopping cart intact) despite HTTP itself having no
memory of past interactions.

Bai tap luyén tap

A table Books(ISBN, Title, AuthorID, AuthorName) stores the author's name directly
alongside every book. Identify the normalization violation and redesign the table(s) correctly.

Loi giai chi tiét

AuthorName depends on AuthorID (a non-key field), not directly on the primary key ISBN
— this is a transitive dependency, violating 3NF. Redesign: split into Authors (AuthorID,
AuthorName) and Books (ISBN, Title, AuthorID), with AuthorID in Books as a foreign key

referencing Authors — the author’s name is now stored once, correctly updating everywhere
automatically if it ever changes.
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Bai tap luyén tap

Write an SQL query to find the average Grade of all students in ClassID = 5.

Loi giai chi tiét
SELECT AVG(Grade) AS AverageGrade

FROM Students
WHERE ClassID = 5;

The WHERE clause filters to only rows where ClassID = 5 before the AVG () aggregate function
computes the mean of the remaining Grade values.

Bai tap luyén tap

Explain the difference between WHERE and HAVING in SQL, using an example query that counts
orders per customer and only shows customers with more than 5 orders.

Lai giai chi tiét

WHERE filters individual rows before any grouping/aggregation occurs; HAVING filters groups after
aggregation has been computed. For "customers with more than 5 orders”: WHERE cannot be
used for this condition because "more than 5 orders” is a property of the aggregated group (a
count), not of any single row — the correct query is:

SELECT CustomerID, COUNT(OrderID) AS NumOrders
FROM Orders

GROUP BY CustomerID

HAVING COUNT(OrderID) > 5;

Bai tap luyén tap

A junior programmer models a Manager class as inheriting from an Employee class, and sepa-
rately models a Department class as inheriting from a Manager class (reasoning: "a department
has a manager”). Explain why this second inheritance relationship is a design error, and correct
it.

' Loi giai chi tiét
Inheritance should only be used for a genuine "is-a” relationship, and a Department is
not a kind of Manager — the programmer’s own reasoning ("a department has a man-
ager”) actually describes a has-a relationship instead. The correct design uses composition:
Department should contain a reference to a Manager object as one of its own attributes (e.g. a
DepartmentHead attribute of type Manager), not inherit from Manager. Using inheritance here
would incorrectly give every Department object all of a Manager’s own personal attributes and
behaviours (e.g. a salary, a start date) as if a department itself were a type of employee, which
makes no logical sense.

Bai tap luyén tap

Given the Vehicles polymorphism example in this chapter, explain what would happen if
Truck also overrode Accelerate to add a "towing weight” penalty, without changing the loop
code that calls Vehicles[I] .Accelerate(50).
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Loi giai chi tiét

Because of polymorphism, the exact same loop code — which simply calls Accelerate(50)
on each object without knowing or checking its specific class — would automatically invoke
whichever Accelerate method belongs to each object’s actual class at runtime. If Truck now
has its own overridden Accelerate (applying a towing penalty), that version would automati-
cally run for Truck objects, while Car and SportsCar objects would continue using their own
respective versions — no change to the calling loop is required at all, which is precisely the
benefit polymorphism provides: new/changed behaviour in a subclass integrates seamlessly
with existing code written against the shared superclass interface.

Bai tap luyén tap

Explain why an Employees table with primary key EmployeeID and non-key fields FirstName,
LastName, Salary is already in 3NF (assuming no other complicating fields), and what would
need to be true for it to violate 3NF.

Loi giai chi tiét

This table is in 3NF because every non-key field (FirstName, LastName, Salary) depends di-
rectly and only on the primary key EmployeeID, with no field depending on another non-key
field. It would violate 3NF if, for example, a TaxBracket field were added whose value was
actually determined by Salary (a non-key field) rather than independently by EmployeeID
— that would be a transitive dependency (EmployeeID — Salary — TaxBracket), requiring
TaxBracket to be split into its own table if it needs to be stored explicitly at all.

Bai tap luyén tap

Explain the "Isolation” property of ACID transactions using an example of two customers si-
multaneously trying to book the very last seat on a flight.

Lai giai chi tiét

Isolation guarantees that concurrently-running transactions do not interfere with each other’s
intermediate, uncommitted results. If two customers simultaneously attempt to book the last
remaining seat, isolation ensures the database processes these overlapping transactions in a
way that behaves as if they had run one strictly after the other (even though they were actually
concurrent) — so only one booking transaction can successfully reserve the seat and decre-
ment the seat count, while the second transaction correctly sees the seat is no longer available
and fails/rolls back, rather than both transactions reading "1 seat available” simultaneously and
both successfully booking the same physical seat.

Bai tap luyén tap

A students’ club-membership system needs to record that each student can join many clubs,
and each club can have many student members. Explain how this many-to-many relationship
should be implemented in a relational database, since neither table alone can hold a simple
single foreign key for the other.
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Loi giai chi tiét

A many-to-many relationship requires a separate junction (linking) table, e.g.
Memberships (StudentID, ClubID), where StudentID is a foreign key referencing Students
and ClubID is a foreign key referencing Clubs. Each row in Memberships represents one
specific student-club pairing; a student who joins 3 clubs simply has 3 rows in this table (one
per club), and a club with 50 members has 50 rows (one per student) — this avoids needing a
variable, unbounded number of foreign-key columns directly in either the Students or Clubs
table, which a simple single foreign key could not accommodate.

Bai tap luyén tap

Explain why a stochastic (rather than deterministic) model would be more appropriate for
simulating customer arrivals at a supermarket checkout, compared with modelling a fixed, pre-
dictable factory conveyor belt.

Loi giai chi tiét

Customer arrival times at a checkout are inherently random and unpredictable in their exact
timing — a stochastic model, incorporating randomness (e.g. drawing arrival intervals from a
probability distribution), can realistically capture this variability and simulate a range of plau-
sible outcomes (busy periods, queue build-up) across repeated runs. A factory conveyor belt
moving at a fixed, constant, mechanically-controlled speed behaves predictably and identically
every time under the same conditions, making a deterministic model (always producing the
same output for the same input) an appropriate and sufficient choice for that specific system,
since no meaningful randomness needs to be captured.

Bai tap luyén tap

Explain why search engine ranking cannot rely purely on keyword matching (how many times
a search term appears on a page), using the concept of link-based authority.

Lai giai chi tiét

Relying purely on keyword frequency is easily abused: a low-quality page could simply repeat
a popular search term many times to rank highly, even if its content is irrelevant or unreliable
(@ manipulation technique sometimes called "keyword stuffing”). Link-based authority instead
treats being linked to by other pages — especially other important, trusted pages — as a signal
of a page’s genuine relevance/importance, on the reasoning that other page authors would
not link to low-quality content. Combining this with keyword relevance produces far more
resistant, higher-quality rankings than keyword frequency alone, since manipulating a page’s
own keyword content is much easier for a bad actor than genuinely earning many incoming
links from other reputable websites.

Bai tap luyén tap

Write an SQL query to delete all students from the Students table who belong to ClassID =
12, and explain the risk of forgetting the WHERE clause.
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Loi giai chi tiét

DELETE FROM Students
WHERE ClassID = 12;

If the WHERE ClassID = 12 clause were omitted, the statement would become DELETE FROM
Students;, which deletes every single record in the Students table, not just those in class
12 — a catastrophic, usually irreversible data-loss error (unless a backup exists), which is why
careful review of WHERE clauses before executing DELETE/UPDATE statements is essential prac-
tice.

Bai tap luyén tap

Explain why a class implementing an abstract Shape class’s required CalculateArea() method
for both a Circle and a Rectangle subclass is an example of both abstraction and polymor-
phism working together.

Lai giai chi tiét

Abstraction is shown by the abstract Shape class defining that every shape must provide
a CalculateArea() method (a consistent public interface), without specifying how — hid-
ing the detail that the actual formula differs completely between shapes. Polymorphism is
shown when code calls CalculateArea() on a list of mixed Shape objects (some Circle, some
Rectangle): the identical method call automatically executes each object’s own specific for-
mula (772 for a circle, width x height for a rectangle) without the calling code needing to check
or know which specific subclass each object is — the two principles combine to let new shape
subclasses be added later without ever having to modify code that already works with the
general Shape interface.

Bai tap luyén tap

Explain why a NoSQL key-value store would be a poor choice for a bank’s core account-balance
and transaction-history system, referencing ACID properties.

Loi giai chi tiet

A bank’s transactional operations (e.g. transferring money between accounts) require strict
ACID guarantees — especially atomicity (a transfer must be fully completed or fully rolled back,
never partially applied) and consistency (the database must never end up in an invalid state,
such as money appearing from nowhere). Many NoSQL databases deliberately relax some of
these strict guarantees in exchange for easier horizontal scalability and higher raw throughput,
which is an acceptable trade-off for less critical data (e.g. caching or session tokens) but is
generally unacceptable for core financial transaction data, where a relational database’s strong
ACID guarantees are essential to prevent serious, potentially catastrophic accounting errors.

Bai tap luyén tap

A product catalogue for an online marketplace needs to store wildly different attributes for
different product categories (e.g. "screen size” for TVs, "page count” for books, "shoe size”
for footwear) without forcing every product record to have the same fixed set of columns.
Which type of NoSQL database is best suited to this, and why would a rigid relational table be
awkward here?
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Loi giai chi tiét

A document database is best suited here, since each product’s record (document) can hold
its own flexible, varying set of fields appropriate to its specific category, without needing to
conform to one single, fixed schema shared by every product type. A rigid relational table
would be awkward because it requires every row to share the exact same fixed set of columns
— accommodating every possible product attribute across every category in one table would
require an enormous number of mostly-empty (null) columns for any given product, or a com-
plex, harder-to-query set of separate category-specific tables, whereas a document database
naturally accommodates this variability record-by-record.

Bai tap luyén tap

Explain how the Singleton pattern would be applied to a program'’s single, shared application-
settings object, and why having multiple separate settings objects in different parts of a large
program could cause bugs.

Loi giai chi tiét

Using the Singleton pattern, the settings class is designed so that only ever one instance of it
can exist for the entire running program, with every part of the program accessing that same
single shared instance rather than creating its own separate copy. If instead multiple separate
settings objects existed in different parts of a large program, one part of the program could
update a setting (e.g. changing the display theme to "dark mode”) on its own copy, while other
parts of the program continued reading from their own, now out-of-sync copies — leading
to inconsistent, buggy behaviour where different parts of the application disagree about the
current settings, purely because they were never sharing the same single source of truth.

Bai tap luyén tap

Explain why adding an index to every single column of a heavily-written-to table (one with
frequent INSERTS) is generally a poor idea, despite indexes speeding up SELECT queries.

| Loi gidi chi tiét

Every index added to a table must itself be updated whenever a row is inserted, updated, or
deleted, since the index needs to stay accurate and current — so adding many indexes means
every single INSERT now requires updating not just the table itself but also every one of those
indexes, substantially slowing down write operations. For a table with frequent writes, indis-
criminately indexing every column would impose significant write overhead for relatively little
benefit on columns rarely used in WHERE clauses or joins — indexes should be added selec-
tively, targeting only the columns that are actually frequently searched/filtered on, balancing
read speed against write overhead.

Bai tap luyén tap

A company wants certain staff to see only a Name and Department column from an Employees
table (which also contains a confidential Salary column), without giving them direct access to
the full table. Explain how a view achieves this.
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Loi giai chi tiét

A view can be created as a saved query such as SELECT Name, Department FROM
Employees;, and those staff can be granted access only to this view rather than to the under-
lying Employees table directly. Querying the view behaves exactly like querying a table con-
taining only Name and Department — the confidential Salary column (and any other columns
not included in the view’s defining query) is never exposed to users of the view, even though
the viewed data is still, behind the scenes, coming from the same single underlying Employees
table, without duplicating any data.

Bai tap luyén tap

Explain how implementing multiple interfaces (e.g. Flyable and Drivable) avoids the diamond
problem that multiple inheritance from two full classes could cause, for the same FlyingCar
example.

Lai giai chi tiét

An interface only declares method signatures (e.g. Flyable declares that any implementing
class must provide its own F1y () method, and Drivable declares that any implementing class
must provide its own Drive () method) — it contains no actual implementation itself to conflict
with anything else. FlyingCar can implement both Flyable and Drivable, providing its own
single, unambiguous implementation of F1y () and its own single implementation of Drive ()
— since neither interface supplies a competing pre-built implementation, there is no ambi-
guity about "which version” to use, unlike inheriting a already-implemented Stop() method
separately from two different full superclasses.

Bai tap luyén tap

Explain one advantage of using a database view over simply giving every application the same
raw SELECT query text to copy and reuse.

Lai giai chi tiét

A view is defined and stored once in the database itself; every application or user simply
queries the view by name, rather than each one needing to independently write and maintain
its own copy of a complex SELECT query (potentially involving several joins and conditions). If
the underlying logic ever needs to change (e.g. an additional filter condition, or a change to
which tables are joined), updating the view’s single definition automatically applies everywhere
it is used, without needing to track down and separately edit the same query text duplicated
across many different applications — reducing both duplication and the risk of inconsistent
copies drifting out of sync with each other.

Bai tap luyén tap

A Shape superclass defines CalculateArea(), and a Circle subclass provides its own version
of CalculateArea() with the identical name and parameters. Separately, a Printer class de-
fines two methods both named Print: one taking a string, another taking an integer. Identify
which scenario is overriding and which is overloading.
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Loi giai chi tiét

The Shape/Circle scenario is overriding: a subclass (Circle) redefines a method with the
exact same name and parameters as one already defined in its superclass (Shape), replacing
the inherited behaviour for Circle objects specifically. The Printer scenario is overload-
ing: within the same class, two methods share the name Print but differ in their parameter
types (string vs integer), with the correct version automatically selected based on what type
of argument is actually passed at the call site.

Bai tap luyén tap

Explain why overloaded methods must differ in their parameter list (number or type of param-
eters), not merely in their return type, using an example of why "same parameters, different
return type” would be ambiguous.

Loi giai chi tiét

The correct overloaded method is selected based on what the calling code actually passes in
as arguments — the compiler/interpreter can inspect the arguments at the call site and match
them against each overloaded version’s parameter list. If two methods had the exact same
parameter list but only differed in return type (e.g. one Add(A, B) returning an integer and
another Add (A, B) returning a real number), a call like Add(3, 5) would give the system no
way to determine which version was intended, since the return type is not knowable from
the call itself before the method actually executes — this is why virtually all languages require
overloaded methods to differ in their parameters, not merely their return type.

Bai tap luyén tap

Explain one advantage of a three-tier (presentation / application / data) architecture over a
simple two-tier design where the client application talks directly to the database.

Lai giai chi tiét

A three-tier architecture inserts an application/logic tier between the presentation tier and
the database, centralising business rules, validation, and security checks in one place that every
client request must pass through — this makes it far easier to enforce consistent rules across
many different types of clients (web, mobile, desktop) without duplicating that logic in each
one, and reduces the security exposure of allowing every client direct access to the database
itself. A two-tier design, connecting clients directly to the database, would require duplicating
business logic and security checks into every separate client application, increasing both the
risk of inconsistency and the attack surface exposed directly to end-user devices.

Bai tap luyén tap

A LibraryBook class inherits from a Media superclass, and a DVD class also inherits from Media.
Both override a method GetLoanPeriod () to return different values. Explain what OOP prin-
ciple allows a single loop over a mixed list of LibraryBook and DVD objects to correctly call
GetLoanPeriod () on each without checking each object’s specific type.
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Loi giai chi tiét

This is polymorphism: since both LibraryBook and DVD share the common superclass Media
and each overrides GetLoanPeriod () with their own specific implementation, a single loop
calling Item.GetLoanPeriod () on each object automatically invokes whichever version is ap-
propriate for that object’s actual class — the calling code does not need an if/else if chain
checking "is this a LibraryBook or a DVD?” before deciding which method to call; the correct
behaviour is resolved automatically based on each object’s real class.

Bai tap luyén tap

A Payments table has columns PaymentID (primary key), OrderID (foreign key), Amount, and
Currency. Write an SQL query to find the total Amount of payments for each Currency, or-
dered from highest total to lowest.

Loi giai chi tiet

SELECT Currency, SUM(Amount) AS TotalAmount
FROM Payments

GROUP BY Currency

ORDER BY TotalAmount DESC;

GROUP BY Currency groups all payments by their currency before SUM(Amount) totals each
group; ORDER BY TotalAmount DESC then sorts the resulting currency totals from highest to
lowest.

Bai tap luyén tap

A Movies(MovieID, Title, DirectorName, DirectorBirthYear) table stores the direc-
tor's birth year alongside every movie by that director. Identify the normalization violation
and redesign the table(s).

Loi giai chi tiét

DirectorBirthYear depends on DirectorName (itself a non-key field), not directly on
the primary key MovieID — a transitive dependency, violating 3NF. Redesign: split
into Directors(DirectorID, DirectorName, DirectorBirthYear) and Movies (MovieID,
Title, DirectorID), with DirectorID in Movies as a foreign key referencing Directors —
each director’s birth year is now stored exactly once, regardless of how many movies they
have directed.

Bai tap luyén tap

Explain why a class marking all of its attributes public (directly accessible, with no getter/setter
methods) undermines the benefit of encapsulation, even if the class still technically groups
data and methods together.

Loi giai chi tiét

Encapsulation’s real benefit comes from restricting direct access to an object’s internal data,
forcing all interaction through controlled methods that can validate input and hide internal
implementation details. A class with every attribute marked public still technically bundles
data and methods in one class, but external code can freely read and overwrite its attributes
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directly, bypassing any validation logic entirely (e.g. setting a Speed attribute to an invalid
negative value with no check) and becoming tightly coupled to the exact internal attribute

names/structure — losing both the data-integrity and information-hiding benefits that make
encapsulation valuable in the first place.
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